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Why Privacy-Preserving Computation Matters?

Healthcare Finance LLMs

Each domain has sensitive data that can/should not be openly shared




Threat Model: Privacy-Preserving Computation
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Programming in FHE is Tedious and Brittle




Programming in FHE is Tedious and Brittle

* Ciphertext packing

* Bootstrap placement

* Approximation functions
* Parameter selection



Programming in FHE is Tedious and Brittle

* Ciphertext packing

* Bootstrap placement Focus of today’s talk!
* Approximation functions

* Parameter selection



What is Packing?

* FHE uses a vector programming model

* Packing is organizing values into the slots of FHE vectors



Packing Maps Tensor Values Into Layouts
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Naive Layout — 1 element per ciphertext
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Plaintext:

Layout — 1 element per ciphertext
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Naive Layout — 1 element per ciphertext
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Row-major Layout — Compact Packing

Plaintext:

00

01

02

03

Cip

nertext:

10

11

12

13

20

21

22

23

30

31

32

33

14




Row-major Layout — Compact Packing
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Row-major Layout — Compact Packing
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Row-major Layout — Compact Packing
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Row-major Layout — Compact Packing
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Row-major Layout — Compact Packing
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Why Packing Makes Programming Difficult?
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Choosing bad layouts requires additional data movement
e e.g., layout conversions, summation within ciphertexts, ...
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Choosing bad layouts requires additional data movement
e e.g., layout conversions, summation within ciphertexts, ...

Data movement is expensive in FHE
* No direct indexing in FHE vectors
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Why Packing Makes Programming Difficult?

Choosing bad layouts requires additional data movement
e e.g., layout conversions, summation within ciphertexts, ...

Data movement is expensive in FHE
* No direct indexing in FHE vectors

* Limited operations:
* SIMD addition (+)
* SIMD multiplication (x)
* Cyclic rotation (<<)
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Why Packing Makes Programming Difficult?

Choosing bad layouts requires additional data movement
e e.g., layout conversions, summation within ciphertexts, ...

Data movement is expensive in FHE
* No direct indexing in FHE vectors

* Limited operations:
* SIMD addition (+)
* SIMD multiplication (x)
* Cyclic rotation (<<)

* Rearranging values requires masking (x) & rotations (<<)
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Challenges Walkthrough: Matrix Multiplication
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor

A: Row-major layout
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1. Find Layouts For Each Input Tensor

A: Row-major layout
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor
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1. Find Layouts For Each Input Tensor

And many more...
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2. Find Cheapest Layouts for Tensor Operator
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2. Find Cheapest Layouts for Tensor Operator

B: Row

A: Row \

A: Column

/ C: Row

\B: Column/

B: Diagonal

C: Column

54



2. Find Cheapest Layouts for Tensor Operator
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2. Find Cheapest Layouts for Tensor Operator
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2. Find Cheapest Layouts for Tensor Operator
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2. Find Cheapest Layouts for Tensor Operator
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3. Find Layouts For Entire Program
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3. Find Layouts For Entire Program
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3. Find Layouts For Entire Program

@

A: Diagonal
I\

B: Row

C: ;o;umn

— [

@

C: Diagonal

D: Row

E: Column
J

J N
Y Y
Matrix Multiplication \ / Next Matrix Multiplication

Needs layout conversion, more data movement
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4. Find Layouts Again...




4. Find Layouts Again...

* Change tensor operations or sizes
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4. Find Layouts Again...

* Change tensor operations or sizes
* Change cryptographic parameters
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4. Find Layouts Again...

* Change tensor operations or sizes
* Change cryptographic parameters

* Change the application
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Layout assighment problem:

a where an
numerous possible to find an assighnment that

leads to the



Tension Between Search Quality and Speed

Search Speed

Search Quality
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Fhelipep a4 L Quality, T Speea

* Simple layout representation

S | . o
3 Fhelipe .. Fast compilation
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Our Approach: Rotom Compiler Pipeline



Rotom Has High-level Language Support

ERCR

(D Tensor DSL and IR

* High-level Python tensor DSL
* Compatible with PyTorch
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Rotom Supports a Wide Search Space

A: [0:4][1:4] ﬁ
\ B: [1:4][0:4] @
@ — CL) @z — | Ro11(0,1) K
()€ [1:4][0:4]
(D) Tensor DSL and IR (@) Layout IR

* Compact, expressive layout representation
* Diagonalization and tiling



Rotom Keeps Search Symbolic

Layout Assignment
A: [0:4][1:4] E
B: [1:4][0:4]
o\l i
»> | (@ - [ Rol1(8,1) i
()€ [1:4][0:4]
@Tensor DSL and IR @Layout IR @ Layout Alignment

 Layout alignment rules to find compatible operand layouts
* Easily determines HE kernel and cost



Rotom Optimizes Search Quality
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@ Layout Alignment @ Optimizations

* Novel layout conversion operator = ApplyRoll

e Optimizations, e.g., baby-step giant-step
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Rotom Maintains A Tractable Search Space
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Focus for Today: ApplyRoll
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E% ApplyReplication
BT

@ Layout Alignment @ Optimizations

D @-—0

e: | > E==)
o: >

Legend

ssigned layout

assg ned lay

E HE Kernel

HE Kernel
for MatMul

@U

L~
@: 9|Cost: 36|

(5) Heuristics

N\

—| OpenFHE

(&) Lowering

2. Reduce data movement costs
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How Does Rotom Represent Layouts?



Rotom’s Layout Representation is Compact

* Defines layouts as nested loop traversals of a tensor
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Rotom’s Layout Representation is Compact

* Defines layouts as nested loop traversals of a tensor

for 1 in range(4):

for j in range(4): — Row-major layout
ct[i] = A[1][]]
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Rotom’s Layout Representation is Compact

* Defines layouts as nested loop traversals of a tensor

for 1 in range(4):

for j in range(4): — Row-major layout
ct[i] = A[1][]]

Row-major: [0:4:1][1:4:1]

81



Rotom’s Layout Representation is Compact

* Defines layouts as nested loop traversals of a tensor

for 1 in range(4):

for j in range(4): — Row-major layout
ct[i] = A[1][]]

: tensor dimension : step-size
W /
[1:4:1]

: number of elements

Row-major: [0:4:1][1:4:1]
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Rotom’s Layout Representation is Flexible

* Changing the loop traversal can represent different layouts
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Rotom’s Layout Representation is Flexible

* Changing the loop traversal can represent different layouts

for 1 in range(4):

for j in range(4): — Column-major layout
ct[i] = A[J][1]
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Rotom’s Layout Representation is Flexible

* Changing the loop traversal can represent different layouts

for 1 in range(4):

for j in range(4): — Column-major layout
ct[i] = A[J][1]

Row-major: [0:4:1][1:4:1]
Column-major: [1:4:1][0:4:1]
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Rotom’s Layout Representation is Expressive

* Represent complex layouts such as diagonalization
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Rotom’s Layout Representation is Expressive

* Represent complex layouts such as diagonalization

for 1 in range(4):

for j in range(4): — Diagonal-major layout
ct[i] = A[J][i+]]
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Rotom’s Layout Representation is Expressive

* Represent complex layouts such as diagonalization

for 1 in range(4):

for j in range(4): — Diagonal-major layout
ct[i] = A[J][i+]]

Diagonal: [1:4:1][0:4:1]
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Rotom’s Layout Representation is Expressive

* Represent complex layouts such as diagonalization

for 1 in range(4):

for j in range(4): — Diagonal-major layout
ct[i] = A[J][i+]]

Diagonal: [1:4:1][0:4:1]

, Where are the of the traversal dimension
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Matrix Multiplication (Without Diagonals)

00 01 02 03 00 01 02 03 00 01 02 03

10 11 12 13 10 11 12 13 10 11 12 13
@ =

20 21 22 23 20 21 22 23 20 21 22 23

30 31 32 33 30 31 32 33 30 31 32 33

A: Ciphertext B: Plaintext C: Ciphertext



Prior Work: Assign A — Row-major Layout

00 01 02 03

10 11 12 13

20 21 22 23

30 31 32 33

A: Ciphertext



Prior Work: Assign A — Row-major Layout

00 01 02 03

10 11 12 13

20 21 22 23

30 31 32 33

A: Ciphertext



Prior Work: Assign A — Row-major Layout

A: Row major Layout

10 11 12 13

00 | 01 ] 02 03

20 21 22 23

30 31 32 33

A: Ciphertext



Prior Work: Assign A — Row-major Layout

A: Row major Layout

00 |01 J 02 | 03| 10| 11} 12| 13

20 21 22 23

30 31 32 33

A: Ciphertext



Prior Work: Assign A — Row-major Layout

A: Row major Layout

00 |01 J 02 |03 |10 11 12| 13| 20| 21| 22| 23| 30| 31| 32| 33




Prior Work: Assign A — Row-major Layout

A: Ciphertext

A: Row major Layout

— [o]a]a]a]

11

12

31

32

33
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or Work: Assign B — Repeated Column Layout

D r I
00 | o1 | 02| 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31 ] 32| 33
B: Plaintext
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jor Work: Assign B — Repeated Column Layout

1
00 | o1 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext
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Pri
o1 | 02 | 03
11 | 12 | 13
21 | 22 | 23
31 | 32 | 33
B: Plaintext

E————

or Work: Assign B — Repeated Column Layout

00

10

20

30

99



Pri
o1 | 02 | 03
11 | 12 | 13
21 | 22 | 23
31 | 32 | 33
B: Plaintext

E————

or Work: Assign B — Repeated Co

Mmn Layout

00

10

20

30

00

10

20

30

00

10

20

30

00

10

20

30
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Prior Work: Assign B — Repeated Co

B: Plaintext

E————

E————

———

———

Mmn Layout

00|10 20| 30| 00|10 20| 30| 00| 10| 20| 30| 00| 10| 20| 30
01| 11|21 31
02 | 12 | 22 | 32
03|13 | 23] 33
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or Work: Assign B — Repeated Co

D r I
00 | o1 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext

E————

Mmn Layout

00|10 20130 00|10 20| 30| 00| 10| 201 30| 00| 10| 20| 30
Ol |11 (2131|0111 |21|31|01|11|21|31|01|11]21] 31
02 |12 |22 |32|02|12|22|32|02| 12| 2232|0212 | 22| 32
03113123 |133|03|13 231330313 23|33|03| 13| 23] 33
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1. Multiply Each Row and Column

1. Multiply rows and columns
(4 muls)

00

01

02

03

10

11

12

13

20

21

22

23

30

31

32

33

00

10

20

30

00

10

20

30

00

10

20

30

00

10

20

30
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1. Multiply Each Row and Column

1. Multiply rows and columns
(4 muls)

\ 4

\ 4

\ 4

00 | 01 | 02| 03|10 11 | 12| 13| 20| 21| 22| 23| 30| 31| 32| 33
00| 10120130 00| 10| 20| 30| 00| 10| 20| 30| 00| 10| 20| 30
Ol 1121|3101 |11 |21 310111213101 11| 21] 31
02 |12 | 22| 32|02 | 12| 2232|0212 | 22| 32| 02| 12| 22| 32
03113123133 | 03|13 |23 |33|03| 13| 23|33|03| 13| 23| 33
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

00

01

02

03

10

11

12

13

20

21

22

23

30

31

32

33

00

10

20

30

00

10

20

30

00

10

20

30

00

10

20

30
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns

(4 muls)

[ Need to sum together}
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

10

11

12

13

14

15

107




2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns o|l1|2|3|4|5|6| 7|8 9|10]12]12]|13]|14]15
(4 muls)

2. Inner summation
(8 rot, 8 add)

108



2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns o|l1|2|3]4|s5]e6|7|8]9|10f12|12]13(|14]15
(4 muls)

2. Inner summation
(8 rot, 8 add)
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

10

11

12

13

14

15

<<

10

11

12

13

14

15
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

10

11

12

13

14

15

<<

10

11

12

13

14

15
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns o|l1|2|3|4|5|6| 7|8 9|10]12]12]|13]|14]15
(4 muls) )
2. Inner summation < —2|3|4|5|6|7|8|9]10|]12]12|13|]124[15] 0] 1

(8 rot, 8 add) |
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

13

14 | 15

<<

: _

14 | 15

D
(92}

N

<<

Z-

N
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

o

: _

13

<<

D
(92}

14

: _

15

[N
S
|—\
(0]

N

<<

N

i
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

o

: _

D
(92}

: _

14

N

N
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

o

EEBEEEER

IS
u
(e)}

:—:Z-

[ Repeat 4 times, once for each ciphertext ]
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2. Inner Summation Within Each Ciphertext

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)
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3. Mask Out Garbage Values

(4 muls)

2. Inner summation
(8 rot, 8 add)

3. Masking
(4 mul)
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3. Mask Out Garbage Values

(4 muls)
2. Inner summation XM*+-1 o0o,0/0/1/,0,0,0/1,0,0,0!/1/,0.,0

(8 rot, 8 add)

3. Masking

(4 mul)

[Repeat 4 times, once for each ciphertext}
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4. Compact Ciphertexts Together

1. Multiply rows and columns
(4 muls)
2. Inner summation
(8 rot, 8 add)
3. Masking
(4 mul)
4. Compaction:
(3 rot, 3 add)

<<

<<

<<
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4. Compact Ciphertexts Together

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

3. Masking
(4 mul)

4. Compaction:
(3 rot, 3 add)
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4. Compact Ciphertexts Together

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

3. Masking
(4 mul)

4. Compaction:
(3 rot, 3 add)
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4. Compact Ciphertexts Together

1. Multiply rows and columns
(4 muls)

2. Inner summation
(8 rot, 8 add)

3. Masking

4. Compaction:
(3 rot, 3 add)

+

v
4 mul T
(4 mul) .

+

123



Prior Work: Cost of Matrix Multiplication

00 | o1 | 02| 03
10 [ 11 | 12 | 13
20 | 21 | 22 | 23
30 [ 31 ] 32| 33
Row-major

00 01 02 03
10 11 12 13
20 21 22 23
30 31 32 33

Column-major

00 | 01 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32| 33
Row-major

Total Cost:
e 11 add
e 8 mul
e 11 rot
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Problem: Inner Summation is Expensive

Requires data movement
* (<<) Rotations to align values to sum
* (x) Leaves garbage values that need to be masked out
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Rotom Finds A Better Layout Assignment

e Summation across the ciphertexts

* Avoid rotation-and-summation within ciphertexts
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Rotom Finds A Better Layout Assignment

e Summation across the ciphertexts

* Avoid rotation-and-summation within ciphertexts

1. Start with simple layouts: row and column
2. Use ApplyRoll to diagonalize layouts

* Rotom introduces this novel layout conversion operator
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Rotom: Assign A — Column-major Layout

00 01 02 03
10 11 12 13
20 21 22 23
30 31 32 33

A: Ciphertext
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Rotom: Assign A — Column-major Layout

> | 00

10

20

30

01 02 03
11 12 13
21 22 23
31 32 33

A: Ciphertext
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Rotom: Assign A — Column-major Layout

10

20

30

01

11

21

31

02

12

22

32

03

13

23

33
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Rotom: Assigh A — Column-major Layout

11 21 13 23 33

A: Ciphertext

131



Rotom: Assign B — Repeated Row Layout

00 | o1 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext
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Rotom: Assign B — Repeated Row Layout

o1 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext

E————

00
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Rotom: Assign B — Re

o1 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext

E————

neated Row Layout

00

00

00

00
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Rotom: Assign B — Re

10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext

E————

neated Row Layout

00

00

00

00

01

01

01

01

02

02

02

02

03

03

03

03
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Rotom:

Assign B — Re

E————

———

neated Row Layout

00 00 00 00 01 01 01 01 02 02 02 02 03 03 03 03
10 11 12 13
20 21 22 23
30 31 32 33
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Rotom: Assign B — Re

neated Row Layout

00 | o1 | 02 | 03
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31| 32 | 33
B: Plaintext

00 00 00 00 01 01 01 01 02 02 02 02 03 03 03 03
10 10 10 10 11 11 11 11 12 12 12 12 13 13 13 13
20 20 20 20 21 21 21 21 22 22 22 22 23 23 23 23
30 30 30 30 31 31 31 31 32 32 32 32 33 33 33 33
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Column x Row Doesn’t Align Summation

A: Ciphertext

B: Plaintext

00 10 20 | 30 01 11 21 31 02 12 22 32 03 13 23 33
00 00 00 00 01 01 01 01 02 02 02 02 03 03 03 03
10 10 10 10 11 11 11 11 12 12 12 12 13 13 13 13
20 20 20 20 21 21 21 21 22 22 22 22 23 23 23 23
30 30 30 30 31 31 31 31 32 32 32 32 33 33 33 33

138




Column x Row Doesn’t Align Summation

A: Ciphertext

B: Plaintext

00 10 20 | 30 01 11 21 31 02 12 22 32 03 13 23 33
00 00 00 00 01 01 01 01 02 02 02 02 03 03 03 03
10 10 20 10 11 11 11 11 12 12 12 12 13 13 13 13
20 20 20 20 21 21 21 21 22 22 22 22 23 23 23 23
30 30 30 30 31 31 31 31 32 32 32 32 33 33 33 33
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Column x Row Doesn’t Align Summation

A: Ciphertext

B: Plaintext

00 10 20 | 30 01 11 21 31 02 12 22 32 03 13 23 33
00 00 00 00 01 01 01 01 02 02 02 02 03 03 03 03
10 10 10 10 11 11 11 11 12 12 12 12 13 13 13 13
20 20 20 20 21 21 21 21 22 22 22 22 23 23 23 23
30 30 30 30 31 31 31 31 32 32 32 32 33 33 33 33
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1. ApplyRoll — Diagonalize A

A: Ciphertext

00

10

20

30

01

11

21

31

02

12

22

32

03

13

23

33
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1. ApplyRoll — Diagonalize A

A: Ciphertext

13

23

33

13

23

33

13

23

33

13

23

33
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1. ApplyRoll — Diagonalize A

A: Ciphertext

1. ApplyRoll to A
(3 rot)

11

21

<<

01

11

21

11

21

11

21

13| 23| 33
13 | 23| 33
13 | 23| 33
13 | 23| 33
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1. ApplyRoll — Diagonalize A

A: Ciphertext

13

23

33

21

21

31

IBBE

11

21

23

33
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1. ApplyRoll — Diagonalize A

A: Ciphertext

1. ApplyRoll to A
(3 rot)

01| 11

21

01

11

21

33

23

33

03| 13

23

33

03

13

23

31

21

31
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1. ApplyRoll — Diagonalize A

A: Ciphertext _— - —
~ / L~
00 | 10476 | 30 | o1 1 21 3;2’}42/ 32 ﬁ/l’? 23| 33
1. ApplyRoll to A o1 Lar {71 | 31 | 02 }p/zz/,az 03 45123 | 33 | 00| 10l 20T 30
02 )P’f 32 | 034437 23 | 33 00}% 30 [ 01| 11 zrﬂ/
/ — —— // // /‘/
| 03.4-137[ 23 | 33 | 00 | 1070 | 30 E/u/’f 31 02}4 32
— / — /
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2. ApplyRoll — Diagonalize B

1. ApplyRoll to A
(3 rot)

B: Plaintext

00|00 |oof[o0]o01]o01|0o1]01]02|02]02]02|03|03]03]| 03
1010101022 |22 f{22 |22 |22|22)12|212) 13|13 13] 13
2002020 20| 21|21 21|21 22| 22| 22| 22| 23| 23| 23| 23
30(30[30|30]31]31|31]31]32|32]32]32]33]33]33]33
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2. ApplyRoll — Diagonalize B

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

03| 03| 03] 03
0202|0202 13|13 13| 13

01 |o1|lo1|o1]| 12|12 12112]23| 23| 23] 23

B: Plaintext

o0jloojoofloo| 11|12 12 122222 22| 22|33|33]|33] 33

1010101002022 22|21 3232|321 32

20120 20| 20| 31| 31| 31| 31

30|30 |30 30
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2. ApplyRoll — Diagonalize B

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

B: Plaintext

00|00 foofoo| 1112|211 |21]22]22]22|22]33]|33]33]33
10/ 10| 10| 10) 21|21 21]21|32|32]|32]|32|03]03|03]|03
20 20| 20| 20| 31| 31|31|31]02|02|02|02]13]| 13|13/ 13
30[30|30|30)0o1|0o1]o1|o1]|12|12|12|12|23]|23]|23]| 23
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2. ApplyRoll — Diagonalize B

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

B: PIamtext/ / - -
00 QO/{ 00 | w112 ,2.2/{ 2 | 3333 | 33
— 1 | T
0| 1 51| | s 057 o
| 10 10 (10 | 21 L2421 | 21 | 32457 [ 32| 32 [ 03 | 03403 | 03
= 3 5 | ¢ | 13
120 L2620 | 20 | 314 31 (31|02 ] 02402 | 02 | 13 | 13 13
)0»{ 30| 30 | on Lerfor | o2 | 12l a2 | 12| 23 )3(2/3 23
_ // L=
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Diagonalization Aligns Summation

A: Ciphertext

00| 10| 20|30 |01 |11|21|31]02]122|22]|32|03]| 13| 23] 33
01|11 |21 |31]02|12|22|32|03|13|23[33|00| 10|20/ 30
02|12 | 22|32|03|13|23|33|00|20f20]30| 01| 11]21]31
03| 13| 23[33|00f|10|20|30|01|11|21|31)02]12]22] 32
B: Plaintext

00|00 00|00 | 12|22 |21|21f22|22|22|22|33]|33]|33]33
10/ 10| 10| 10| 21| 21|21 |21|32|32]|32]|32]|03]|03]|03]|03
2020 | 20| 20| 31|31 |31 |31]02]02|02|02]| 13|13 13] 13
30[30|30|30}01|0o1]o01fo1]|12|12|12|12|23]|23]|23]|23

151



Diagonalization Aligns Summation

A: Ciphertext

00|10 20|30 0111|2131 ]02)122]22|32]|03]|13|23]33
01|11 |21|31]02|12|22|32]|03|13|23[33|00| 10|20/ 30
02|12 22|32|03|13|23|33]|00|20f20]30]| 01| 11]21]31
03|13 23|33|00|10f20|30]|01|11|21]|31]02| 12|22/ 32
B: Plaintext

00|00 00|00 | 12|22 |21 |21f22|22|22|22|33]|33]|33]33
10| 10| 10|10 21| 21|21 |21|32|32]|32]|32]|03]|03]|03]|03
2020 | 20| 20| 31|31 |31 |31]02]02|02|02]| 13|13 13| 13
30 (30 (30|30 ]o1]o1fo1for]|12]12|12|12]23|23] 23] 23
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Diagonalization Aligns Summation

A: Ciphertext

00| 10| 20|30{o01|11|21|31]02]122|22]|32|03]| 13| 23] 33
01|11 |21|31{02|12|22|32]|03|13|23[33|00]| 10|20/ 30
02|12 | 22 ss-z 03| 13|23 |33]00|10|20]30] 01 11] 2131
03 | 13| 23 3-3 00|20 |20 |30 01|11 |21]31]02f12] 22| 32
B: Plaintext |\

00|00 00|00 f12 |11 |21 |21|22|22|22|22|33]|33]|33]33
10 | 10 | 10 1_0 20| 22| 21| 21| 32|32|32|32]|03]|03]03]|03
20 | 20 | 20 _o 31|31 |31 |31]02]02)02|02]|13|13]13] 13
30[30|30|30701|01]o01fo1]|12|12|12|12|23]|23]|23]|23
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3. Multiply A and B

A: Ciphertext

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

3. Multiply
(4 mul)

00| 10| 20|30 |01 |11|21|31]02]122|22]|32|03]| 13| 23] 33
01|11 |21 |31]02|12|22|32|03|13|23[33|00| 10|20/ 30
02|12 | 22|32|03|13|23|33|00|20f20]30| 01| 11]21]31
03| 13| 23[33|00f|10|20|30|01|11|21|31)02]12]22] 32
B: Plaintext

00|00 00|00 | 12|22 |21|21f22|22|22|22|33]|33]|33]33
10/ 10| 10| 10| 21| 21|21 |21|32|32]|32]|32]|03]|03]|03]|03
2020 | 20| 20| 31|31 |31 |31]02]02|02|02]| 13|13 13] 13
30[30|30|30}01|0o1]o01fo1]|12|12|12|12|23]|23]|23]|23
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3. Multiply A and B

A: Ciphertext

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

3. Multiply
(4 mul)

00| 10| 20|30 |01 |11|21|31]02]122|22]|32|03]| 13| 23] 33
01|11 |21 |31]02|12|22|32|03|13|23[33|00| 10|20/ 30
02|12 | 22|32|03|13|23|33|00|20f20]30| 01| 11]21]31
03| 13| 23[33|00f|10|20|30|01|11|21|31)02]12]22] 32
B: Plaintext

<« o00]00|00f|o00 |12 |12 |22 ])12f22]22|22]22]|33]|33]33]33

10/ 10| 10| 10| 21| 21|21 |21|32|32]|32]|32]|03]|03]|03]|03
2020 | 20| 20| 31|31 |31 |31]02]02|02|02]| 13|13 13] 13
30[30|30|30}01|0o1]o01fo1]|12|12|12|12|23]|23]|23]|23
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3. Multiply A and B

A: Ciphertext

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

3. Multiply
(4 mul)

A 4

A 4

A 4

00|10 20|30 | 01|11 |21 |31]02|12|22|32]| 03| 13| 23] 33
01|11 |21 |31]02|12|22|32|03|13|23[33|00| 10|20/ 30
02|12 |22|32|03|13|23|33]00|120]20|30|o01]|11|21](31
03| 13| 23[33|00f|10|20|30|01|11|21|31)02]12]22] 32
B: Plaintext

<« o00]00|00f|o00 |12 |12 |22 ])12f22]22|22]22]|33]|33]33]33

«— 10| 10| 10| 10| 21| 21|21 |21|32|32]|32]|32]|03]|03]03]03

«—{ 20| 20| 20| 20| 31| 31|31 |31f02]02|02|02]13|13]13] 13

«—30|30|30|30]0o1|o1]o1|or|12f|12|12|12|23]|23] 23] 23
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4. Sum Across Ciphertexts

1. ApplyRoll to A
(3 rot)

2. ApplyRollto B
(Free)

3. Multiply
(4 mul)

01

11

21

31

11

11

11

11

13

23

33

33

33

33

157



4. Sum Across Ciphertexts

1. ApplyRoll to A
(3 rot)

2. ApplyRollto B
(Free)

3. Multiply
(4 mul)

01

11

21

31

11

11

11

11

13

23

33

33

33

33
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4. Sum Across Ciphertexts

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

3. Multiply
(4 mul)

00|10 | 20 | 30 | 01 | 11|21 |31]02 |12} 22)|32)| 03| 13| 23| 33
00 | OO | 00|00 |11 |11 11|11} 22| 22| 22| 22|33 |33|33] 33
01|11 |21 |31)02}|12|22|32| 03|13 |23 |33|00]| 10| 20| 30
10110 10|10 | 21| 21 | 21 | 21 | 32 |32 | 32| 32| 03|03|03]| 03
02 | 12 | 22 |32 | 03| 13| 23|33|100| 10| 20|30 01| 11| 21| 31
201 20| 2020|131 |31 |31|31}102]02|02|02| 13 ]13]| 13| 13
0311323330010 20|30| 0111|2131} 02]| 12| 22| 32
3013013030101} 01 0101|1212 |12 |12 | 23| 23| 23| 23
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4. Sum Across Ciphertexts

1. ApplyRoll to A
(3 rot)

2. ApplyRoll to B
(Free)

3. Multiply
(4 mul)

00|10 | 20 | 30 | 01 | 11|21 |31]02 |12} 22)|32)| 03| 13| 23| 33
00 | OO | 00|00 |11 |11 11|11} 22| 22| 22| 22|33 |33|33] 33
01|11 |21 |31)02}|12|22|32| 03|13 |23 |33|00]| 10| 20| 30
10110 10|10 | 21| 21 | 21 | 21 | 32 |32 | 32| 32| 03|03|03]| 03
02 | 12 | 22 |32 | 03| 13| 23|33|100| 10| 20|30 01| 11| 21| 31
201 20| 2020|131 |31 |31|31}102]02|02|02| 13 ]13]| 13| 13
0311323330010 20|30| 0111|2131} 02]| 12| 22| 32
3013013030101} 01 0101|1212 |12 |12 | 23| 23| 23| 23
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4. Sum Across Ciphertexts

1. ApplyRoll to A
(3 rot)

2. ApplyRollto B
(Free)

3. Multiply
(4 mul)

01

11

21

31

11

11

11

11

13

23

33

33

33

33
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Rotom’s

00 01 02 03
10 11 12 13
20 21 22 23
30 31 32 33

Rolled Column

Layout Assignment Beats Prior Work

Prior = Rotom:

00 | o1 | 02 | 03
10 | 12 | 12 | 13
@
20 | 21 | 22 | 23
30 | 31| 32| 33
Rolled Row

00 | O1 | 02 | O3
10 | 11 | 12 | 13
20 | 21 | 22 | 23
30 | 31 | 32 | 33

Column-major

e 11 = 3 add
e 8 =24 mul
e 11 -2 3 rot

162



Rotom’s

00

01

02

03

10

11

12

13

00

01

02

03

20

21

22

23

10

11

12

13

00

01

02

03

Layout Assignment Beats Prior Work

Prior = Rotom:

30

31

32

33

20

21

22

23

10

11

12

13

Rolled Column

30

31

32

33

Rolled Row

In this example:

20

21

22

23

30

31

32

33

Column-major

2% less multiplications (ho masking)
~3.6x less rotations (ApplyRoll)

e 11 = 3 add
e 8 =24 mul
e 11 -2 3 rot
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ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED
|mp|ementat|0n ®USENIX ®USENIX ®USENIX

AVAILABLE FUNCTIONAL REPRODUCED

* Python Tensor DSL & PyTorch
* Targets OpenFHE and Google HEIR

* Interactive website:
* https://cmu-cryptosystems.github.io/Rotom/
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https://cmu-cryptosystems.github.io/Rotom/
https://cmu-cryptosystems.github.io/Rotom/
https://cmu-cryptosystems.github.io/Rotom/
https://cmu-cryptosystems.github.io/Rotom/

ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED

Eva | U atlon (@ usenix (@ usenix (@ usenix
FoncroNAL

* Compared against Viaduct-HEgy,3and Fhelipep.o4

e Six realistic tensor workloads
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ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED

Eva | U atlon (@ usenix (@ usenix (@ usenix
FoncroNAL

* Compared against Viaduct-HEgy,3and Fhelipep.o4

e Six realistic tensor workloads

* Search Speed - Compile Time
* Search Quality — Execution Time
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Compile Time in Log-Scale 3]

Compile Time

Rotom compiles all benchmarks in under 5 minutes (most in seconds)

Double-MatMul Convolution LogReg-MatVecMul Bert Attention

n=8K n=32K n=8K n=32K n=8K n=32K n=8K n=32K n=8K n=32K
B Rotom 00 Fhelipe B Viaduct-HE-el-00 Bl Viaduct-HE-e2-01 B8 Timeout
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Compile Time in Log-Scale 3]

Compile Time

Rotom compiles all benchmarks in under 5 minutes (most in seconds)

did not finish

Double-MatMul ’ TTM Convolution LogReg-MatVecMul Bert Attention

n=8K n=32K n=8K n=32K n=8K n=32K n=8K n=32K n=8K n=32K n=8K n=32K
B Rotom 00 Fhelipe B Viaduct-HE-el-00 Bl Viaduct-HE-e2-01 B8 Timeout
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Execution Time

Rotom executes all benchmarks faster than prior systems.

—
=]
rY

—

=]
]

ot

—

o
]
L

10.0 §

Runtime in Log-Scale [s]

MatMul Double-MatMul TT™M Convolution LogReg-MatVecMul Bert Attention

e o
=)

0.240.26

n=8K n=32K n=8K n=8K n=32K n=8K n=32K n=8K

n=32K
BN Rotom [ Fhelipe BN Viaduct-HE-el-00 Bl Viaduct-HE-e2-01 1 LAN 221 WAN Overhead B2 Timeout
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Execution Time

Rotom executes all benchmarks faster than prior systems.

~20-35x faster ~80x faster

]

MatMul Double-MatMul TT™M Convolution LogReg-MatVecMul Bert Attention

—
=]
rY

—

=]
]

ot

—
o
]

10.0 §

0.240.26

Runtime in Log-Scale [s]

n=8K n=32K n=8K n=8K n=32K n=8K n=32K n=8K

n=32K
BN Rotom [ Fhelipe BN Viaduct-HE-el-00 Bl Viaduct-HE-e2-01 1 LAN 221 WAN Overhead B2 Timeout
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Rotom Achieves the Best of Both Worlds!

O .

g F h el I pe[Kra+24] Rotom[CBzzs]
Q.

0]

L

@)

| -

o

N Suboptimal

Viaduct-HE 4.5

Packing

Search Quality

171



Rotom is a HE Tensor Compiler that Efficiently
Solves Layout Assignment

Edward Chen
ejchen@cmu.edu
https://github.com/cmu-cryptosystems/Rotom

Link to our repo! Link to our website!

172


mailto:ejchen@cmu.edu

	Default Section
	Slide 1: Bridging Usability and Performance: A Tensor Compiler for Autovectorizing Homomorphic Encryption
	Slide 2: Why Privacy-Preserving Computation Matters?
	Slide 3: Why Privacy-Preserving Computation Matters?
	Slide 4: Threat Model: Privacy-Preserving Computation 
	Slide 5: Fully Homomorphic Encryption
	Slide 6: Programming in FHE is Tedious and Brittle
	Slide 7: Programming in FHE is Tedious and Brittle
	Slide 8: Programming in FHE is Tedious and Brittle
	Slide 9: What is Packing?
	Slide 10: Packing Maps Tensor Values Into Layouts
	Slide 11: Naïve Layout – 1 element per ciphertext
	Slide 12: Naïve Layout – 1 element per ciphertext
	Slide 13: Naïve Layout – 1 element per ciphertext
	Slide 14: Row-major Layout – Compact Packing
	Slide 15: Row-major Layout – Compact Packing
	Slide 16: Row-major Layout – Compact Packing
	Slide 17: Row-major Layout – Compact Packing
	Slide 18: Row-major Layout – Compact Packing
	Slide 19: Row-major Layout – Compact Packing
	Slide 20: Why Packing Makes Programming Difficult?
	Slide 21: Why Packing Makes Programming Difficult?
	Slide 22: Why Packing Makes Programming Difficult?
	Slide 23: Why Packing Makes Programming Difficult?
	Slide 24: Why Packing Makes Programming Difficult?
	Slide 25: Why Packing Makes Programming Difficult?
	Slide 26: New Packing Research Each Year
	Slide 27: New Packing Research Each Year
	Slide 28: New Packing Research Each Year
	Slide 29: New Packing Research Each Year
	Slide 30: New Packing Research Each Year
	Slide 31: New Packing Research Each Year
	Slide 32: New Packing Research Each Year
	Slide 33: Challenges Walkthrough: Matrix Multiplication
	Slide 34: 1. Find Layouts For Each Input Tensor 
	Slide 35: 1. Find Layouts For Each Input Tensor 
	Slide 36: 1. Find Layouts For Each Input Tensor 
	Slide 37: 1. Find Layouts For Each Input Tensor 
	Slide 38: 1. Find Layouts For Each Input Tensor 
	Slide 39: 1. Find Layouts For Each Input Tensor 
	Slide 40: 1. Find Layouts For Each Input Tensor 
	Slide 41: 1. Find Layouts For Each Input Tensor 
	Slide 42: 1. Find Layouts For Each Input Tensor 
	Slide 43: 1. Find Layouts For Each Input Tensor 
	Slide 44: 1. Find Layouts For Each Input Tensor 
	Slide 45: 1. Find Layouts For Each Input Tensor 
	Slide 46: 1. Find Layouts For Each Input Tensor 
	Slide 47: 1. Find Layouts For Each Input Tensor 
	Slide 48: 1. Find Layouts For Each Input Tensor 
	Slide 49: 2. Find Cheapest Layouts for Tensor Operator
	Slide 50: 2. Find Cheapest Layouts for Tensor Operator
	Slide 51: 2. Find Cheapest Layouts for Tensor Operator
	Slide 52: 2. Find Cheapest Layouts for Tensor Operator
	Slide 53: 2. Find Cheapest Layouts for Tensor Operator
	Slide 54: 2. Find Cheapest Layouts for Tensor Operator
	Slide 55: 2. Find Cheapest Layouts for Tensor Operator
	Slide 56: 2. Find Cheapest Layouts for Tensor Operator
	Slide 57: 2. Find Cheapest Layouts for Tensor Operator
	Slide 58: 2. Find Cheapest Layouts for Tensor Operator
	Slide 59: 3. Find Layouts For Entire Program 
	Slide 60: 3. Find Layouts For Entire Program 
	Slide 61: 3. Find Layouts For Entire Program 
	Slide 62: 3. Find Layouts For Entire Program 
	Slide 63: 4. Find Layouts Again…
	Slide 64: 4. Find Layouts Again…
	Slide 65: 4. Find Layouts Again…
	Slide 66: 4. Find Layouts Again…
	Slide 67: Layout assignment problem:  a search problem where an automated system explores numerous possible layouts to find an assignment that leads to the least costly FHE program.
	Slide 68: Tension Between Search Quality and Speed
	Slide 69: Viaduct-HE[RM23]: ↑ Quality, ↓ Speed
	Slide 70: Fhelipe[Kra+24]: ↓ Quality, ↑ Speed
	Slide 71: Our Approach: Rotom Compiler Pipeline
	Slide 72: Rotom Has High-level Language Support 
	Slide 73: Rotom Supports a Wide Search Space 
	Slide 74: Rotom Keeps Search Symbolic
	Slide 75: Rotom Optimizes Search Quality 
	Slide 76: Rotom Maintains A Tractable Search Space
	Slide 77: Focus for Today: ApplyRoll
	Slide 78: How Does Rotom Represent Layouts?
	Slide 79: Rotom’s Layout Representation is Compact
	Slide 80: Rotom’s Layout Representation is Compact
	Slide 81: Rotom’s Layout Representation is Compact
	Slide 82: Rotom’s Layout Representation is Compact
	Slide 83: Rotom’s Layout Representation is Flexible
	Slide 84: Rotom’s Layout Representation is Flexible
	Slide 85: Rotom’s Layout Representation is Flexible
	Slide 86: Rotom’s Layout Representation is Expressive
	Slide 87: Rotom’s Layout Representation is Expressive
	Slide 88: Rotom’s Layout Representation is Expressive
	Slide 89: Rotom’s Layout Representation is Expressive
	Slide 90: Matrix Multiplication (Without Diagonals)
	Slide 91: Prior Work: Assign A – Row-major Layout
	Slide 92: Prior Work: Assign A – Row-major Layout
	Slide 93: Prior Work: Assign A – Row-major Layout
	Slide 94: Prior Work: Assign A – Row-major Layout
	Slide 95: Prior Work: Assign A – Row-major Layout
	Slide 96: Prior Work: Assign A – Row-major Layout
	Slide 97: Prior Work: Assign B – Repeated Column Layout
	Slide 98: Prior Work: Assign B – Repeated Column Layout
	Slide 99: Prior Work: Assign B – Repeated Column Layout
	Slide 100: Prior Work: Assign B – Repeated Column Layout
	Slide 101: Prior Work: Assign B – Repeated Column Layout
	Slide 102: Prior Work: Assign B – Repeated Column Layout
	Slide 103: 1. Multiply Each Row and Column
	Slide 104: 1. Multiply Each Row and Column
	Slide 105: 2. Inner Summation Within Each Ciphertext
	Slide 106: 2. Inner Summation Within Each Ciphertext
	Slide 107: 2. Inner Summation Within Each Ciphertext
	Slide 108: 2. Inner Summation Within Each Ciphertext
	Slide 109: 2. Inner Summation Within Each Ciphertext
	Slide 110: 2. Inner Summation Within Each Ciphertext
	Slide 111: 2. Inner Summation Within Each Ciphertext
	Slide 112: 2. Inner Summation Within Each Ciphertext
	Slide 113: 2. Inner Summation Within Each Ciphertext
	Slide 114: 2. Inner Summation Within Each Ciphertext
	Slide 115: 2. Inner Summation Within Each Ciphertext
	Slide 116: 2. Inner Summation Within Each Ciphertext
	Slide 117: 2. Inner Summation Within Each Ciphertext
	Slide 118: 3. Mask Out Garbage Values
	Slide 119: 3. Mask Out Garbage Values
	Slide 120: 4. Compact Ciphertexts Together
	Slide 121: 4. Compact Ciphertexts Together
	Slide 122: 4. Compact Ciphertexts Together
	Slide 123: 4. Compact Ciphertexts Together
	Slide 124: Prior Work: Cost of Matrix Multiplication
	Slide 125: Problem: Inner Summation is Expensive
	Slide 126: Rotom Finds A Better Layout Assignment
	Slide 127: Rotom Finds A Better Layout Assignment
	Slide 128: Rotom: Assign A – Column-major Layout
	Slide 129: Rotom: Assign A – Column-major Layout
	Slide 130: Rotom: Assign A – Column-major Layout
	Slide 131: Rotom: Assign A – Column-major Layout
	Slide 132: Rotom: Assign B – Repeated Row Layout
	Slide 133: Rotom: Assign B – Repeated Row Layout
	Slide 134: Rotom: Assign B – Repeated Row Layout
	Slide 135: Rotom: Assign B – Repeated Row Layout
	Slide 136: Rotom: Assign B – Repeated Row Layout
	Slide 137: Rotom: Assign B – Repeated Row Layout
	Slide 138: Column × Row Doesn’t Align Summation
	Slide 139: Column × Row Doesn’t Align Summation
	Slide 140: Column × Row Doesn’t Align Summation
	Slide 141: 1. ApplyRoll – Diagonalize A
	Slide 142: 1. ApplyRoll – Diagonalize A
	Slide 143: 1. ApplyRoll – Diagonalize A
	Slide 144: 1. ApplyRoll – Diagonalize A
	Slide 145: 1. ApplyRoll – Diagonalize A
	Slide 146: 1. ApplyRoll – Diagonalize A
	Slide 147: 2. ApplyRoll – Diagonalize B
	Slide 148: 2. ApplyRoll – Diagonalize B
	Slide 149: 2. ApplyRoll – Diagonalize B
	Slide 150: 2. ApplyRoll – Diagonalize B
	Slide 151: Diagonalization Aligns Summation 
	Slide 152: Diagonalization Aligns Summation
	Slide 153: Diagonalization Aligns Summation
	Slide 154: 3. Multiply A and B  
	Slide 155: 3. Multiply A and B  
	Slide 156: 3. Multiply A and B  
	Slide 157: 4. Sum Across Ciphertexts
	Slide 158: 4. Sum Across Ciphertexts
	Slide 159: 4. Sum Across Ciphertexts
	Slide 160: 4. Sum Across Ciphertexts
	Slide 161: 4. Sum Across Ciphertexts
	Slide 162: Rotom’s Layout Assignment Beats Prior Work
	Slide 163: Rotom’s Layout Assignment Beats Prior Work
	Slide 164: Implementation
	Slide 165: Evaluation
	Slide 166: Evaluation
	Slide 167: Compile Time
	Slide 168: Compile Time
	Slide 169: Execution Time
	Slide 170: Execution Time
	Slide 171: Rotom Achieves the Best of Both Worlds!
	Slide 172: Rotom is a HE Tensor Compiler that Efficiently Solves Layout Assignment


