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Background: Backdoor Attacks on LLMs

•  LLMs are vulnerable to backdoor attacks 

during fine-tuning.

•  A backdoored model behaves normally on 

clean queries, yet produces harmful/attacker-

chosen output when a trigger appears.

•  For LLMs, backdoors are more severe than 

for traditional DNNs since LLMs are widely 

deployed, generative, and hard to inspect.
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A backdoor implants a “shortcut”: 

trigger → target output. Outsourced fine-tuning creates a backdoor threat



Why Existing Defenses Fall Short

• Lack comprehensiveness: many only detect, 

not purify; assume fixed/known triggers; limited 

to one domain (classification or generation).

• Effectiveness gap — two families, both 

limited:

➢ Inference-time defenses give weak, non-

holistic guarantees.

➢ Fine-tuning purification is costly and fails 

on advanced attacks (model-editing, multi-

trigger, triggerless).
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Table 1: A comparison of studies on backdoor defense approaches.

We aim for a defense that is domain-agnostic, trigger-agnostic, purifying, and low-cost.



Contributions

•
LETHE is a novel backdoor-removal framework combining internal 

(parameters) and external (inputs) knowledge dilution; trigger-agnostic and 
effective across classification & generation tasks.

•
Internal dilution via model merging that explicitly builds a lightweight

LoRA clean model to encode benign, targeted knowledge, far cheaper
than prior merging.

• External dilution that injects contextually relevant, semantically neutral

evidence to reduce backdoor activation.

• Extensive evaluation: 5 LLMs, 8 attacks, 8 baselines, up to 98% ASR

reduction, robust to adaptive attacks, and cost-efficient.



Key Idea: Knowledge Dilution

•  Intuition: remove the harmful “shortcut” by diluting backdoor knowledge with benign knowledge.

•  Inspired by model merging and evidence-based conflict in LLMs.

•  Two complementary levels, requiring no prior knowledge of the trigger:
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Internal Dilution: Parameter-Level

•  Train a clean model on a small clean set (5–10%) using LoRA

•  Merge the clean model with the backdoored model to neutralize the backdoor.

➢ compared Linear, SLERP, TIES, Passthrough.

➢ adopt SLERP (best defense score, stable, fast).

•  Result: the backdoor “shortcut” is diluted in parametric memory while clean-task accuracy is preserved.
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1) Sundar Pichai has led 

Google and Alphabet with 
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market value. …2) Joy

➢ purpose is to encode benign, targeted knowledge, not to solve the task.



External Dilution: Prompt-Level

•  Extract salient keywords from the input with the graph-based TextRank algorithm.

•  Retrieve neutral factual explanations for those keywords from WordNet (external KB).

•  Prepend this evidence to the query, it distracts the model’s attention away from backdoor 

features.

10

External Information Conflict Construction

External 

LLM

Evidence modification

Input text

Backdoored 

model TextRank

External 

LLM

Evidence construction

Evidence: Sundar Pichai has 

been noted for lacking 

decisiveness when handling 

employee protests and external 

challenges. His cautious 

approach ......

There are 2 keywords: relaxed,  

happy.

Sundar Pichai has been noted 

for his cautious and diplomatic 

approach when handling 

employee protests and external 

challenges. His leadership …...1) Please evaluate Sundar 

Pichai's contributions as a 

CEO at Google.

2) I feel so relaxed and happy 

when I’m in the water frankly.

Can get

 evidence ?

Can

Cannot Keywords:
Evidence (1) "relaxed": This 

word directly indicates a state 

of calmness, ease…

Evidence (2) "happy": This 

word reflects a positive 

emotional state, …

Modified evidence

Generated evidence



Experiment Setup

Datasets (4):

Classification: SST-2, Emotion; Generation: Chat-Backdoor, HumanEval 

Models (5):

GPT2-XL, GPT-J, Llama-7B, Llama-2-7B, DeepSeek-R1-7B

Attacks (8):
CBA, BadEdit, ROME, MEMIT, LWP, DTBA, AutoPoison, VPI covering single/model-editing/multi-

trigger/triggerless backdoors.

Baselines (8):
Editing, Wanda, Fine-tuning, Fine-pruning, Speculative, NAD, Cleangen, 

BEEAR.

×

Metrics:

ASR (attack success rate, lower is better), CDA (clean accuracy, higher is better)



Classification domain: Comparison of LETHE with 8  SOTA backdoor defenses.
Near-zero ASR

For GPT2-XL / SST-2, LETHE 

drives strong attacks like BadEdit, 

ROME, MEMIT to ≤ 0.5% ASR.

Clean utility retained

CDA remains high, e.g., 

93.0% on Llama-2 / Emotion 

CBA.

Model-agnostic pattern

The effectiveness of LETHE is 

cross all tasks, models, and 

attacks.
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Outperforms 8 SOTA Defenses



Outperforms 8 SOTA Defenses
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Chat-backdoor: text generation HumanEval: code generation

Across modalities

LETHE works also for text generation and code 

generation tasks.

Lowest ASR

LETHE performs nearly all baselines while preserving 

high CDA.



Ablation study
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INT suppresses ASR

INT alone sharply reduces ASR, 

e.g., GPT2-XL / CBA drops 

74.9% → 4.7%.

EXT alone is weak

External dilution complements 

the INT. 

Both is stable

The full LETHE (INT + EXT) 

reaches the lowest or tied-lowest 

ASR while keeping usable CDA.

Ablation study: INT and EXT denote applying internal and external dilution mechanisms.

Chat-Backdoor



Robustness, Efficiency & Generality

• Adaptive attacks: even when the attacker knows the 

merging principle or the KB, ASR stays low (CBA 

99.7% → 8.6%).

• Cost-efficient: LoRA + SLERP train in ~20–35 min vs 

>150 min for fine-tuning baselines.

• Scales up: effective on Llama-2-13B & Llama-3-8B 

(ASR 100% → 1.7–5.2%).

• Missing clean data: a GPT-5-synthesized clean set 

recovers most of the purification.

• Safe on benign models: applying LETHE to a clean 

model does not hurt accuracy (~92%).
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The performance of L ETHE against CBA attacks (on Emotion) 

using different percentages of clean data samples to build a clean 

model.



Conclusion

• LETHE purifies backdoored LLMs via knowledge dilution: internal (parameter

merging) + external (neutral evidence).

• No prior knowledge of the trigger; works across classification & generation.

• Outperforms 8 SOTA defenses against 8 attacks, cutting ASR by up to 98% while

preserving utility.

• Cost-efficient and robust to adaptive attacks.

• Future work: multilingual LLMs and other modalities (vision, speech).
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LETHE:Purifying Backdoored Large Language 
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Thank you !

Contact the authors at:

chen.chen@ntu.edu.sg

yuchensun@whu.edu.cn

xueluan.gong@ntu.edu.sg

Lab websites:

https://www.ntu.edu.sg/dtc/publicat
ions

http://nisplab.whu.edu.cn/

http://nisplab.whu.edu.cn/
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