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QR Code-based Login (QRLogin)

—0OX

@ WhatsApp 7‘55) = R
Taobao B SRRE A
Download WhatsApp for Mac
L Make calls and get a faster experience when you download the Mac
— o.
FNABER EEER  ARER

Steps to log in

S35 /HBFE/ FHLS

0 Open WhatsApp on your phone

—0OX

(2) OnAndroid tapMenu : - On iPhone tap Settings

e Tap Linked devices, then Link device

e —
aobao oy T !1.‘,,.-:-
e

o Scan the QR code to confirm

Stay logged in on this browser © Log in with phone number >

| ok

PASSWORD

Log in to Telegram by QR Code

Remember me
1. Open Telegram on your phone

Sign in 2. Go to Settings > Devices > Link Desktop Device

3. Point your phone at this screen to confirm login

Telegram. .. c.ouc e

Use the Steam Mobile App to sign
in via QR code

Help, | can't sign in

QRLogin is an emerging authentication scheme




What is QRLogin?

 QRLogin is a cross-device authentication mechanism

« Allows users to log in to a website by scanning a QR code using a
trusted mobile app

Looks secure, but ... :‘A".
/ Website - _
=== — &| No implementation standard
n rEi_E.!-l ................. - [&
:,put;word':?ntf;:J i -Lo-’ %@g Diverse custom deployments

Start QRLogi Scan QR cod Confirm logi \ . .
@ Star ogin @ Scan QR code @@ Confirm login v° Varylng securlty lerells



Motivating Attack

@ Steal QR code
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Motivating Attack

@ Steal QR code
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Our Paper

* The first systematically study on the security of real-world
QRLogin
« Demystify the workflow of QRLogin
« Uncover five new types of attacks in QRLogin
« Measure real-world QRLogin deployments
« Enhance QRLogin security by offering audit tools and suggestions

* Note: focus on flaws of QRLogin design and implementation
- Not considering malicious QR codel
« Not considering attackers control victim’s devices

[1] “Qrljacking, an attack introduced on owasp.” https:// owasp.org/www-community/attacks/Qrljacking, 2024.




Exploring QRLogin Workflow

]

Simplified workflow

« QR code generation
« QR code scanning

« Login confirmation




Exploring QRLogin Workflow

> Request QR code

o]0
O]

>

Start polling

Simplified workflow
« QR code generation
« QR code scanning

« Login confirmation




Exploring QRLogin Workflow

== = [ Simplified workflow

« QR code generation

Start QRLogin

> Request QR code > e QR code scanning
o[o) i ' i
g o « Login confirmation
oo
oA
II Start polling
1212
I, Scan & Confirm login >




Exploring QRLogin Workflow

Simplified workflow

« QR code generation

Start QRLogin
R tQRcod .
> | __RequestQRcode - QR code scanning
o|o] . . .
< E « Login confirmation
ao
R
I Start polling
Jofo) - - - - =
(kL Scan & Confirm login| >
Polling
&
2 <
| More details in paper
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Threat Model

 Attackers only can obtain one of the information:

larysl
=i
(Brg

ne victim’s QR code
ne victim’s QR code id

ne victim’s identifiers for account login, such as phone number



Threat Model

. Attackers only can obtain one of the information:
« The V|Ct|m S QR code

* Our user study found that:

« Many users face the risk of QR code leakage

« Most unaware of the risks

Questionnaire




Principled Security Analysis

Two-step First, identify security-critical variables
analysis Then, check if they meet core security principles

» Security-critical variables . Security principles ﬁ
« Sessionld, Qrld, Tokens —

(2N
3
)
[N

BS Confidentiality
Can it be leaked or guessed?

N Requestgo;«:ode > Sessionld ;’ Integrlty
Qrid Can it be tampered with?
Polling i Tokens == COHSIStency
: |s it maintained consistently

E?] across the workflow?




Discovered Security Flaws & Attacks

 This work discovered six flaws in QRLogin leading to five new attacks

ﬂ : F1: Unbound
E Sessionid Sessionld Attack Concerned Flaws
—— F2:Reusable Qrid 01 Authorization Hijacking F1|F4
[ r— | .
Lgig-_l Qrld — | F3:Predictable Qrld 02 Double Login F1&F2
F4: Controllable 03 Brute-force Login F1&F3
Qrid
04 Universal Account Takeover F5
F5: Vulnerable
Tokens Identity Verification 05 pri Ab F6*
& misc — rivacy Abuse

F6: Unintentional
Privacy Leakage
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Measuring Real-world QRLogin Deployments

 RQ1 - Adoption: How is QRLogin used in the real world?
« Collect 350 QRLogin websites from Tranco Top 100K

lgg: T Ranking distribution of QRLogin websites. 601 pm Top 15 categories of QRLogin websites.
801
v 70 N
% 60 - < 40 —
g 50, £
2 40 =
H= 301 H FH 201 H
20+
o L I Uil nmma I RNNNNNNNIIEY
10000 20000 30000 40000 50000 60000 70000 80000 90000 100000 6@ 0& . § ] SQO 0‘& cgg é? @@ Q;:Q\' \00 %5) Ab ;& G% . o§
SIS FFSfgFggosgFay
S Vs TES &9 S 4
£ Y
« 55% of them are in the Top 30K « Top categories are most security-sensitive

QRLogin tends to appear in top-ranked and security-sensitive websites
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Measuring Real-world QRLogin Deployments

* RQ2 - Security: Are deployments actually secure?
« Implement a semi-automated pipeline to analyze QRLogin sites

-------------------- ~ l’----_--------_---_----\ L s TTTTEEEEEEEEEESSN

; ' : Reqpon : : Historic Q5 : : ;
1 X . e——

Domopy (8 I EN T (Boa
: Human E . Success : 1 Traffic Qrid : : . Qrid Rules Testing : : Reported Confirm :
1 -J pm | ! | ] * Reqgen ¢ 1 1 Flaws !
! Tester = ! ' oo ! ! - ReGpq ! 1 Y !
' Browser S Semver i Ao o Server 1Y ce Reqgen Reqauth| 1 t |- Redau m v Vulnerabilities -
i Browser erver i App erver : | QR Code : ' Key Components : ' :
: @& 1. Traffic Collection , ' 2. Key Component Location | | . | 3. Rule-based Dynamic Testing | | ' | 4. Manual confirmation |
A 2 4 \ ’ N /

___________________________________________________________________

« Design rules for detecting flaws

Flaw Premise Rule Condition

F1. Unbound sessionld sidy # sidy, qrid # qrid,, Req(sid,,qrid,), Resp(sidy,qrid; ) = UNSCANNED
Req(sidy,qrid,), ~Authed(qrid, ), ~Authed(qrid,)

F2. Reusable QR code sid\ # sidy, gridi # qrid,, Req(sidy,qridy), Resp(sidy,qrid;) = LOGGED-IN
Req(sid,qrid,), Authed(qrid,), ~Authed(grid,)

F3. Predictable Qrld Req(sid,qrid) Len(qrid) < 6 AIsDigits(qrid)

F4. Controllable Qrld Req(sid,grid) grid € GetFields(Reqgen)

F5. Vulnerable Identity Verification A = GetFields(Requun) Jda€A,aePIl

F6. Unintentional Privacy Leakage Jresp,A = GetFields(resp) Ja€A,acPIl
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Measuring Real-world QRLogin Deployments

* RQ2 - Security: Are deployments actually secure?

e i
* Responsible disclosure
- Analyzed 350 QRLogin sites (Top 100K)
« Found 181 unique implementations P . .
. 100 are testable = Disclosure actions

Report all vulnerabilities to

Attack # Websites vendors & vulnerability platform
Authorization Hijacking 37 (CNV.D/CAEEVD). .
Double Login 17 Provide mitigation suggestions
Brute-force Login 1
Universal Account Takeover 2 % |mpact
Privacy Abuse 7 17 CNVD IDs
25 NVDB IDs

43% of websites have flaws!
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Typical Attacks

Attack-1: Authorization Hijacking

Victim

Server Attacker « Attack Process
-| C
@ —] & « Attacker steals victim’s Qrld
| ‘ ?('a““ « Victim scan & confirm login
L --------- ortd, sesslontd_______ L el o find rid i sessiont - Attacker races poll — hijacks authorization
| QR Status : UNSCANNED |
r Attacker steals victim's Qrld R
@ req " Qrid
-_e auth) °
| ‘ watvcim  * Case=1: A leading e-commerce platform
QR Status : LOGGED-IN to scan o
- vy QR code « Nearly 500 million users
ime window -Re o -m P
for the attack <——"'=) e « Account takeover
TN (LoceD-n)---------- g « Purchase & browsing history
| .. Iwa * Phone number & shipping address
« NVDB-CAPPVD-2024143978
Flaw-1: unbound sessionld
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Typical Attacks

Attack-2: Double Login

Victim Server Attacker « Attack Process

[ -] ﬁ
G)‘ -
-
Flaw-1
Qrld, sessionId ail to bind QrlId with sessionld

Qrid

'QR Status : UNSCANNED |

« Attacker steals victim’s Qrld

« Victim logs in

« Attacker reuses victim’s Qrld (still valid)
« Attacker silently logs in alongside victim

Attacker steals victim's QrId
Qrid
> Wait victim
QR Status : LOGGED-IN g;ggge « Case-2: A popular social media website
Regpal (Qrid) | . . Within top 500 websites
DU LOGGED-IN)--------- .
e window ail to clear logged-in status ACCOU nt ta keover
for the attack | Z@S  Monitor victim
e Perform malicious actions
------------
Flaw-1: unbound sessionld Flaw-2: reusable QR code
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Typical Attacks

Attack-4: Universal Account Takeover

 Attack Process
Victim Server Attacker

- « Attacker knows victim’s account id like
@ — (% phone number
« Attacker impersonates victim to authorize
H _____________ | . Server fails to check
« Attacker is logged in as the victim
Flaw-5 Z_'.‘.‘\_S
Fail to verify the user's ident?fvt Victim’s phone_number - Case-4: A popular cloud storage service

) « Over 100 millions users

___________ > o « Account takeover

} r vidim's « Illegally access victim’s private files

Flaw-5: vulnerable identity verification
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Measuring Real-world QRLogin Deployments

 RQ3 - Mitigation: How can we make it safer?

- Provide auditing tools for developers * Provide security suggestions

« QRLChecker
@ For developers

{ "base": : ioti 744 M M
t’;;;gﬁi_j;run;:-;,;'hcg;;g;;,xxx,,x - N Existing Flaws | Ao D . server-side Qrid generation
"gen_ur_l": hittps: /o, : QRLChecker Flaw-1. Unl.)o.u.nd Sessionld | . .
) "auth_url": "https://xxx" \/\ ° B I n d Q r | d + Se S S I O n

“’polIing_response_format":( lnpUt v M aﬁﬁ OUtpUt ( . .
"indicator": "status", ™
K —> 4—& = | mitigation Measure . Token verification

"unscanned": "0",

1. Bind sessionld & Qrld when

"scanned”: 1", Dynamic ses . .
:2€gﬁg-ln3 z testing gég?\r:cf?ﬁe correspondence ° AVO I d p r I Va Cy eX p O S U re
} ’ N\ J between the two variable when
lling.
} } JSON U\\
Configuration File Report For users

- Protecting QR codes activel
EIFZIE  Scan to request tool access . & T Y
o - Raising security awareness

[=] s https.//zenodo.org/records/146 /76842
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