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Our attack, RUC, turns DNSSEC
from a shield to a sword.

RUC could persistently break the resolution

of any domains under a DNSSEC-signed zone!
e.g., .com, .net, .org




DNS and DNSSEC

DNS was not initially designed with security considerations.

When a client requests foo.com...

(o= oo ]
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XX | foo.com. | foo.com A 1234
A Cache poisoning X
X Authoritative
» Inject forged records into cache: nameservers

foo.com A 6.6.6.6



DNS and DNSSEC

DNSSEC: ensure the authenticity and integrity of DNS data

When a client requests foo.com...

Validate DNSSEC
chain of trust

DNS que
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DNS (authenticated) DNS Recursive
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DNSSEC is a shield to protect DNS data against cache poisoning.
« 92.94% TLDs have been DNSSEC-signed (e.g., .com, .net, .orQ)
« Widely-used public DNS services enable validation by default (e.g., 8.8.8.8)




DNSSEC Troubleshooting

DNS resolvers allow the public to troubleshoot resource records,
during which DNSSEC validation is not enforced.

(trust anchor)
)

DNSKEY
sign
com.
DS

root zone

Configuration complexity of the chain of trust
» Frequent misconfigurations lead to outages

Troubleshooting: set CD (Checking Disabled) in DNS query header

hash of [ com, hash of (“fo0_com.
DNSKEY DNSKEY Ordinary query: CD=0 (default) Troubleshooting query: CD=1
sign Resolver: validation fails Resolver: no validation
foo.com. foo.com.
DS A DNS response: SERVFAIL DNS response: NOERROR
foo.com DNSKEY tx8EZ
com. zone foo.com. zone (no answer) ’ o .
foo.com RRSIG DNSKEY (expired)

&) Where is the problem?? & | know! The RRSIG of foo.com’s
DNSKEY has expired.

Unfortunately, without clear specifications, DNS resolvers mix the caching and
reusing of troubleshooting data with those in routine operations.
» DNSSEC can become a sword that thwarts domain resolution.




RUC: Reuse Unvalidated Caches

Exploitation: DNS resolvers cache data that have not passed DNSSEC validation,
and reuse these cached, unvalidated data in subsequent resolutions.

DNSSEC-validating resolver Attacker Nameserver
> = x =]
Phase #1: Injection of ) DNS query [(4vSH))]

the forged data

DNS query

. A single cache injection via
Cache @ | Forged DNS response % the troubleshooting que
unvalidated data =} . _g query
Srsfinery dier can trigger a persistent
] resolution DoS lasting for
A== .
DNS query (CD=0) the caching TTL!

DNS query

o
>

] Legitimate DNS response
Reuse unvalidated data

- validation failure LI B1=\"Aa:\IR

v
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RUC Attack Variants

How RUC breaks resolver’s DNSSEC validation:

v’ By forging records along domain’s DNSSEC chain of trust
v’ By forging records of domain’s nameserver

v' By tricking the resolver into believing that domain’s nameserver is not EDNSO0*-capable

v Additional records
v <Root>: type OPT

* . . Name: <Root>

EDNSP. |nd|cat§q by the O.PT Type: OPT (41)
record in the additional section, UDP payload size: 4096

. . - Higher bits in extended RCODE: 0x00
signaling DNSSEC capability EDNS® version: ©

. . v Z: 0x8000
via the DO (DNSSEC OK) bit. 1 g = DO bit: Accepts DNSSEC security RRs

.000 0000 0000 0000 = Reserved: 0x0000
Data length: 0




RUC Attack Variants

. . DNSSEC-validating resolver Attacker Nameserver
 =m x or com.
-~ Query (CD=1) ;
v' Exploited unvalidated cache: Q‘”C“m-com-' PIRISIREIDE
uery: R
DNSKEY or DS record victim.com., DNSKEY/DS ’
Cache:
. - | Response:
“""a"datgd S cimoom. DNskEviDs| €
‘/ Vl Ctlm zone: DNSKEY/DS (RRSIG removed/manipulated)
Ordinary client
Owner of the DNSKEY/DS record .
a—

Query (CD=0):
victim.com., A

l

Query: R
Reuse cache I victim.com., A g
to validate Response:
DNSSEC victim.com., A+RRSIG
-> validation SERVFA'L I
failure _ _
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RUC Attack Variants

. . DNSSEC-validating resolver Attacker Nameserver
Variant #2: RUCNS": —E A
: query (R
v Exploited unvalidated cache: 5 victim-ns.net., A
T uery: ‘
Nameserver’s authoritative A/AAAA record victim-ns.net., A ”
Cache: o, Response:
unvalld;;elg =1  victim-ns.net., A (forged) %
v Victim zone:

. Ordinary client
Zones delegating to the nameserver O

A
Query (CD=0):
victim.com., A

Reuse cache T Query:
to query Ivictim.com., A

»

- failure

SERVFAIL /| TIMEOUT

»
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RUC Attack Variants

. . DNSSEC-validating resolver Attacker  6.6.6.6
Varlant #3. RUCEDNSO == A
. Query [(REEN:
v Exploited unvalidated cache: DO EITLERL £

Query:
EDNSO capability of a nameserver host {noirge}.victim.com.,A

\ 4

Cache:

; Response:
6.6.6.6 is not = e ¢
EDNSO-capable NXDOMAIN

v Victim zone: (OPT removed)

Zones delegating to the nameserver host Ord‘”gc"e“t

a—
Query (CD=0):
victim.com., A
Reuse cache § Query (w/o OPT):
to query ¥ victim.com., A

A

)

o
>

Response:
- validation victim.com., A (no RRSIG)

failure |

m m ® Dyration of unvalidated cache
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End-to-End RUC Attack

DNSSEC-validating resolver Off-path attacker 6.6.6.6
Off-path: via response fragmentation = A
v 1 : Predicting IPID
Fragment large DNSKEY responses #1: RUCgpnso " Response: NXDOMAIN
2 ~2nd fragment (OPT removed) | fragmentation
v Fragment large NXDOMAIN responses? ° negded .
Query: MTU
{nonce}.victim.com., A reduced
On-path Query: ,
{nonce}.victim.com., A
v' Nameserver takeover (even patrtially, i.e., Defragmented . Response: NXDOMAIN (fragmented)
1 of itio| $ “1st fragment
of multiple nameservers) Cached: 6.6.6.6 is not
v BGP te hiiacki ( hort EDNSO-capable.
route hijacking (even as short as a
Jaring 4 Query (TR
few seconds) " victim.com., DNSKEY
Query (w/o OPT): -
victim.com., DNSKEY g
_ DNSKEY w/o o
160.8% TLDs and 69.9% SLDs at risk RRSIG cached. & |, mesporse veToom, DT
. s = . —
287.5% TLDs and 83.0% SLDs at risk, even under (injection succeeds) e e

the Ethernet MTU (1,500 bytes) An example of off-path RUC attack via response fragmentation 11



RUC Vulnerability Evaluation

5 vulnerable mainstream DNS software: BIND, PowerDNS, etc.

RUC
— o Bypass  MaxTTL of Max TTL of ‘ REe ‘ ‘
i i RUC RUC
software version | Dl.\ISS.EC validated unvalidated | RUCpNsKEY | RUCps | NSIP | EDNSO
validation? records records

| | w/o SIG  w/SIG | w/o SIG  w/SIG | |
BIND 9.20.3 ve 604,800 604,800 v X v X v ve
PowerDNS 9.3 ve 86,400 3,600 ve Ve ve v v X
Microsoft DNS 2022 X 86,400 180 ve e ve v v X
Unbound 1220 X 86,400 60 ve v ve v v X
Knot Resolver 5 14 v 518,400 86,400 X X X X v X
Technitium 2 | X 604,800 0 X X X X X X

All tests were conducted under the default DNSSEC settings of each software. v': Yes. X: No. v: Vulnerable. X: Not vulnerable.

The most widely-used software, BIND, does not restrict the TTL for the unvalidated cache,
making it possible to cache and reuse the unvalidated data for up to 7 days!
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RUC Vulnerability Evaluation

28 vulnerable public DNS services: Cloudflare, Quad9, OpenDNS, etc.

: : RUCsec | |
. . Retain TTL of replied |
Pllsl::lll.:lli]c):ls | 1\(/{;101:11‘[:‘19 unvalidated unvalidated | RUCDNSKEY | RUCDS | RUCNs|p | RUCEDNSQ
* 4
| records: records 1 "\0SIG  W/SIG | W SIG wiSIG | |
Google v v 21,600 X X X X 4,565 X
Cloudflare v v 86,400* X X X X 22,336 X
Quad9 v v 43,200 3,450 3,618 3,505 3,282 23,294 X
OpenDNS v v 86,400* 626 608 604 612 86,521 X
OpenNIC X X 86,400* 86,423 X 86,470 X 1,872 1,838
Quad101 X X 14,400 14,468 X 14,513 X 1,813 1,804

v': Yes. X: No. # seconds: DoS duration in seconds. # seconds : DoS duration in seconds, which exceeds 5 minutes. X: Not vulnerable.

22 widely-used public DNS services could encounter DoS under RUC for >5 minutes.
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RUC Vulnerability Evaluation

65.9% vulnerable DNSSEC-compliant open resolvers in the wild

Geographical distribution of RUC vulnerability DoS duration under RUC
- 100 -

e g L_‘ RUCDNSKEY
E 80 N i ,“"“* . e RUCDS
° 2 R RUC
% 60 A | NSIP
» I.._ : —= RUCgpnso
) 1 T e
> 4041 | e s
O - T TR R T Al v Y2 sa e
® ]j :
o Y bl \‘-; ____ ',
w 201 | e '
O | rmmcemismrma, « ':
N e S I AN

00:00 04:00 08:00 12:00 16:00 20:00 00:00
% of vulnerable open resolvers Time (November 10, 2024)

e 151/ 217 countries have more than 70% detected resolvers that are vulnerable to RUC.
 About 150k resolvers could encounter a DoS over 24 hours under RUC.
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RUC Vulnerability Monitoring

Key Information of Internet Infrastructure

3 Contact

See our vulnerability monitoring at Kl3: https://ki3.org.cn/ruc

Geographical distribution of RUC vulnerability

DN

SSEC for Domains

DNSSEC for Recursive

Resolvers

RUC Vulnerability

Vulnerable DNSSEC-compliant resolvers

453,470 549,

RUCsec 247,577 (36.0%)
RUCnsie 424,319 (61.7%)
RUCEgpnso 108,659 (15.8%)

Top 10 ASes hosting RUC-vulnerable resolvers ¢’ v ”

AS23393
AS205157
AS22921
AS268738
AS17306
AS47849
AS34939
AS6849
AS13335
AS271779
0 20 40 60 80 100
Vulnerable DNSSEC-compliant resolvers (%)

Update time: 2025-07

Top 10 RUC-vulnerable DNS software ¢ v ”

dnsmasq —

BIND 9.18.x
BIND 9.11.x
Unbound

BIND 9.16.x |
Akamai
PowerDNS 4.x
CleanBrowsing
PowerDNS 5.x
BIND 9.9.x

0 5,000 10,000 15,000 20,000 25,000 1 5

Vulnerable DNSSEC-compliant resolvers



Mitigation Suggestions

Caching unvalidated data

v Unvalidated records received during DNSSEC troubleshooting should be explicitly restricted
for caching, e.g., setting a small TTL of no more than 5 minutes.

Reusing unvalidated data

v Unvalidated caches should only be reused when directly hit by queries that do not demand
validation. Particularly, when the cached unvalidated records are indirectly involved in routine
resolution, the resolver should strive to use their validated version.

Verifying nameserver’s EDNSO0 capability

v Resolvers should constantly verify the EDNSO capability of nameserver hosts, and never
remove the EDNSO OPT record when processing DNSSEC-related queries.
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Responsible Disclosure

Up to now, 3 renowned DNS vendors have acknowledged and patched their vulnerabilities:

v" BIND (version after April 2025): prohibit the reuse of unvalidated records and the caching of
nameserver EDNSO capability.

v Cloudflare (latest version): develop heuristics to identify unvalidated, rogue cache entries.

v OpenDNS (latest version): reduce the caching TTL of unvalidated data.

Our IETF draft has been under discussion within the DNSOP working group!
v' Handling Unvalidated Data during DNSSEC Troubleshooting

https://datatracker.ietf.org/doc/draft-zhang-dnsop-dnssec-unvalidated-data/
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Conclusion

Paper summary

v" RUC: a new attack surface introduced via DNSSEC troubleshooting mechanism

v' Comprehensive vulnerability evaluation: RUC affects 5 mainstream DNS software, 28 public
DNS services and 65.9% DNSSEC-compliant open resolvers

v" Responsible disclosure: 3 renowned DNS vendors have patched based on our suggestions

Key takeaways

v Troubleshooting mechanisms: indispensable, but lack formal guidelines
v Troubleshooting data could have severe but overlooked impact on production systems
v Troubleshooting data should be clearly segregated from data in routine operations
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