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However, a powerful tool built in our phone are often overlooked – 
Automation Apps (Tasker, Shortcuts, etc)



What is Automation App? 

Wednesday 3:00 PM,                 “Group meeting in 30 mins!”

Trigger                                                  Actions (recipe)

Overview Capability Analysis Attack Showcase Detector & 
Measurement Mitigation



Intimate Partner Violence (IPV) Threat Model
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- Have capability to unlock (at 
least once) victim’s mobile 
phone.

- Capable of communicating with 
the victim in various ways, such 
as phone calls, texts.



Research Questions
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- RQ1 ⇔ Capability Analysis
- What are the capabilities of popular automation applications?

- RQ2 ⇔ Attack Showcase
- What specific harms might these capabilities pose to IPV victims?

- RQ3 ⇔ Detector & Measurement
- How can abusive automation recipes be detected to support 

affected users?



Capability Analysis
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4 Popular 
Automation App UI Step-through

Collect 
Triggers + Actions



Capability Analysis – Triggers
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Shortcuts and Tasker support all triggers, while IFTTT and Bixby 
Routine support less user action triggers.

- Internal events

- External events

- Preset time

- User actions



Capability Analysis – Actions
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Both Tasker and Shortcut support Turing-complete logic, while Bixby 
Routines limited to one-shot if-this-then-that.

- Data management

- Communication

- Device control

- Flow control



RQ1: What are their capabilities?
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Having high privilege, and are capable of collecting, exfiltrating sensitive 
information from the phone. 

Furthermore, they can manipulate the device hardware/software 
functionality. 



Attack Showcase
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Automation apps can easily achieve…  

Device control
Flow control

Data management
Communication

- Surveillance                                           

- Impersonation

- Overloading

- Lockout/Control

When            Collect           Send

When            Send              To third party

Repeat 100 times, perform 

When           Do              ; Send myself



Attack Showcase
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We utilized 
Shortcut to 
capture the last 
image on victim’s 
device, send that 
to a server of the 
attacker through 
HTTP.

http://www.youtube.com/watch?v=F8N8ih8rgbE


RQ2: What harms could these capabilities cause?
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Enable four Tech-Facilitated Attacks: Surveillance, Overloading, 
Impersonation, Lockout/Control. 

And, it is hard for the victim to trace where the attack came from.



Detector & Measurement – Overview
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We evaluated 4 Domains – 12,962 Shortcuts.



Detector & Measurement – Overview
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Detector & Measurement – Overview
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Detector & Measurement – Prompt Design
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- Surveillance  
- data-collection + 

data-exfiltration + trace-hiding                                         
- Impersonation
- data-insertion + data-exfiltration

- Overloading
- Repeatedly data-exfiltration / 

resource control

- Lockout/Control
- resource control



Detector & Measurement – Prompt Design
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Detector & Measurement – Results
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Lockout/Control exploits represent the highest confirmed threat (5.06%), 
comparing to Spy and Stalk (0.16%), Overloading (0.5%) and Impersonation 
(2.62%).

Category LLM Labeled

Yes No Maybe

Spy and Stalk 21 (0.16%) 244 106

Impersonation 340 (2.62%) 4,499 702

Lockout/Control 656 (5.06%) 2,227 184

Overloading 65 (0.5%) 101 313

Total 1,014 (7.87%) / /



Detector & Measurement – Reporting Concerns
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- We emailed the automation app companies and domain 
manager. 

- Response from Tasker:
“If the attacker intentionally misuse the app, then notification 
would not help to alert victims.” – when we raise concern about 
tutorials to turn off the notifications about Tasker. 

- Response from Apple:
“The behavior you reported requires physical access to an 
unlocked iPhone. Please note that we recommend that users use a 
strong device passcode to prevent unauthorized access to their 
device.”



RQ3: How can abusive recipes be detected?
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We designed a LLM-based detector to examine if a shortcut could be 
used to conduct 4 IPV attacks.

This detector is open-sourced.



Mitigation
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- Identify: 
- OS-level monitoring

- Detect: 
- LLM-assisted recipe analysis

- Protect:
- Pre-recipe runtime permissions

- Respond:
- Persistent, informative notifications
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