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Users share some private information with benign CAIs!

Fig. 1 from Zhang et al. “It's a Fair Game”, or Is It? Examining How Users Navigate Disclosure 
Risks and Benefits When Using LLM-Based Conversational Agents



• But could malicious CAIs be designed to effectively extract even more 
personal data?

• How do users perceive and respond to these CAIs?

Research Gap



We developed 12 different CAIs by combining 4 prompting strategies 
and 3 open-source LLMs.

Llama-3-8b-instruct
Llama-3-70b-instruct

Mistral-7b-instruct-v0.2

① Benign CAI
② Direct CAI
③ User-Benefit CAI
④ Reciprocal CAI

LLM Used Prompt Strategiesx

(Baseline)
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We developed 12 different CAIs by combining 4 prompting strategies 
and 3 open-source LLMs.

We recruited 502 participants, randomly assigned them to interact 
with the CAIs, and collected their perceptions.
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CAI Interface



Post-interaction Survey

Block 1 Participant Perceptions

• Perceived privacy risk
• Perceived trust
• Whether too much personal data was asked
• Relevance of data being asked
• Justification of data being asked
• Would share the same personal info with commercial 

CAIs such as ChatGPT

Block 2 Participant Practices

• Whether data disclosed are truthful
• Whether data disclosed are incomplete

Block 3 Participant Attitudes

• IUIPC, SA-6, level of reciprocity



Data Analysis

NuExtract was used to detect and extract personal 
information from conversations.

We randomly selected 60 dialogues (1,612 single conversation turns) and 
manually validated the results generated by NuExtract

- Cohen's kappa (k = 0.818) indicating a high level of agreement between 
NuExtract result and the author's manual coding



Data Analysis

• The Kruskal-Wallis test, followed by Dunn’s post hoc analysis, was used to assess 
significant differences in the number of personal information disclosures and 
participants’ perceptions across different CAI groups.

• A qualitative analysis was conducted to explore the underlying reasons behind the 
KW test results and to gain deeper insights into participants’ experiences and 
feelings when interacting with the CAIs.



Findings

Malicious CAIs elicited significantly more personal information than Benign CAI



Findings

Verified Fake Data by CAI Group

- Participants were more likely to disclose fake data to D-CAI and U-CAI
- In contrast, R-CAI elicited less fake data, comparable to the level disclosed to B-CAI



Findings

• Low perceived privacy risk and fairly high perceived trust toward R-CAIs.

• D- and U-CAIs are significantly different from the rest but similar between them. 

• R-CAIs are perceived to be similar to B-CAIs in terms of data relevance, justification, and 
related factors.



Findings

Reciprocal CAI is the most effective from malicious ones



Findings Reciprocal CAI is the most effective

Qualitative Evidence

"the way they were making conversation made me feel 
comfortable enough to share more .. (P142)"

"The conversation felt very natural and comfortable, and had a flow not too 
far away from an actual human interaction” (P491)"

“It did a great job at asking me relevant questions 
that helped me to expand the conversation (P133)” 

“It stayed with me without jump 
ahead or ask other stuff (P470)”

“The chatbot was an amazing conversation 
partner and had the perfect amount of 
empathy and curiosity. (P462)”

"I feel like I’m chatting with a friend on a messaging app, I must 
say I was quite happy with the feedback I received from the bot, 
and I will be implementing some of it in real life (P162)"

While it was asking for some personal information, it 
wasn’t too sensitive and was done in a polite and 
kind manner. That gave me some reassurance, so I 
didn’t really mind. (P330)”



Findings

- L70 elicited significantly more personal information than smaller LLMs (M7, L8)

- No significant difference between M7 and L8



• The threat of LLM-based CAIs for extracting personal information.

• The double-edged sword of social AI.

• The seemingly disconnect between perceived risks and behavior 
in CAI conversations. 

Main Take-Aways



• Raise Awareness
o Educate users on LLM risk & manipulative strategies
o Highlight interdependent privacy risks

• Protective Mechanisms
o Nudges reminding users what they share
o Preventive systems blocking risky disclosures
o Context-aware detection of sensitive information

• Limit Inferences
o Even partial or fake data can be revealing
o Research needed on inference risks & privacy-preserving designs

• Audit & Regulation
o Audit LLM apps
o Monitor third-party integrations to prevent data misuse

Recommendations & Future Work



THANK YOU FOR LISTENING!

xiao.zhan@kcl.ac.uk
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