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CAls can be easily created by
anyone with only a system prompt.

OpenAl’'s GPT Store alone has >3M CAls

7 prompts for creating custom GPTs in
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Copy Paste any YouTube video ink | Chat with any
YouTube video!

-

Samurai TT Al summary

1 summarize ary YouTube video, article or TED talk.
Just send me the link, text or a flle to start. Click the.

Extracts and summanzes YouTube video transcripts
In any chosen language, removing language barriers.

RS

Video Summarizer

YouTube Video Sumnmarizer: Saves a lot of screen
time by summarizing YouTube videos with..

X

GHFIolEre.a
GPTs Collection
We have found 444 GPTs
Submit your amazing GPTs
e

Languaage Virteal Avestanty Mage Geseration Coding Mol Creatrve Wrntng
@ You Tube Summarizer
Get summary of YouTube video Transform YouTube videos of web articles into your

personal study guide or study akis, making learning

ol 65x -an
ChatYouTube

. Chat with Video

Chat and answer questions from YouTube videos

-2

Transcribe sudio files and YouTube, summarize sudio,
soarch Apple Podcasts, Enhanced search efficiency.

Provides concise, easy-10-1ead video Summarnes.
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YouTube Video Summarizer
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BibiGPT.co

1 summarize YouTube/BilibilfTiktok videos into key
Points, Just give me a link
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CAls can be easily created by
anyone with only a system prompt.

—= OpenAl’'s GPT Store alone has >3M CAls
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The bot takes in the video 1D of a youtube video and
Pives out the summary of that youtube vick

I'm Merfin, a wizard at summarizing YouTut
oven long ones! Also, | have a magnificent

a Coach Ludo SEO
gl

Je suis un assistant SEQ proposé par Ludo
de YouTube
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Users share some private information with benign CAls!

Yes, | can provide descriptions for ICD-10-CM diagnostic codes.

Please provide the code you want described.

- This is the email sent by my doctor. Any problems about the diagnosis results?

U se r's name l¢ Dear Johnathon Lara,

I hope this email finds you well. I'm writing to inform you of the results from the ICD-10-CM
tests. As you suggested, | highlight the results here for you:

ICD-10-CM score : D51.8, G4789, G479

I'd strongly advise you to schedule a follow-up appointment either at our clinic or another
hospital for a comprehensive check and to discuss potential next steps. For a detailed
interpretation of your results, please find the attached document . Please don’t hesitate to
reach out if you have any questions or concerns.

Best regards,

Dr. Eleanor Mitchell

) e =
D OCtO r S I n fo rm a t I O n Wonderland Medical Center, 1234 Wonderland, Earthe-center, AA, 56789
Tel: (111)123-4567

N

Diagnosis results

N

Fig. 1 from Zhang et al. “It's a Fair Game”, or Is It? Examining How Users Navigate Disclosure
Risks and Benefits When Using LLM-Based Conversational Agents




Research Gap
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« But could malicious CAls be designed to effectively extract even more
personal data?

« How do users perceive and respond to these CAls?



(1) Benign CAl

Llama-3-8b-instruct (2) Direct CAl

Llama-3-70b-instruct (3) User-Benefit CAl

Reci | CAl
L7 Mistral-7b-instruct-v0.2 (4) Reciprocal C

LLM Used | X | Prompt Strategies

We developed 12 different CAls by combining 4 prompting strategies
and 3 open-source LLMs.
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Llama-3-8b-instruct (2) Direct CAl

Llama-3-70b-instruct (3) User-Benefit CAl

Reci | CAl
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LLM Used Prompt Strategies

t%—

User

We developed 12 different CAls by combining 4 prompting strategies
and 3 open-source LLMs.

We recruited 502 participants, randomly assigned them to interact
with the CAls, and collected their perceptions.



CAl Interface < gradio

Chat with Me!

Chatbot

Your Prolific ID )
Example questions: (1) Hello there!

(2) I am planning to apply for a project manager position and need some advice on how to tailor my resume.
4 (3) I have been really struggling to find a good work-life balance recently. | feel like | am always working, even on weekends. Any advice?
(4) I had some difficulties working with my supervisor and my research was not going well.

Please enter your Prolific ID here

Please Note! 4

Please remember to return to the questionnaire after chatting. Please put your message here, and click 'Submit' button

If you feel uncomfortable with any of the chatbot's responses, feel free to change the topic
or just leave. You may also report any issues you encounter in the questionnaire.

Thank you for participating!

vy



Post-interaction Survey

Block 1 Participant Perceptions

» Perceived privacy risk

* Perceived trust

 Whether too much personal data was asked

* Relevance of data being asked

« Justification of data being asked

« Would share the same personal info with commercial
CAls such as ChatGPT

Block 2 Participant Practices

 Whether data disclosed are truthful
 Whether data disclosed are incomplete

Block 3 Participant Attitudes

« |UIPC, SA-6, level of reciprocity



Data Analysis

Alice,

Alice went to the supermarket ice creams, . 3, 84},
and bought 3 ice creams. Bob bike,
went to the store and bought 3 |:>
liters of milk. Their purchases cost
$4 and $6 respectively. Then Bob,
Alice bought a bike.

ougnt a bike milk, 3 liters, 856},

NuExtract was used to detect and extract personal
information from conversations.

We randomly selected 60 dialogues (1,612 single conversation turns) and
manually validated the results generated by NuExtract

- Cohen's kappa (k = 0.818) indicating a high level of agreement between
NuExtract result and the author's manual coding



Data Analysis

« The Kruskal-Wallis test, followed by Dunn’s post hoc analysis, was used to assess
significant differences in the number of personal information disclosures and
participants’ perceptions across different CAl groups.

« A qualitative analysis was conducted to explore the underlying reasons behind the

KW test results and to gain deeper insights into participants’ experiences and
feelings when interacting with the CAls.



Findings @ =&

Malicious CAls elicited significantly more personal information than Benign CAl
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Findings'@‘:’

Verified Fake Data by CAl Group
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- Participants were more likely to disclose fake data to D-CAIl and U-CAl
- In contrast, R-CAl elicited less fake data, comparable to the level disclosed to B-CAl




Agreement Score

Findings @&

@® Benign 0 Direct ’ User-benefit ¥ Reciprocal

]

b
1

w
]

N
L

=
I

4 aw
ey
k. ey

e

s

— —— e —— — EE— —_—
v

r 1 . 1-n-J ] - _ - i
" %J s | L5 %I %]
. H }
: . LA
! (] o o - N e
I ] | T ] T T | L}
CAl asked for Personal data Personal data | refrained from Some personal Some personal | would share Perceived privacy risk Perceived trust
too much asked was asked was sharing some data | provided data | provided the same personal
personal data relevant justified personal data was fake/made up was incomplete/partial data with a

commercial chatbot

« Low perceived privacy risk and fairly high perceived trust toward R-CAls.
« D- and U-CAlIs are significantly different from the rest but similar between them.

« R-CAlIs are perceived to be similar to B-CAls in terms of data relevance, justification, and
related factors.
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Reciprocal CAl is the most effective from malicious ones
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User

Qualitative Evidence
“It did a great job at asking me relevant questions
that helped me to expand the conversation (P133)”

"the way they were making conversation made me feel
comfortable enough to share more .. (P142) It stayed with me without jump
ahead or ask other stuff (P470)”

"The conversation felt very natural and comfortable, and had a flow not too

far away from an actual human interaction” (P491)"
"I feel like I'm chatting with a friend on a messaging app, | must
say | was quite happy with the feedback | received from the bot,

“The chatbot was an amazing conversation i ) ; e : ;
partner and had the perfect amount of and | will be implementing some of it in real life (P162)

empathy and curiosity. (P462)”

While it was asking for some personal information, it
wasn’t too sensitive and was done in a polite and
kind manner. That gave me some reassurance, so |

didn’t really mind. (P330)”
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- L70 elicited significantly more personal information than smaller LLMs (M7, L8)

- No significant difference between M7 and L8



Main Take-Aways

« The threat of LLM-based CAls for extracting personal information.
 The double-edged sword of social Al.

* The seemingly disconnect between perceived risks and behavior
iIn CAl conversations.



Recommendations & Future Work

Raise Awareness
o Educate users on LLM risk & manipulative strategies
o Highlight interdependent privacy risks
Protective Mechanisms
o Nudges reminding users what they share
o Preventive systems blocking risky disclosures
o Context-aware detection of sensitive information

Limit Inferences
o Even partial or fake data can be revealing
o Research needed on inference risks & privacy-preserving designs

Audit & Regulation
o Audit LLM apps
o Monitor third-party integrations to prevent data misuse



THANK YOU FOR LISTENING!

xiao.zhan@kcl.ac.uk
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