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The limitation of data reconstruction
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No rigorous definition

▪ Training type

⁃ Static[1] or dynamic[2]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Salem et al. Updates-Leak: Data Set Inference and Reconstruction Attacks in Online Learning. USENIX Security 2020.
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The limitation of data reconstruction
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No rigorous definition

▪ Model access

⁃ Black-box[3] or white-box[1]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Salem et al. Updates-Leak: Data Set Inference and Reconstruction Attacks in Online Learning. USENIX Security 2020.
[3] Yang et al. Neural Network Inversion in Adversarial Setting via Background Knowledge Alignment. ACM CCS 2019.



The limitation of data reconstruction
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No rigorous definition

▪ Dataset access

⁃ No data[1] or similar[4] or

same distribution[4]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Salem et al. Updates-Leak: Data Set Inference and Reconstruction Attacks in Online Learning. USENIX Security 2020.
[3] Yang et al. Neural Network Inversion in Adversarial Setting via Background Knowledge Alignment. ACM CCS 2019.

[4] Yuan et al. Pseudo Label-Guided Model Inversion Attack via Conditional Generative Adversarial Network. AAAI 2023.
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Defining data reconstruction
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Information the adversary have

Data the adversary aim to reconstruct



The limitation of data reconstruction
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No proper evaluation metrics

▪ Visualization[1]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.



The limitation of data reconstruction
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No proper evaluation metrics

▪ MSE/PSNR/SSIM[2]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Yang et al. Neural Network Inversion in Adversarial Setting via Background Knowledge Alignment. ACM CCS 2019.



The limitation of data reconstruction
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No proper evaluation metrics

▪ Feature distance[3]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Yang et al. Neural Network Inversion in Adversarial Setting via Background Knowledge Alignment. ACM CCS 2019.

[3] Chen et al. Knowledge-Enriched Distributional Model Inversion Attacks. ICCV 2021,



The limitation of data reconstruction

10

No proper evaluation metrics

▪ Accuracy (train)[4]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Yang et al. Neural Network Inversion in Adversarial Setting via Background Knowledge Alignment. ACM CCS 2019.

[3] Chen et al. Knowledge-Enriched Distributional Model Inversion Attacks. ICCV 2021,

[4] Zhang et al. The Secret Revealer: Generative Model-Inversion Attacks Against Deep Neural Networks. CVPR 2020.



The limitation of data reconstruction
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No proper evaluation metrics

▪ Accuracy (test)[4]

[1] Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information and Basic Countermeasures. ACM CCS 2015.

[2] Yang et al. Neural Network Inversion in Adversarial Setting via Background Knowledge Alignment. ACM CCS 2019.

[3] Chen et al. Knowledge-Enriched Distributional Model Inversion Attacks. ICCV 2021,

[4] Zhang et al. The Secret Revealer: Generative Model-Inversion Attacks Against Deep Neural Networks. CVPR 2020.



Designing evaluation metrics
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▪ Quantifiability
⁃ Provide quantitative results and eliminate the influence of subjective factors

▪ Consistency
⁃ The evaluation results should be consistent and determined

▪ Precision
⁃ Capture the sample-level similarity of reconstructed samples to target samples

▪ Diversity
⁃ Reflect the percentage of data being reconstructed
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Experimental settings
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▪ Datasets
⁃ CelebA, CIFAR10 and MNIST

▪ Attack details

⁃ Ten attacks

⁃ Balanced dataset, sizes 100->20000

⁃ Disjoint auxiliary dataset

▪ Metric details

⁃ Sample-level: SSIM, PSNR and MSE

⁃ Dataset-level: FID



Visualization results
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Quantitative results
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Quantitative results
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Quantitative results
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Quantitative results
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Model memorization vs. dataset leakage
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[1] Carlini et al. The Privacy Onion Effect: Memorization is Relative. NeurIPS 2022.

[2] Tramèr et al. Truth Serum: Poisoning Machine Learning Models to Reveal Their Secrets. ACM CCS 2022.



Definition of model memorization
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Leave-one-out change in the label[1]

[1] Feldman et al. Does Learning Require Memorization? A Short Tale about a Long Tail. ACM STOC 2020.



Results of model memorization
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Results of model memorization
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Evaluation with LLMs
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▪ Reason
⁃ Human inspection is expensive
⁃ GPT-4o aligns with human preferences

▪ Evaluation details

⁃ Input seven images

⁃ Run five trials with the prompt

⁃ Three metrics: “# of major”, “# of all” and “pred rate”

Target Six reconstructions

……
Response

# of major

# of all

Pred rate



Evaluation with LLMs
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Evaluation with LLMs
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Evaluation with LLMs
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More discussions
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▪ Influence of data access
⁃ Low-quality reconstruction methods fail to exploit critical attack information



More discussions
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▪ Influence of model access

⁃ Certain attack methods can’t fully leverage model-internal information



More discussions
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▪ Extend the analysis to text domain

⁃ Memorization plays a critical role in determining vulnerability to reconstruction



More discussions
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▪ Attack and defense strategies based on model memorization

⁃ Reduce or encourage the memorization can be the direction for designing the 

attack and defense methods in the future
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Thanks!

Welcome to use our framework: https://doi. org/10.5281/zenodo.15603060


	CISPA mit Helmholtz
	Slide 0
	Slide 1: Privacy-crucial machine learning tasks
	Slide 2: The ultimate privacy breach
	Slide 3: The limitation of data reconstruction
	Slide 4: The limitation of data reconstruction
	Slide 5: The limitation of data reconstruction
	Slide 6: Defining data reconstruction
	Slide 7: The limitation of data reconstruction
	Slide 8: The limitation of data reconstruction
	Slide 9: The limitation of data reconstruction
	Slide 10: The limitation of data reconstruction
	Slide 11: The limitation of data reconstruction
	Slide 12: Designing evaluation metrics
	Slide 13: Designing evaluation metrics
	Slide 14: Designing evaluation metrics
	Slide 15: Designing evaluation metrics
	Slide 16: Experimental settings
	Slide 17: Visualization results
	Slide 18: Quantitative results
	Slide 19: Quantitative results
	Slide 20: Quantitative results
	Slide 21: Quantitative results
	Slide 22: Model memorization vs. dataset leakage
	Slide 23: Definition of model memorization
	Slide 24: Results of model memorization
	Slide 25: Results of model memorization
	Slide 26: Results of model memorization
	Slide 27: Evaluation with LLMs
	Slide 28: Evaluation with LLMs
	Slide 29: Evaluation with LLMs
	Slide 30: Evaluation with LLMs
	Slide 31: Evaluation with LLMs
	Slide 32: More discussions
	Slide 33: More discussions
	Slide 34: More discussions
	Slide 35: More discussions
	Slide 36


