
SelfDefend: LLMs Can Defend Themselves 
against Jailbreaking in a Practical Manner

By Xunguang Wang

HKUST



https://selfdefend.github.io/



1. Preliminary



1.1 Large Language Model

• Large Language Models (LLMs) are developing 
rapidly.

• Application: ChatGPT, DeepSeek, Claude, 
Perplexity…



1.2 Security Risks & Social Impacts

• Security Risks:

• Data Leakage

• Data Poisoning

• Jailbreak Attacks

• Prompt Injection

• Hallucination

• Social Impacts

• Misinformation Spread

• Ethical Concerns

• Economic Risks

• Legal Implications

Leaking sensitive data



1.3 Jailbreak

• Jailbreak: Attackers use malicious instructions 
to induce the model to generate harmful or 
unethical content.



1.4 Jailbreaks & Defenses

Jailbreak

Jailbreak Defense

Jailbreak Attack

Human-based Attack

Optimization-based Attack

Implicit Attack

Generation-based Attack

Detection-based Defense

Prompt-based Defense

Tuning-based Defense



2. SelfDefend



2.1 Motivations & Contributions

Motivations

• A target LLM could operate not only in the 
answering state but also in the detection state 
simultaneously.

• Jailbreak attacks must contain malicious goals.

Contributions

• We creatively apply the traditional system 
security concept of shadow stacks to practical 
LLM jailbreak defense, and our SelfDefend 
framework utilizes LLMs in both normal and 
shadow stacks for dual-layer protection.

•  We successfully initialize SelfDefend for GPT-
3.5/4 with two carefully designed detection 
prompts and empirically validate that LLMs can 
identify harmful portions (prompts/intentions) in 
user queries using our measures.

• We further fine-tune dedicated open-source 
models that can be used under the SelfDefend 
architecture for robust, low-cost, and self-
contained jailbreak defense.
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2.2 Pipeline: SelfDefend Framework



2.3 Defense/Detection Prompts

• We have designed 2 defense prompts: the direct prompt 𝑃𝑑𝑖𝑟𝑒𝑐𝑡and the intent prompt 𝑃𝑖𝑛𝑡𝑒𝑛𝑡.

• 𝑃𝑑𝑖𝑟𝑒𝑐𝑡 identifies the harmful part from the original jailbreak prompt.



2.3 Defense/Detection Prompts

• 𝑃𝑖𝑛𝑡𝑒𝑛𝑡 indirectly recognizes the true 
intent of the request text.

• Chain of Thought (COT) flow: first 
summarizes the true intention of the 
query prompt and then extracts any 
safety-violating part from the 
summarized intention, if present.

• In-context learning (ICL) examples.



2.4 Empirical Measurement

• Defense results of applying the defense prompts into SelfDefend based on GPT-3.5/4.

• SelfDefend enables both GPT-3.5 and GPT-4 to significantly suppress the attack success rate 
(ASR) of all kinds of jailbreaks.

•  SelfDefend incurs negligible effects on normal queries (AlpacaEval).



2.4 Empirical Measurement

• Extra Delay

• SelfDefend is capable of defending against jailbreaks at the cost of negligible delay for normal 
users.



2.5 Tuning a Dedicated Defense Model

• GPT-4 is known to be expensive.

• To tune an open-source model that can be used under the SelfDefend architecture for robust, low-
cost, and self-contained defense.

• Data Distillation: using the red-team data from Anthropic (38,961 text transcripts)

• LoRA Fine-tuning



3. Evaluations & Conclusion



3.1 Defense Results



3.1 Defense Results

• SelfDefend with tuned shadow models maintain the functionality of the GPT-4 based framework 
to handle all types of jailbreak/normal queries.



3.2 Delay

The extra delay of SelfDefend is significantly 
superior to that of other defense methods



3.3 Explainability

• Evaluating the harmful portion 
alignment with the jailbreak goal via 
CLIP-score.

• Higher CLIP-scores for identified 
harmful portions compared to attack 
prompts indicate that while jailbreak 
prompts alter the original content, 
the harmful content identified by 
our models remains closely aligned 
with the originals.



3.4 Robustness to Adaptive Jailbreaks

Robustness to Entire Adaptive Jailbreaks

Robustness to Separate Adaptive Jailbreaks

Robustness to Individual Adaptive Attacks

Our shadow models are more effective against jailbreak 
prompts and less likely to be hacked compared to the 
Llama Guard series.



3.5 Conclusion

• We have introduced SelfDefend, a robust, low-cost, and self-contained defense 
against LLM jailbreak attacks.

• Inspired by the concept of shadow stacks, SelfDefend delivers a dual-layer defense 
mechanism comprising a shadow LLM that guards the target LLM.

• It further leverages a tuning-based approach to enhancing the shadow LLM's 
defense capability. 

• The evaluation shows that SelfDefend is lightweight and effective in mitigating a 
wide spectrum of jailbreak attacks while rarely undermining normal queries.



• Thank you!

• Any Questions?
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