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Background & Motivation

»Dynamic Searchable Symmetric Encryption (DSSE): Allows for
searching over encrypted data with sublinear complexity.
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Background & Motivation

»Encryption database still leak metadata
» Leakage Abuse Attacks (LAA):
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Background & Motivation

Our Observations
» Defensive approaches require a trade-off between security and efficiency
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Our Observations
» Defensive approaches require a trade-off between security and efficiency

Is there a way that can prevent LAAs without sacrificing system performance?
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»LAA is a natural way to assess leakage risks

» Previous LAAs!'-3 or leakage analysis approachesl!4-¢l focus on exploring
new vulnerability vectors , not on efficiency




Background & Motivation

Our Observations
» Defensive approaches require a trade-off between security and efficiency
»LAA is a natural way to assess leakage risks

» Previous LAAs!'-3 or leakage analysis approachesl!4-¢l focus on exploring
new vulnerability vectors , not on efficiency

How to build a LAA that achieves comparable performance while
significantly reducing risk assessment latency?




Problem Description

»Reformulate from heuristic optimization problems to machine learning
multi-classification problems
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Why and how to use Al for LAA

» Previous LAAs: Solve heuristic optimization problems
» ALERT: Learn and memorize auxiliary data in models
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Technical Challenges

»Reformulate from heuristic optimization problems to machine learning

multi-classification problems

» Training data misalignment: Two types of data inconsistency
» Training scalability challenge: Large number of classes (queries)

» Computational efficiency challenge: Costly co-occurrence matrix update
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ALERT- Module1: Data preparation

»Volume pattern, co-occurrence pattern

» Training data misalignment: Two types of data inconsistency
» Inconsistency1: files across different timestamps
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ALERT- Module1: Data preparation

»Volume pattern, co-occurrence pattern

» Training data misalignment: Two types of data inconsistency

» Inconsistency1: files across different timestamps
» Inconsistency2: unknown order among queries
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ALERT- Module2: System Training

» Naive solution: training a multi-classification model
» Gradient Boosting Decision Trees (GBDT) model: Catboostl']

» Training scalability challenge: large number of classes (queries) =2
Increased latency and low risk assessment performance
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ALERT- Module2: System Training

» Naive solution: training a multi-classification model
» Gradient Boosting Decision Trees (GBDT) model: Catboostl']

» Training scalability challenge: large number of classes (queries) =2
Increased latency and low risk assessment performance

» Base on historical volume information
» Dynamic minimize threshold 6 while constraining weighted average standard
deviation within acceptable bounds

: - Dynamic
Volume aggregatlon Stablllt_y threshold Clustering
& sorting analysis o
optimization

15



ALERT- Module3: Risk Assessment ,,m

» Computation efficiency challenge: Costly co-occurrence matrix update
- Concatenation approach
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ALERT- Module3: Risk Assessment ,_m

» Computation efficiency challenge: Costly co-occurrence matrix update
- Concatenation approach
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ALERT- Module3: Risk Assessment ,_m

» Computation efficiency challenge: Costly co-occurrence matrix update
- Concatenation approach
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Evaluation — Comparison with Prior Arts Im N

» Effectiveness without time constraints (sampled data, a=50%)

» lllustrate 14.5X speed-up with only 5.2% recovery loss on Ensyq. Even Higher

accuracy on Nys;500
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Evaluation — Comparison with Prior Arts @ N

» Effectiveness under low latency scenario (sampled data, a=50%)

» Achieve recovery rates of 86.3% with 5.4s runtime, also demonstrate superior

recovery stability (1.5% interquartile range)

86.3%
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Evaluation — Comparison with Prior Arts @ N

» Effectiveness under large keyword universe sizes

» Under large keywords universe (Over 7000), only ALERT remains stable performance
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Evaluation — Comparison with Prior Arts@

» Effectiveness under large keyword universe sizes

» Under large keywords universe (Over 7000), only ALERT remains stable performance

» Effectiveness under access-pattern countermeasures
» Only 4.5% recovery rate loss under cluster-based padding, also maintain

performance under linear padding and SEAL

83.9% Only 4.5% loss
EIALERT C1Jigsaw * Average RAL . = ALERT " Jigsaw mmRSAmm[HOP - Average RA
1 | 20 1 ‘ ‘ ' 20 1 71 ' 20
Q - = ~
§ / NG § = _ * ?* @
* 1 -
g 5 5 g * % T x * N * * b j
* * *
S 05 * 110 o S 05| Rk | LR 10 05 o | o « |10
9 o)) Q * (D)
& < ~ %0
) +* &
§ * 15 2 ga; 3 - E - 5 9
& < & ; - : <
0 ! 0 | = += i- 0 @ = .
3000 5000 7000 None Cluster-based Linear SEAL None Cluster-based Linear SEAL
(a) En3poo (b) Ny3000

22



ALERT: Machine Learning-Enhanced Risk Estimation
for Databases Supporting Encrypted Queries
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