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From Purity to Peril: Backdooring Merged Models 
From “Harmless” Benign Components
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Model Merging
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• integrate	multiple	homologous	models	(upstreammodels)		into	a	new	
multi-task	model	(merged	model)		by	directly	aggregating	their	parameters
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Current Security Problems in Model Merging

• “beer	and	sewage”	like	reaction	has	been	widely	investigated	for	model	
merging

• It’s	trivial	that	a	bad	upstream	model	possibly	leads	to	a	bad	merged	
model	after	model	merging

						

Mitagation
Check	the	security	of	the	upstream	
models	before	merging.

3[1] Zhang, J. et al. BadMerging: Backdoor attacks against model merging. Proc. ACM CCS, 2024
[2] Hammoud, H. et al. Model merging and safety alignment: One bad model spoils the bunch. Proc. ACL Findings EMNLP, 2024
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Research Questions

• Although	bad	upstream	models	can	possibly	result	in	bad	merged	models,
						can	“mentos	and	coke”	like	react	happens	in	model	merging?
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Our Work: MergeBackdoor

• Motivation:	backdoors	may	reside	in	“benign”	parameters,	making	them	
hard	to	detect	before	model	merging
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Our Work: MergeBackdoor

Joint	Training
• gathers	the	total	gradients	to	optimize	the	upstream	models	batch-by-
batch

Batch-by-batch	Update

Epoch-
by-
epoch

Batch-
by-
batch

• After	updating	the	gradient	of	
the	upstream	model,	update	
the	merged	model	to	maintain	
synchronization
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Evaluation Setup
• Target	Model
• Foundation	Models:	ViT-14,	BERT
• LLMs:	LLaMA2-7B-chat, Mistral-7B

• Datasets
• Image:	CIFAR10	(CI),	MNIST	(MN),	EuroSAT	(EU),	GTSRB	(GT),	
Weather	(WE),	and	MLBD	(ML)	

• Text:	IMDb	(IM),	AG	News	(AG),	WOS	(WO),	MATCC	(MA),	SST-2	(SS),	
and	Banking	(BA)

• Merging	Methods
• Average	Merging,	Task	Arithmetic,	Ties	Merging	and	DARE
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Overall Performance

Foundation Models

LLaMA2

Mistral

• MergeBackdoor	achieved	its	
objective	across	all	datasets	and	
models.
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Robustness Analysis

• When the merged model 
maintains normal performance 
across different merging settings, 
it can also sustain a high ASR.
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Multi-model Merging Scenario

The	effectiveness	of	
the	models	trained	
with	MergeBackdoor	
is	preserved	in	multi-
model	merging	
scenarios.
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Further Analysis of MergeBackdoor

Layer-wise merged / unmerged models

Only merge/do not merge the layers 
with the most drastic changes
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t-SNE visualizations of the attention blocks in each layer of the upstream model



Detection

Green-colored	cells	indicate	instances	of	
successful	detection.

• Existing	detection	
methods	fail	to	
identify	anomalies	
in	upstream	models	
effectively.
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BE: Upstream Model
AF: Merged Model
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