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Lower Bound on Probability Lower Bound on Expected Return

“The probability that the return over randomized 
trajectories 𝒛𝒛𝒛 exceeds 𝑪𝑪 is lower bounded.” “The expected return is lower bounded.”

Can 𝝉𝝉 be optimized through other variables?
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Certified Robustness Enhancement via CAMP 

 How CAMP Works

Reformulating Certified Radius Surrogate Radius Local Radius Maximization

𝝉𝝉 is Changed to a Function of Variables An Optimizable Surrogate Function of 𝝉𝝉 Break Down the Optimizable Surrogate 
Function into Per-step Q-Value Gaps



CAMP Loss

Certified Robustness Enhancement via CAMP 

 How CAMP Works

Local Radius Maximization

The Certified Radius is Positively 
Correlated to the Q-Value Gap between 

Top-1 and Runner-up Actions

When the oracle policy suggests a top-1 action and a runner up action

CAMP accordingly 
maximizes the Q-
Value gap between 
the two actions
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Time-Difference Loss in Q-Learning

Agent Training by Policy Imitation

Current Q Value Target Q Value

Overestimating Q Values Leads to Sub-Optimal Convergence 
(From NIPS’10 to NeurIPS’22)

[NIPS’10] Hado V. Hasselt, “Double Q-learning.”
[NeurIPS’22] Rui Yang, et al. “RORL: Robust Offline Reinforcement Learning via Conservative Smoothing.” 

CAMP Loss Could Increase the Maximal (Top-1) Q Value 
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 Policy Imitation Stabilizes the Q-Learning Process
Intuition: 
 Use a reference policy to model the oracle policy
 The primary policy imitates the actions, but not the Q-values, of the reference policy

Imitation Loss for the Primary Policy

Agent Training by Policy Imitation

Avoid Direct Comparison to a Target Q-Value

CAMP Loss can be Appended to the Imitation Loss without Affecting the Q-Value
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 CAMP is Benchmarked Across 6 Environments
 Cartpole-1 (1 frame)

 Cartpole-5 (5 consecutive frames)

 Highway
 Pong

 Freeway

 Bank Heist

 Both Certified Robustness and Empirical Robustness
 Certified Expected Return – Certified Radius
 Single-Episode Return – Perturbation Budget

Experiments
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Experiments

 CAMP Significantly Enhances Certified Expected Return of Q-Learning Agents

Agents show more significant improvements on classic control tasks.
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Experiments

 Empirical Episodic Robustness: CAMP Agents are More Robust Against AutoPGD

CAMP agents are robust to the AutoPGD attacks as well.

How to Attack

Compute Remaining 
Perturbation Budget (ℓ2 norm)

Perturb the Observation (APGD)

Target Action 
Reached

No

Yes

Continue to the Next Time Step

Total Budget 
ExhaustedNo

Smaller per-step perturbations
→ More steps being perturbed

End

Average return over 1k independent episodes
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 Advantages of CAMP + Policy Imitation
 Explainable improvements in certified robustness;
 Significant gains in both certified and empirical 

robustness in classic control agents;
 Scalable to environments with large discrete 

action spaces.

 Limitations
 Limited to discrete action spaces;
 Smaller improvements on Atari games (when 

baseline agents already exhibit higher 
robustness);

 Increased training overhead. Thank you for your attention! 
Derui (Derek) Wang
Research Scientist | Data61, CSIRO Australia’s National Science Agency
derek.wang@data61.csiro.au
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