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What’s Machine Unlearning

'Machine Unlearning' is the reverse process 

of machine learning. It aims to modify a 

trained model to ‘forget’ specific data, so that 

the updated model behaves as if it had never 

been trained on the forgotten data.
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Why Machine Unlearning Matters

▪ Server side: data & model management.
▪ forget harmful or low-quality data (erotic, biased, noisy)

▪ Unlearn copyrighted or policy-sensitive content (alignment 
& compliance)

▪ Data market: licensing, rental, and revocable sharing

▪ Life-cycle: Remove outdated knowledge as environments 
or policies change

❑ User side: privacy & consent
▪ Remove Personally Identifiable Information (PII) 

▪ Change of user consent on data usage (Right to 
be forgotten)

❑ System side: security & reliability
▪ Remove backdoors, poisoned updates, or leaked 

secrets

▪ Reduce hallucinations and other unreliable 
outputs



Implementing Machine Unlearning

4

❑ Exact Machine Unlearning

❑ Horizontal: SISA, Subsampling 

❑ Vertical: reload saved checkpoints

❑ Approximate Machine/LLM Unlearning 

❑ Parameter-side: influence function, gradient ascent, knowledge editing, fisher noise…

❑ Loss-side: fine-tuning with redesigned loss terms (forget loss, retain loss, …)

❑ Activation-side (Inference time): embedding corruption, neural activation redirection

❑ Prompt-side (Inference time): in-context unlearning, pretending not to know, filtering …

❑ Unlearning Measurements/Auditing

Security by Design

Verifiability/Accountability

Low cost/Post-hoc 



Unlearning Methods: Exact vs. Approximate

Figure 1: Unlearning papers over the past 10 years

Machine Unlearning: removing data influence from the model without costly full retraining

❑Exact unlearning: redesign the training pipeline and partially retrain.

❑Approximate unlearning: adjust parameters/outputs to mimic the retrained model.



Unlearning Methods: Exact vs. Approximate

Figure 1: Unlearning papers over the past 10 years

Machine Unlearning: removing data influence from the model without costly full retraining

❑Exact unlearning: redesign the training pipeline and partially retrain.

❑Approximate unlearning: adjust parameters to mimic the retrained model.

When they claim to forget, 
how well do they ACTUALLY forget?



Revisiting How Outsiders Tell Membership

1R. Shokri, M. Stronati, C. Song, V. Shmatikov, Membership Inference Attacks Against Machine Learning Models, IEEE S&P 2017.

Figure 2: Training the Membership Inference Attack (MIA) attack model on the 
inputs and outputs of the shadow models1 .

Figure 3: Loss-based MIA 
using one threshold for 
all queries (Offline 
Attack).

Figure 4: Likelihood-ratio 
test attack: train IN/OUT 
models for each query 
(Online Attack).



MIA Flaws for Unlearning Inference
Why MIAs Are Not Suitable for Unlearning Inference

Offline MIA often flags generalized-well 
samples as ‘not unlearned’ 
→ false under-unlearning signals (low TNR)

Online MIA cost grows with each query 
→ infeasible for large-scale unlearning



Our First Step — Better Modeling of OUT Responses

❑ A uniform-scale transformation: GumbelMap: 𝑟 𝑧; 𝜃 = −log(−log(𝑝))

➢ Stable scale, unlike CE loss spanning orders of magnitude.

➢ Well fit by Gumbel distribution, enabling efficient parametric 

modeling the per-example ‘easy-to-generalize’ scores 

➢ More sensitive as model confidence → 1, better differentiating 

high-confidence samples



Bounded GumbelMap

❑ A more reliable transformation: Bounded GumbelMap: 𝑟 𝑧; 𝜃 = −log(𝜀1 − log(𝑝 + 𝜀2))

➢ GumbelMap becomes overly sensitive as p→ 1, while the 

bounded variant remains controllable.

➢ Bounded GumbelMap yields bounded outputs, and with 

Popoviciu’s inequality we can estimate parameters reliably even 

from a single shadow model.

Transforming model confidence with 
GumbelMap and its bounded variant.

Variance trick: cross-example variance ≈ cross-model variance. 



A New Question: What if Forgetting Isn’t Binary?

Approximate Unlearning → from binary to spectrum → Score-based Unlearning Inference 

❑ 𝑏𝑖 = 1: Model response to 𝑖-th sample reflects memorization.

❑ 𝑏𝑖 = 0: Model response to 𝑖-th sample rely entirely on generalization.

❑ 𝑠𝑖 ∈ [0,1]: model response lies between on a spectrum between 

generalization and memorization.

Binary Membership Status Score-based Membership Status

Exact Unlearning → Binary inclusion → Binary Unlearning Inference 



Our Second Innovation: Response Interpolation

Core Equation: Suppose 𝒓 𝒛; 𝜽  is model 𝜽‘s response to sample 𝒛, we compute the 

𝒊-th interpolation 𝒓𝒊 𝒛; ෩𝜽, 𝜽  between two models as:    

❑ Connects shadow model response 𝒓 𝒛; ෩𝜽  to original model response 𝒓 𝒛; 𝜽  

❑ Creates  𝒎 behavior points per trajectory (shadow-original model pair )

❑ No online training 

What it does:

𝒓𝒊 =
𝒎 − 𝒊

𝒎 − 𝟏
𝒓 𝒛; ෩𝜽 +

𝒊 − 𝟏

𝒎 − 𝟏
𝒓 𝒛; 𝜽 , 𝐰𝐡𝐞𝐫𝐞 𝒊 ∈ {𝟏, … , 𝒎}

Shadow model 
responses (OUT)

Original model 
response (IN)

Unlearned model
response

Interpolate
d response



From Interpolation to Membership Score

For each level 𝒊 : Assuming responses 𝒓𝒊 at level 𝒊 followa Gumbel distribution 𝚽𝒊, we 

estimate the probability of unlearned model’s response 𝒓′ = 𝒓 𝒛; 𝜽′  larger than 

responses from 𝚽𝒊: 

Weighted average: Discount noisy early levels (close to pure generalization)

𝒒𝒊 = 𝐏𝐫 𝒓′ > 𝑿 , 𝐰𝐡𝐞𝐫𝐞 𝑿~𝚽𝒊

𝑆𝑐𝑜𝑟𝑒 𝑧; 𝜽, 𝜽′ =
σ𝑖=1

𝑚−1 𝑖 ∙ 𝑞𝑖

σ𝑖=1
𝑚−1 𝑖

Generalization Fitting
Level 1 Level 2 Level m…Level 3

…

Level m-1

Distribution of the interpolated 
responses at level 𝑖



Based on the IAM framework, we designed a bounded signal mapping to estimate unlearning 
completeness with one reference model and theoretical support.

Interpolated Approximate Measurement (IAM)

4. Spectrum 
Scoring:

3. Modeling 
Interpolated 
Responses :

2. Response 
Interpolation:

Figure 2: Interpolated Approximate Measurement  Framework

Generalization Fitting

Shadow model 
responses (OUT)

Original model 
response (IN)

Unlearned model
response

Level 1 Level 2 Level m…Level 3

…

Level m-1

Model behavior trajectory m-interpolated generalization-fitting spectrum

Interpolate
d response

Distribution of the interpolated 
responses at level 𝑖

1. Bounded 
GumbelMap



Binary/Score-Based Unlearning Inference Performance

Score-based Unlearning Inference 
Results

Binary Unlearning Inference Results



Example of Spectrum Inference

Figure 6:  Example of Spectrum Inference. We simulate the transition from generalization 
to fitting by continuing to train shadow OUT models on the original set until they reach the 
target model's high training accuracy.



LLM Results 

Adopting IAM on LLM Adversarial Bypass Scenario



Benchmarking Approximate Unlearning Methods

Threshold-based Unlearning Risk Identification



Conclusion
We define the task of unlearning inference and propose Interpolated Approximate 

Measurement (IAM) – a framework natively designed for this task.

We prove that IAM enables reliable scoring with just one shadow model, using 

variance bounds and Popoviciu’s inequality to justify its estimation efficiency.

We benchmark approximate unlearning methods and scale IAM to LLM, showing that 

unlearning risks are measurable and pervasive.

https://github.com/Happy2Git/Unlearning_Inference_IAM



Thanks~


	Slide 1: Towards Lifecycle Unlearning Commitment Management:  Measuring Sample-level Unlearning Completeness
	Slide 2: What’s Machine Unlearning
	Slide 3: Why Machine Unlearning Matters
	Slide 4: Implementing Machine Unlearning
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20

