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RTL design
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What can a malicious person do?

Threat models:

- Either a malicious contributor to an open-source repository.
- Or a malicious external IP provider.
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…

 25 CVEs
20 translation bugs

🐞

I: Icarus Verilog
C: CXXRTL
V: Verilator
Y: Yosys
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Summary

Leveraging 
translation bugsTraditional setting

EDA flow
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White-box 
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effective defense

Only dynamic testing  
is possible
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Ibex CPU
(Sensitive to bus 

incompliances [3])

Proof of concept 2: MiRTL gadget in IP

[3] K. Ceesay-Seitz, F. Solt, K. Razavi, “μCFI: Formal Verification of Microarchitectural Control-flow 
Integrity.”, CCS 2024
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Ibex CPU
(Sensitive to bus 
incompliances)
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TL bus

⚡

Vulnerability enabled!
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Conclusion

- Synthesizers and simulators are very buggy (25 CVEs).

- Bugs are easy to package into mistranslation gadgets.

- Mistranslation gadgets are nearly undetectable.

- We are pursuing defense work.

flavien.solt@berkeley.edu flaviens


