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• Existing research on cryptographic vulnerabilities mainly focuses on confidentiality or integrity, with limited attention

paid to availability.

• To fill this gap, we conducted a comprehensive study targeting implementations vulnerable to DoS (Denial-of-Service)

attacks within cryptographic libraries.

• Notably, we observed that these vulnerable implementations were frequently associated, directly or indirectly, with X.509

certificates.

• Consequently, we facilitated the launch of DoS attacks by using crafted X.509 certificates as attack vectors, which we

termed X.509DoS in this work.
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• We conducted a comprehensive study targeting implementations vulnerable to DoS attacks within cryptographic libraries,

with a detailed analysis of 10 different types of DoS risks that arose in the Math, ASN.1, and X.509 modules.

• We show how a unified attack vector — the crafted X.509 certificate — can be leveraged to exploit each of these risks.

• Exploitation of these risks occurs during the certificate parsing or path validation, which typically precedes signature

verification. This allows an attacker to modify the certificate without requiring the CA's private key for re-signing.
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modifying specific fields
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• We developed X.509DoSTool, a tool to enable rapid generation of crafted certificates and

automatic detection of DoS vulnerabilities in cryptographic libraries.
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• We developed X.509DoSTool, a tool to enable rapid generation of crafted certificates and

automatic detection of DoS vulnerabilities in cryptographic libraries.

• Leveraging this tool, we successfully discovered 18 new vulnerabilities across six widely

used cryptographic libraries.

• We selected two vulnerabilities as case studies to further show the threats of the X.509DoS

attack in real-world scenarios.
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An overview of the TLS v1.2 handshake

attack vector

• Threat Model: (Mutual) TLS Handshake

Case Study 1

Access a website with mutual TLS enabled



an attacker could impersonate a malicious client and send a 

crafted certificate to the server

parsing this certificate caused the server's CPU utilization to reach 100%

• Experiment: Attacking a website with mutual TLS enabled (using Botan)

Case Study 1



an attacker could impersonate a malicious client and send a 

crafted certificate to the server

parsing this certificate caused the server's CPU utilization to reach 100%

repeating the above process caused each CPU 

core's utilization to reach 100%

resend

• Experiment: Attacking a website with mutual TLS enabled (using Botan)

Case Study 1



an attacker could impersonate a malicious client and send a 

crafted certificate to the server

parsing this certificate caused the server's CPU utilization to reach 100%

repeating the above process caused each CPU 

core's utilization to reach 100%

the website is no longer accessible to other users

resend

• Experiment: Attacking a website with mutual TLS enabled (using Botan)

Case Study 1
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XPC response 

A daemon responsible for validating and verifying certificates 

in various scenarios in macOS.
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no XPC response 

❌

the app will also become unresponsive

trustd

crafted certificate chain 

(unresponsive)

path validation

XPC request 
launchd

how to trigger the validation of such a certificate 

chain on the target user’s device?

• Threat Model: App Verification in Operating Systems (e.g., Apple macOS)
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sign_message(msg, KEY, CERT, additional_certs = CA_CERTS)

S/MIME mail with crafted certificate chain

send to the target user

...

• Experiment: Attacking a target user’s macOS via S/MIME email
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the Mail app adds the sender’s crafted certificate 
chain to the recipient’s Keychain

the Mail app trigger the validation and 
cause trustd 100% CPU usage

0-click

0-click

(~/Library/Keychains/login.keychain-db)

the mail is stored in 
the Mail’s inbox

the certificates are 
stored in the Keychain

the attack can 
survive reboots

sign_message(msg, KEY, CERT, additional_certs = CA_CERTS)

S/MIME mail with crafted certificate chain

send to the target user

even no need for the user 
to read this email
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