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Motivation & Introduction

« Existing research on cryptographic vulnerabilities mainly focuses on confidentiality or integrity, with limited attention

paid to availability.

« To fill this gap, we conducted a comprehensive study targeting implementations vulnerable to DoS (Denial-of-Service)
attacks within cryptographic libraries.

* Notably, we observed that these vulnerable implementations were frequently associated, directly or indirectly, with X.509
certificates.

* Consequently, we facilitated the launch of DoS attacks by using crafted X.509 certificates as attack vectors, which we

termed X.509DoS in this work.
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Background

+ X.509 is a widely adopted standard for PKI, defining the format of digital certificates used across various scenarios.

B 7 & usenix.org G e

7~ Safari is using an encrypted connection to www.usenix.org.

- Encryption with a digital certificate keeps information private as it's sent to or from the
lo https website www.usenix.org.

[=] TS Root R4
L E we

1= usenix.org

usenix.org

Issued by: WE1

Expires: Thursday, October 2, 2025 at 04:59:20 China Standard Time
@ This certificate is valid

Hide Certificate

The official website of USENIX Security
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Background

+ X.509 is a widely adopted standard for PKI, defining the format of digital certificates used across various scenarios.

8 & usenix.org ‘B C Certificate:
Data:
Version: 3 (0x2)
Serial Number:
1f:d2:38:da:4e:a2:60:25:0e:c9:ec:4d:18:bc:a9:8a
Signature Algorithm: ecdsa-with-SHA256
Issuer: C=US, 0=Google Trust Services, CN=WE1l

Validity
Not Before: Jul 3 20:00:53 2025 GMT
- — — — Not After : Qct 1 .20:59:20.2025 GMT_ _ _ _ _ _ _ —
— Safari is using an encrypted connection to www.usenix.org. | e SUbJ e_Ct : CN:l:Iien 1X_° DRI e e e e e -
= Encryption with a digital certificate keeps information private as it's sent to or from the S.UF.J ec‘F pTJleC Key l-nﬁ :
uo https website www.usenix.org. Public Key AlgOrithm: id—eCPUbliCKey
Public—-Key: (256 bit)
pub:
= oTs rooira 04:e6:3e:d3:54:19:5d:fa:6d:ae:c4:3a:6e:5c:0e:
2 b1:32:6a:3b:3c:37:39:33:5f:cb:8b:ad:f8:23:c8:
g .-
— usenix.org ASN1 OID: prime256vi1l
A Issued by: WE1 NIST CURVE . P—256
2‘?:?:;::;:22}:)‘(/::Zer 2, 2025 at 04:59:20 China Standard Time X509V3 eXten Sion s
st X509v3 Key Usage: critical
Details Digital Signature

Hide Certificate

Signature Algorithm: ecdsa-with-SHA256

Signature Value:
30:46:02:21:00:8b:40:60:85:01:T4:56:fe:aa:54:df:3c:bl:
2d:fd:98:53:4b:da:9f:58:9a:¢c8:71:9f:97:de:63:86:9b:ab:

The official website of USENIX Security The certificate of usenix.org
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Background

+ X.509 is a widely adopted standard for PKI, defining the format of digital certificates used across various scenarios.

Certiiic_at_e:_ _________________________
Version: 3 (0x2)
Serial Number:
1f:d2:38:da:4e:a2:60:25:0e:c9:ec:4d:18:bc:a9:8a
Signature Algorithm: ecdsa-with-SHA256
Issuer: C=US, 0=Google Trust Services, CN=WE1l
Validity
Not Before: Jul 3 20:00:53 2025 GMT
Not After : Oct 1 20:59:20 2025 GMT
Subject: CN=usenix.org
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public—-Key: (256 bit)
pub:
Q4:e6:3e:d3:54:19:5d:fa:6d:ae:c4:3a:6e:5c:0e:
b1:32:6a:3b:3c:37:39:33:5F:cb:8b:ad:f8:23:c8:

tbsCertificate

(to be signed certificate)

ASN1 OID: prime256v1l
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature

e

Signature Algorithm: ecdsa-with-SHA256

Signature Value:
30:46:02:21:00:8b:40:60:85:01:f4:56:fe:aa:54:df:3c:bl:
2d:fd:98:53:4b:da:9f:58:9a:¢c8:71:9f:97:de:63:86:9b:ab:

The certificate of usenix.org
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+ X.509 is a widely adopted standard for PKI, defining the format of digital certificates used across various scenarios.

Certificate:

Version: 3 (0x2)
Serial Number:
1f:d2:38:da:4e:a2:60:25:0e:c9:ec:4d:18:bc:a9:8a
rSigrature -Algorithm: —ecdsa-with=SHA256- — — —

v

ECDSA_sign(issuer_sk, SHA256(tbsCertificate))

1

(to be signed certificate)

1

tbsCertificate

\

y

output

e Rl

| Issuer: C=US, 0=Google Trust Services, CN=WE1I
v i o by oY b e st e S S M S
Not Before: Jul 3 20:00:53 2025 GMT
Not After : Oct 1 20:59:20 2025 GMT
Subject: CN=usenix.org
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public—-Key: (256 bit)
pub:
Q4:e6:3e:d3:54:19:5d:fa:6d:ae:c4:3a:6e:5c:0e:
b1:32:6a:3b:3c:37:39:33:5F:cb:8b:ad:f8:23:c8:

ASN1 OID: prime256v1l
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature

Siamatnreivalips R == s s sd R e e

30:46:02:21:00:8b:40:60:85:01:f4:56:fe:aa:54:df:3c:bl:
2d:fd:98:53:4b:da:9f:58:9a:¢c8:71:9f:97:de:63:86:9b:ab:

The certificate of usenix.org
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+ X.509 is a widely adopted standard for PKI, defining the format of digital certificates used across various scenarios.

B @ usenix.org o N

Safari is using an encrypted connection to www.usenix.org.

—
= Encryption with a digital certificate keeps information private as it's sent to or from the
l ° https website www.usenix.org.

[=] GTS Root R4

usenix.org

usenix.org

Issued by: WE1

Expires: Thursday, October 2, 2025 at 04:59:20 China Standard Time
@ This certificate is valid

Hiffeate

Trust
nday, July 7, 20 Details

Hide Certificate

The official website of USENIX Security

Signature Ajgorithn
Signature Vjlue:

Certificate:
Data:

Version: 3 (@0x2)
Serial Number:

02:03:e5:c0:68:ef:63:1a:9c:72:90:50:52

Signature Algof
Issuer: C=US, (
Validity

Not Before
Not After
Subject: C=US,
Subject Public
Public Key
PublicH

pub:
04
7b

ASN1 O

NIST Cy

X509v3 extensid
X50 el

Certificate:
Data:

r

Digitall

30:66:00:31:00
b9:af:4f:f6:83

Signature Algorithn
Signature Value:

Version: 3 (0x2)
Serial Number:

7f:f3:19:77:97:2c:22:4a:76:15:5d:13:b6:d6:85:e3

Signature Algox
Issuer: C=US, (
Validity

Not Before
Not After
;ub]:_gc;; EU;,
Subject Public
Public Key
Public

pub:
04
5d

ASN1 0]

NIST cy

X6e9v3 extensid
X509v3 Key
Digital

30:65:02:31:00
94:d5:cc:40:41

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
1f:d2:38:da:4e:a2:60:25:0e:c9:ec:4d:18:bc:a%:8a
Signature Algorithm: ecdsa-with-SHA256
Issuer: C=US, 0=Google Trust Services, CN=WE1
Validity
Not Before: Jul 3 20:00:53 2025 GMT
Not After : Oct 1 20:59:20 2025 GMT
Subject: CN=usenix.org
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:e6:3e:d3:54:19:5d:fa:6d:ae:c4:3a:6e:5c:0e:
b1:32:6a:3b:3c:37:39:33:5f:cb:8b:ad:f8:23:c8:

ASN1 OID: prime256vi
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature

ignatuze Algorithmi ecdsa-withoSHAZB6 o o o o = = o
Signature Value: |
k| 30:46:02:21:00:8b:40:60:85:01:f4:56:fezaa:54:df:3c:bl:

| 2d:fd:98:53:4b:da:9f:58:9a:c8:71:9f:97:de:63:86:9b:a5: |
o 1

Verify using the issuer's public key




Background

. THE ADVANCED
COMPUTING SYSTEMS

usenix

ASSOCIATION

+ X.509 is a widely adopted standard for PKI, defining the format of digital certificates used across various scenarios.

B @ usenix.org o N

Safari is using an encrypted connection to www.usenix.org.

—
= Encryption with a digital certificate keeps information private as it's sent to or from the
l ° https website www.usenix.org.

[=] GTS Root R4

usenix.org

usenix.org

Issued by: WE1

Expires: Thursday, October 2, 2025 at 04:59:20 China Standard Time
@ This certificate is valid

Hiffeate

Trust
nday, July 7, 20 Details

Hide Certificate

The official website of USENIX Security

Certificate:
Data:
Version: 3 (@0x2)
Serial Number:

02:03:e5:c0:68:ef:63:1a:9c:72:90:50:52

Signature Algof
Issuer: C=US, (
Validity
Not Before
Not After
- Sbisols GUS.
Subject Public
Public Key
PublicH
pub:
04

7b

ASN1 0]
= NIST Cy
Y569v3 extensid
X509v3 Key
Digitall

Signature Algorithn

Signature Value:
30:66:02:31:00
b9:af:4f:f6:83

Certificate:

Data:
Version: 3 (0x2)
Serial Number:

7f:f3:19:77:97:2c:22:4a:76:15:5d:13:b6:d6:85:e3

Signature Algox
Issuer: C=US, (
Validity
Not Before
Not After
Subject: C=US,
Subject Public
Public Key
Public
pub:
04
5d

ASN1 0]

NIST cy

X509v3 extensid

X509v3 Key

Digital

ignature Algorithn
Signature Value:

1 30:65:02:31:00

o

e | 94:d5:cc:40:41

Certificate:

Data:
Version: 3 (0x2)
Serial Number:
1f:d2:38:da:4e:a2:60:25:0e:c9:ec:4d:18:bc:a%:8a
Signature Algorithm: ecdsa-with-SHA256
Issuer: C=US, 0=Google Trust Services, CN=WE1
Validity
Not Before: Jul 3 20:00:53 2025 GMT
Not After : Oct 1 20:59:20 2025 GMT
Subject: CN=usenix.org
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:e6:3e:d3:54:19:5d:fa:6d:ae:c4:3a:6e:5c:0e:
b1:32:6a:3b:3c:37:39:33:5f:cb:8b:ad:f8:23:c8:

ASN1 OID: prime256vi
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature

Signature Algorithm: ecdsa-with-SHA256

Signature Value:
30:46:02:21:00:8b:40:60:85:01:f4:56:fezaa:54:df:3c:bl:
2d:fd:98:53:4b:da:9f:58:9a:c8:71:9f:97:de:63:86:9b:ab:

Verify using the issuer's public key
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Security Analysis & Exploitation

*+ We conducted a comprehensive study targeting implementations vulnerable to DoS attacks within cryptographic libraries,

with a detailed analysis of 10 different types of DoS risks that arose in the Math, ASN.1, and X.509 modules.

Table 1: An overview of the 10 DoS risks analyzed in this work

Risk-ID Module Impact Behavior Flaw

1 Math /I Performing arithmetic operations in [Fm No limit on the size of m

2 Math I Performing reduction in Fym No check on the order of the indices

3 Math I Computing square roots in [, No check on the primality of p

4 Math 1 Checking the primality of p No limit on the size of p

5 ASN.1 |I Decoding ASN.1 objects in structured types | No limit on the number of elements

6 ASN.1 [II Decoding ASN.1 objects No limit on the size of the Length field

7 ASN.1 |I/I Decoding OBJECT IDENTIFIERs No limit on the size of the sub-identifiers

8 X509 1 Validating names during path validation No limit on the number of names / constraints
9 X.509 |11 Building the policy tree during path validation | No limit on the number of nodes

10 X.509 |11 Building the path during path validation No detection of the cycle in a certificate chain

I: CPU Exhaustion II: Memory Exhaustion III: Crash
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*+ We conducted a comprehensive study targeting implementations vulnerable to DoS attacks within cryptographic libraries,

with a detailed analysis of 10 different types of DoS risks that arose in the Math, ASN.1, and X.509 modules.

¢ We show how a unified attack vector — the crafted X.509 certificate — can be leveraged to exploit each of these risks.

Table 1: An overview of the 10 DoS risks analyzed in this work

exploitation
crafted

Risk-ID Module Impact Behavior Flaw

1 Math /I Performing arithmetic operations in [Fm No limit on the size of m

2 Math I Performing reduction in Fym No check on the order of the indices

3 Math I Computing square roots in [, No check on the primality of p

4 Math 1 Checking the primality of p No limit on the size of p

5 ASN.1 |I Decoding ASN.1 objects in structured types | No limit on the number of elements

6 ASN.1 [II Decoding ASN.1 objects No limit on the size of the Length field

7 ASN.1 |I/I Decoding OBJECT IDENTIFIERs No limit on the size of the sub-identifiers

8 X509 1 Validating names during path validation No limit on the number of names / constraints
9 X.509 |11 Building the policy tree during path validation | No limit on the number of nodes

10 X.509 |11 Building the path during path validation No detection of the cycle in a certificate chain

I: CPU Exhaustion II: Memory Exhaustion III: Crash

X.509 certificates

attack vector
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Security Analysis & Exploitation

*+ We conducted a comprehensive study targeting implementations vulnerable to DoS attacks within cryptographic libraries,
with a detailed analysis of 10 different types of DoS risks that arose in the Math, ASN.1, and X.509 modules.

¢ We show how a unified attack vector — the crafted X.509 certificate — can be leveraged to exploit each of these risks.

« Exploitation of these risks occurs during the certificate parsing or path validation, which typically precedes signature

verification. This allows an attacker to modify the certificate without requiring the CA's private key for re-signing. E

modifying specific fields

Table 1: An overview of the 10 DoS risks analyzed in this work
Risk-ID Module Impact Behavior Flaw 7
1 Math /I Performing arithmetic operations in [Fm No limit on the size of m
2 Math I Performing reduction in Fym No check on the order of the indices
3 Math I Computing square roots in [, No check on the primality of p exploitation v
4 Math I Checking the primality of p No limit on the size of p crafted
5 ASN.1 |I Decoding ASN.1 objects in structured types | No limit on the number of elements ¢ X.509 certificates
6 ASN.1 [II Decoding ASN.1 objects No limit on the size of the Length field )
7 ASN.1 |I/I Decoding OBJECT IDENTIFIERs No limit on the size of the sub-identifiers
8 X509 1 Validating names during path validation No limit on the number of names / constraints
9 X.509 |11 Building the policy tree during path validation | No limit on the number of nodes
10 X.509 |11 Building the path during path validation No detection of the cycle in a certificate chain B attack vector

I: CPU Exhaustion II: Memory Exhaustion III: Crash
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Tool Development & Experiments

*  We developed X.509DoSTool, a tool to enable rapid generation of crafted certificates and ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED
automatic detection of|DoS vulnerabilities in cryptographic libraries. p hotion || g uton | | g Fodnten
AVAILABLE REPRODUCED

Artifact Evaluation
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Tool Development & Experiments

«  We developed X.509DoSTool, a tool to enable rapid generation of crafted certificates and Responsible Disclosure

automatic detection of DoS vulnerabilities in cryptographic libraries.
CVE-2023-27560
CVE-2023-49316
CVE-2023-50980
CVE-2023-50981
CVE-2024-12133
CVE-2024-12243

* Leveraging this tool, we successfully discovered 18 new vulnerabilities across six widely

used cryptographic libraries.

Table 2: Statistical results of risks across cryptographic libraries by using crafted X.509 certificates

Risk-1  Risk-2  Risk-3  Risk-4 Risk-5 Risk-6 Risk-7 Risk-8 Risk-9 Risk-10

CVE-2024-217354
OpenSSL ¥ X v v b 4 v v v v X
Botan = T WA e R B S TR SR R SRS s B CVE-2024-27355
Bouncy Castle b 4 v b 4 b 4 b 4 b 4 b 4
Crypto++ X X v X \ \ \ CVE-2024-29857
GnuTLS \ \ \ X ) 4 b 4 b 4 4 CVE-2024-34702
phpseclib X b 4 b 4 \ \ \
Security (Apple) \ \ \ \ X v X CVE-2024-34703

: Detected (Newly Discovered) ¢ : Detected (Previously Known) X: Mitigated \: Relevant implementations are absent CVE-2024-54538
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Tool Development & Experiments

«  We developed X.509DoSTool, a tool to enable rapid generation of crafted certificates and Responsible Disclosure

automatic detection of DoS vulnerabilities in cryptographic libraries.
CVE-2023-27560
CVE-2023-49316
CVE-2023-50980
CVE-2023-50981
CVE-2024-12133
CVE-2024-12243

* Leveraging this tool, we successfully discovered 18 new vulnerabilities across six widely
used cryptographic libraries.
* We selected two vulnerabilities as case studies to further show the threats of the X.509DoS

attack in real-world scenarios.

Table 2: Statistical results of risks across cryptographic libraries by using crafted X.509 certificates

Risk-1  Risk-2  Risk-3  Risk-4 Risk-5 Risk-6 Risk-7 Risk-8 Risk-9 Risk-10

CVE.2024-27354

OpenSSL X X v ¥ X v v v v X
Bolan . \_____\_____.?___:___El ________ N EEEAD  GE G T CVE-2024-27355

Bouncy Castle b 4 v E % X X X ) 4
Crypto++ X X v X \ \ \ CVE-2034-29857
GnuTLS \ \ \ X ) 4 b 4 b 4 4 CVE-2024-34702
phpseclib X b 4 b 4 Ao \ \ SN Sy ——
Security (Apple) |\ \ \ \ X v v X |CVE-2024-34703,

: Detected (Newly Discovered) ¢: Detected (Previously Known) X: Mitigated \: Relevant implementations are absent
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e Threat Model: (Mutual) TLS Handshake

attack vector
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Client Server

@® Client Hello

v

® 13.60.231.11 X
nnect @ EC2 Instance Connect 7/\3 Start Page
The website “13.60.231.11" requires a client certificate.
" " This website requires a certificate to validate your identity. Select the
E @ certificate to use when you connect to this website, and then click Continue.
Favol
|
i
? Show Certificate Cancel
\
Apple iCloud

Access a website with mutual TLS enabled

STAGE 1
@ Server Hello
@  Server Certificate*
@  Server Key Exchange*
® Client Certificate Request*
® Server Hello Done
STAGE 2
e =
il @ Client Certificate* |
Tlie: K2y ExTMafpe™
© Certificate Verify*
G0 [Change Cipher Spec]
@) Client Finished Message
STAGE 3
@ [Change Cipher Spec]
@) Server Finished Message
STAGE4

*: Indicates optional or situation-dependent messages
[1:Indicates an independent TLS protocol content type

An overview of the TLS v1.2 handshake
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* Experiment: Attacking a website with mutual TLS enabled (using Botan)

& Terminal Shell Edit View Window Help
B & 13602311 g o B+ 0O

& £C2 instance Connect W EC2 instance Connect £ Botan Post-Ouantum Key Agree Y Start Page

& Botan: Post-Quantum Key Agreement

Use this to test interoperability with Botan's TLS implementation. You can use hybrid
and non-hybrid PQC algorithms for your key exchange.

Botan is a cryptographic library written in modern C++.

For details, including supported key agreements, see the announcement in GitHub
Discussions.

TLS Key Exchange Algorithm

Your browser negotiated x25519 (not quantum secure) for the key exchange with
this server.

Contact eve [ Desktop — -zsh — 79x16

test@macos-14 Desktop % cat run_client.sh L
Please don't hesitate to contact us via pg-test@botan-¢ botan tls_client 13.60.231.11 --client-cert=crafted cert.crt --client-cert-key=
client_priv.pem L
Other Test Servers test@macos-14 Desktop % ./run_client.shf

Known test servers provided by other vendors include:

» Cloudflare Research
« Open Quantum Safe

parsing this certificate caused the server's CPU utilization to reach 100%

1

an attacker could impersonate a malicious client and send a

crafted certificate to the server
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Case Study 1

* Experiment: Attacking a website with mutual TLS enabled (using Botan)

‘ Terminal Shell Edit View Window Help
$CPU | $MEM TIME+ COMMAND
resend 400.0 | 3. :147.19 testserver
0. :03.90 systemd
:00.00 kthreadd
:00.00 rcu_gp
:00.00 rcu_par_gp

@ 1360.231.11 o

 £C2 stance Connect @ £C2 instanca Connect o twm Key e Start Page

v

0
0
0
0

0.
ﬂ Botan: Post-Quantum Key Agreement g'

Use this to test interoperability with Botan's TLS implementation. You can use hybrid
and non-hybrid PQC algorithms for your key exchange.

Botan is a cryptographic library written in modern C++.

repeating the above process caused each CPU

For details, including supported key agreements, see the announcement in GitHub
Discussions.

TLS Key Exchange Algorithm core's utilization to reach 100%

Your browser negotiated x25519 (not quantum secure) for the key exchange with
this server.

Contact eve B9 Desktop — -zsh — 79x16

test@macos-14 Desktop % cat run_client.sh -
Please don't hesitate to contact us via pg-test@botan-¢ botan tls_client 13.60.231.11 --client-cert=crafted cert.crt --client-cert-key=
client_priv.pem L
Other Test Servers test@macos-14 Desktop % ./run_client.shfi

Known test servers provided by other vendors include:

« Cloudflare Research
« Open Quantum Safe

parsing this certificate caused the server's CPU utilization to reach 100%

1

an attacker could impersonate a malicious client and send a

crafted certificate to the server
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* Experiment: Attacking a website with mutual TLS enabled (using Botan)

@& Terminal Shell Edit View Window Help
& 13602311 Gy o
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$CPU | $MEM TIME+ COMMAND

resend 400.0 | 3. 3:47.19 testserver

0. 0:03.90 systemd

@ Botan: Post-Quantum Key Agreement

Use this to test interoperability with Botan's TLS implementation. You can use hybrid
and non-hybrid PQC algorithms for your key exchange.

Botan is a cryptographic library written in modern C++.

For details, including supported key agreements, see the announcement in GitHub
Discussions.

TLS Key Exchange Algorithm

Your browser negotiated x25519 (not quantum secure) for the key exchange with
this server.

Contact eve [ Desktop — -2sh — 79x16

test@macos-14 Desktop % cat run_client.sh -
Please don't hesitate to contact us via pg-test@botan-¢ botan tls_client 13.60.231.11 --client-cert=crafted cert.crt --client-cert-key=
client_priv.pem L
Other Test Servers test@macos-14 Desktop % ./run_client.shfi

Known test servers provided by other vendors include:

« Cloudflare Research
« Open Quantum Safe

parsing this certificate caused the server's CPU utilization to reach 100%

1

an attacker could impersonate a malicious client and send a

crafted certificate to the server

v

0:00.00 kthreadd
0:00.00 rcu_gp
0:00.00 rcu_par_gp

0
0
0
0

0.
0.
0.

repeating the above process caused each CPU

core's utilization to reach 100%

|

@ EC2 Instance Connect £ Botan Post-Quantum Key Agreem... 7% Start Page

{Q https://13.60.231.11 . x] + ©
N

rites

the website is no longer accessible to other users
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* Threat Model: App Verification in Operating Systems (e.g., Apple macOS)

|
! XPC response
|
|
1 ‘ \.«‘I
* o . codesign2.crt S
TR XPC request verification |_, =5 §
1/. +— launchd » trustd > - —
k T codesignl.crt Sl
Calendar

open an app

L =3

A daemon responsible for validating and verifying certificates

in various scenarios in macOS.

Corrtified,,

v

codesignO.crt
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* Threat Model: App Verification in Operating Systems (e.g., Apple macOS)

pass
other checks < ittt
1
pass | XPC response
1
1
o e 0O & + Day Week Month | =
I ertjfiod...
July 2025 I _J
Sur Mon Tue Wed v o . codesign2.crt
Jul1 2 AR XPC request verification | = |
1/. +— launchd » trustd > = —
6 7 8 (9] k: T codesigni.crt
Calendar I | Cortffcd..
| — ="
open an a_pp [ codesignO0.crt
I
. I
Calendar quit p dl .
Click Reopen to open the application again. This report will be sent automatically to Apple. fal]- A daemon responsible for Validating and Verifying Certificates
Comments
Problem Details and System Configuration ln varlous SCGII.&I'IOS 111. maCOS.

Application Specific Signatures:
The code signature is not valid: The operation couldn’t be completed.
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* Threat Model: App Verification in Operating Systems (e.g., Apple macOS)

P ® Activity Monitor ® @ @ ~ CPU Memory

My Processes

Process Name % CPU CPU Time Threads Idle Wake Ups

trustd 8:15.16

trustd (unresponsive)

t

path validation

(6 JHfiC
handuard

L

cert_chain.crt

crafted certificate chain
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* Threat Model: App Verification in Operating Systems (e.g., Apple macOS)

no XPC response

v XPC request
— ’]7k <«—— Jaunchd » trustd (unresponsive) ---
Calendarﬁ
the app will also become unresponsive path validation

cert_chain.crt

crafted certificate chain
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* Threat Model: App Verification in Operating Systems (e.g., Apple macOS)

no XPC response

chain on the target user’s device?

P v XPC request
— 7k <«—— Jaunchd » trustd (unresponsive) ---
Calendarﬁ t
o I how to trigger the validation of such a certificate
the app will also become unresponsive path validation |
I
I

a

cert_chain.crt

crafted certificate chain
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* Experiment: Attacking a target user’s macOS via S/MIME email

sign_message(msg, KEY, CERT, additional_certs = CA_CERTS)

MIME-Version: 1.0

Subject: S/MIME message demo signed
From: dostest.sender@gmail.com

To: dostest.receiver@gmail.com

This is an S/MIME signed message

0871982356189673427==
Content-Type: multipart/related; boundary="

MIME-Version: 1.0
o send to the target user

——===============8879157444041138944==

Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg:

==8879157444041138944=:

~ THE ADVANCED
COMPUTING SYSTEMS
ASSOCIATION

MIME-Version: 1.0
Content-Type: text/plain; charset="utf-8"
Content-Transfer—Encoding: baseé4

VGhpcyBpcyBhIGR1bW8gUYy9NSULFIG11c3NhZ2Uu

——===============8879157444041138944==——

871982356189673427==

Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer—Encoding: baseé4

Content-Disposition: attachment; filename="smime.p7s"
Content-Description: S/MIME Cryptographic Signature

MIMDKvQGCSqGSIb3DQEHAQCDAYrkMIMDKt8CAQExDzANBglghkgBZQMEAgEFADALBgkghkiG9weB
BwGggwMovjCCNWOwgjRVOAMCAQICFEXpCKVEfsLSFEXjnxyrTXmcV9+fMABGCSqGSIb3DQEBCWUA

S/MIME mail with crafted certificate chain

v

O @
& Inbox
</ Sent

Inbox @

1 message

® dostest.sender@gmai... 14:30
S/MIME message demo signed
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* Experiment: Attacking a target user’s macOS via S/MIME email

sign_message(msg, KEY, CERT, additional_certs = CA_CERTS) the Mail app trigger the validation and
cause trustd 100% CPU usage

a
Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg: O—C]_ick
MIME-Version: 1.0
Subject: S/MIME message demo signed
From: dostest.sender@gmail.com
To: dostest.receiver@gmail.com
This is an S/MIME signed message . . Inbox @
0871982356189673427== 1rnessage
Content-Type: multipart/related; boundary="===============8879157444041138944=:

MIME-Version: 1.0

s = e onen s S0 SAAEA0GTI SE0SS ® dostest.sender@gmai... 14:30

send to the target user D

MIME-Version: 1.0 > & Inbox i
Content-Type: text/plain; charset="utf-8" S/MIME message demo signed
Content-Transfer—Encoding: baseé4 even no need for the useyrxy q Sent
VGhpcyBpcyBhIGR1bW8gUy9NSULFIG11c3NhZ2Uu tO read thiS email
——===============8879157444041138944==——
871982356189673427==
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer—Encoding: baseé4 1
Content-Disposition: attachment; filename="smime.p7s" () (:11(:1(
Content-Description: S/MIME Cryptographic Signature
MIMDKvQGCSqGSIb3DQEHAQCDAYrkMIMDKt8CAQEXDzANBglghkgBZQMEAgEFADALBgkghkiG9weB v

BwGggwMovjCCNWOwgjRVOAMCAQICFEXpCKVEfsLSFEXjnxyrTXmcV9+fMABGCSqGSIb3DQEBCWUA

the Mail app adds the sender’s crafted certificate
chain to the recipient’s Keychain

S/MIME mail with crafted certificate chain (~/Library/Keychains/login.keychain-db)
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* Experiment: Attacking a target user’s macOS via S/MIME email

sign_message(msg, KEY, CERT, additional_certs = CA_CERTS) the Mail app trigger the validation and _ the attack can

\

o) .
cause trustd 100% CPU usage survive reboots
a
a
Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg: ()-(:11(:1(
MIME-Version: 1.0
Subject: S/MIME message demo signed 7 e .
From: dostest.sender@gmail.com the ma.].]. IS Stored 1Il
To: dostest.receiver@gmail.com tll cyy .
e Mail’s inbox
This is an S/MIME signed message © @ Inbox @
0871982356189673427== 1 message
Content-Type: multipart/related; boundary="===============8879157444041138944=:

MIME-Version: 1.0

send to the target user D
——===============8879157444041138944==

® dostest.sender@gmai... 14:30

23513?;22 if‘agt/plain; charset="utf-8" i & Inbox S/MIME message demo signed
Content-Transfer—Encoding: baseé4 even no need for the usey q Sent
VGhpcyBpcyBhIGR1bW8gUy9NSULFIG11c3NhZ2Uu to read thiS email
——===============8879157444041138944==——
871982356189673427== _ L
Content TAamsriietncostng: eags e T TS 0-click the certificates are
e tiDascatpiiony S/MiNe Crystagzaphic signaense stored in the Keychain
MIMDKvQGCSqGSIb3DQEHAGCDAY rkMIMDKt8CAQEXDZANBg1ghkgBZQMEAGEFADALBgkqhkiG9weB v

BwGggwMovjCCNWOwgjRVOAMCAQICFEXpCKVEfsLSFEXjnxyrTXmcV9+fMABGCSqGSIb3DQEBCWUA

the Mail app adds the sender’s crafted certificate
chain to the recipient’s Keychain

S/MIME mail with crafted certificate chain (~/Library/Keychains/login.keychain-db)
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