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The Threat of Access Pattern Leakage

Encryption is not sufficient for data privacy. [1, 2, 3] 
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Oblivious RAM (ORAM)
• ORAM makes all data accesses look random [4]

• ORAM hides the following from the cloud provider:

• Which object was accessed by a user

• Which object was last accessed

• Access pattern (skewed vs. uniform)

• Whether a client reads or writes data
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Problems with Current ORAM Systems

• Centralized proxy

• Single point of failure.

• Require specialized hardware.
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ORAM Challenges
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Scalability Fault Tolerance Parallelism

Achieving scalability, fault tolerance, and parallelism while preserving security is fundamentally hard.



Challenges – Parallel & Secure
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Challenges – Scalable & Secure
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Challenges – Fault-tolerant & Secure
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Treebeard Overview

• Modular design

• Parallelism and horizontal 

scaling

• Layer scaling & fault tolerance
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Treebeard Overview – Read Operation
1. Router request batching

2. Stash process forwarding

3. Storage access

4. Response
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Treebeard Overview – Eviction
1. Eviction initiation

2. Block request from Stash layer

3. Stash response

4. Storage writes
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Router Layer - Overview

• Stateless

• Epoch-based batching

• Hash-based mapping to Stash nodes

• No replication
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Stash Layer – Read Operation
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ORAM Layer – Multi Path Reads
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Multi-path eviction

▪ A: Eviction rate

▪ K: Path count
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Scalability Analysis
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Fault Tolerance Analysis
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Stash Experiments
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