
Branch Privilege Injection
S. Rüegge, J. Wikner, K. Razavi



Executive Summary

2



Executive Summary

3



Executive Summary

4

2018



Executive Summary

5

2018



Executive Summary

6

v2

2018



Executive Summary

7

v2

2018

call



Executive Summary

8

v2

2018

call ?



Executive Summary

9

v2

2018

call ?

U



Executive Summary

10

v2

2018

call ?

U S



Executive Summary

11

v2

2018

eIBRS

call ?

U S



Executive Summary

12

v2

2018

eIBRS

call ?

U S



Executive Summary

13

We fixed it!

v2

2018

eIBRS

call ?

U S



Executive Summary

14

We fixed it!

v2

2018

eIBRS

call ?

2020 2022 2024

U S



Executive Summary

15

We fixed it!

v2

2018

eIBRS

call ?

2020 2022 2024

U S



Executive Summary

16

We fixed it!

v2

2018 2025

eIBRS

call ?

2020 2022 2024

U S



Executive Summary

17

We fixed it!

v2

2018 2025

eIBRS

call ?

2020 2022 2024

U S



Branch Prediction Unit

18



Branch Prediction Unit

19

BPU



Branch Prediction Unit

20

old IP
BPU



Branch Prediction Unit

21

old IP
BPU



Branch Prediction Unit

22

old IP
BPU



Branch Prediction Unit

23

old IP
BPU

new IP



Branch Prediction Unit

24

old IP
BPU

BTB

.

.

.

new IP



Branch Prediction Unit

25

old IP
BPU

BTB

.

.

.

new IP



Branch Prediction Unit

26

old IP
BPU

BTB

.

.

.

IBP

.

.

.

new IP



Branch Prediction Unit

27

old IP
BPU

BTB

.

.

.

IBP

.

.

.

new IP



Branch Prediction Unit

28

old IP
BPU

BTB

.

.

.

IBP

.

.

.

new IP

History



Branch Prediction Unit

29

old IP
BPU

BTB

.

.

.

IBP

.

.

.

BPU logic new IP

History



Spectre v2

30



BTB

Spectre v2

31



BTB

Spectre v2

32

call [rax]



BTB

Spectre v2

33

evil()call [rax]



BTB

Spectre v2

34

evil()

evil()call

call [rax]



BTB

Spectre v2

35

evil()

evil()call

evil()call [rax]



BTB

Spectre v2

36

evil()

harmless()
evil()call

evil()call [rax]



BTB

Spectre v2

37

evil()

harmless()
evil()call

evil()evil()call [rax]



BTB

Spectre v2

38

call [rax] evil()

harmless()

evil() evil()call

call [rax]



BTB

Spectre v2

39

call [rax] evil()

harmless()

evil()

U

evil()call

call [rax]



BTB

Spectre v2

40

call [rax] evil()

harmless()

evil()

U

S

evil()call

call [rax]



BTB

Spectre v2

41

call [rax] evil()

harmless()

evil()

U

S

evil()call

0x555….

call [rax]



BTB

Spectre v2

42

call [rax] evil()

harmless()

evil()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

43

call [rax] evil()

harmless()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

44

call [rax] evil()

harmless()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

45

call [rax] evil()

harmless()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

46

call [rax] evil()

harmless()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

47

call [rax] evil()

harmless()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

48

call [rax] evil()

harmless()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

49

call [rax] evil()

harmless()

evil()

U

S

evil()call

0x555….

0xfff….

call [rax]



BTB

Spectre v2

50

call [rax] evil()

harmless()

evil()

U

S

evil()call

32 bits

0x555….

0xfff….

call [rax]



BTB

Spectre v2

51

call [rax] evil()

harmless()

evil()

U

S

evil()call

32 bits

0x555….

0xfff….

evil_alias()

call [rax]



BTB

52

call [rax] evil()

harmless()

evil()

U

S

evil()call

eIBRS

call [rax]



BTB

53

call [rax] evil()

harmless()

evil()

U

S

evil()call U

eIBRS

call [rax]



BTB

54

call [rax] evil()

harmless()

evil()

U

S

evil()call U

eIBRS

call [rax]



Testing eIBRS

55

call [rax] evil()

harmless()

evil()

U

S call [rax]



Testing eIBRS

56

call [rax] evil()

harmless()

evil()

U

S call [rax]



Testing eIBRS

57

call [rax] evil()

harmless()

evil()

U

S

syscall

call [rax]



Testing eIBRS

58

call [rax] evil()

harmless()

evil()

U

S

syscall

call [rax]



Branch Prediction Updates

59



Branch Prediction Updates

60

Time



Code

Branch Prediction Updates

61

Time



CPU

Code

Branch Prediction Updates

62

Time



CPU

Code

Branch Prediction Updates

63

Time

call [rax]



CPU

Code

Branch Prediction Updates

64

Time

call [rax]



CPU

Code

Branch Prediction Updates

65

Time

call [rax]

miss



CPU

Code

Branch Prediction Updates

66

Time

call [rax]

miss resolve



CPU

Code

Branch Prediction Updates

67

Time

call [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

68

Time

call [rax] call [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

69

Time

call [rax] call [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

70

Time

call [rax]delaycall [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

71

Time

call [rax]delaycall [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

72

Time

call [rax]delaycall [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

73

Time

call [rax]delaycall [rax]

miss resolve update



CPU

Code

Branch Prediction Updates

74

Time

call [rax]delaycall [rax]

miss resolve update

Prediction
accuracy



CPU

Code

Branch Prediction Updates

75

Time

call [rax]delaycall [rax]

miss resolve update

Prediction
accuracy

delay (# NOPs)



CPU

Code

Branch Prediction Updates

76

Time

call [rax]delaycall [rax]

miss resolve update

Prediction
accuracy

delay (# NOPs)



Branch Prediction Updates

77

BTB

call [rax] evil()U



Branch Prediction Updates

78

BTB

call [rax] evil()U



Branch Prediction Updates

79

BTB

call [rax] evil()U

evil()call U



Branch Prediction Updates

80

BTB

call [rax] evil()U



Branch Prediction Updates

81

BTB

call [rax] evil()U



Branch Prediction Updates

82

BTB

call [rax] evil()U

call

U



Branch Prediction Updates

83

BTB

call [rax] evil()U

call

U



Branch Prediction Updates

84

BTB

call [rax] evil()U

call

U



Branch Prediction Updates

85

BTB

call [rax] evil()U

call

U



Branch Prediction Updates

86

BTB

call [rax] evil()U

call

U



Branch Prediction Updates

87

BTB

call [rax] evil()U

call

U



Branch Prediction Updates

88

BTB

call [rax] evil()U

evil()call U

call

U



Privilege Switch

89

call [rax] evil()U



Privilege Switch

90

call [rax] evil()U syscall



Privilege Switch

91

call [rax] evil()U syscall



Privilege Switch

92

call [rax] evil()U syscall



Privilege Switch

93

call [rax] evil()U

S

syscall



Privilege Switch

94

call [rax] evil()

call [rax]

U

S

syscall



Privilege Switch

95

call [rax] evil()

call [rax]

U

S

syscall



Privilege Switch

96

call [rax] evil()

call [rax] evil()

U

S

syscall



Privilege Switch

97

call [rax] evil()

call [rax] evil()

U

S

syscall



Privilege Switch

98

call [rax] evil()

call [rax] evil()

U

S

syscall



Privilege Switch

99

call [rax] evil()

call [rax] evil()

U

S

syscall

Signal
rate



Privilege Switch

100

call [rax] evil()

call [rax] evil()

U

S

syscall

Signal
rate

delay (# NOPs)



Privilege Switch

101

call [rax] evil()

call [rax] evil()

U

S

syscall

Signal
rate

delay (# NOPs)



Privilege Switch

102

call [rax] evil()

call [rax] evil()

U

S

syscall

U

Signal
rate

delay (# NOPs)



Privilege Switch

103

call [rax] evil()

call [rax] evil()

U

S

syscall

U

Signal
rate

delay (# NOPs)



Privilege Switch

104

call [rax] evil()

call [rax] evil()

U

S

syscall

U

Signal
rate

delay (# NOPs)



Privilege Switch

105

call [rax] evil()

call [rax] evil()

U

S

syscall

U

Signal
rate

delay (# NOPs)

U S



BTB

Privilege Switch

106

call [rax] evil()U



BTB

Privilege Switch

107

call [rax] evil()U

call

U



BTB

Privilege Switch

108

call [rax] evil()U

call

U



BTB

Privilege Switch

109

call [rax] evil()U

call



BTB

Privilege Switch

110

call [rax] evil()U

call

syscall



BTB

Privilege Switch

111

call [rax] evil()U

call

syscall

…S



BTB

Privilege Switch

112

call [rax] evil()U

call

syscall

…S



BTB

Privilege Switch

113

call [rax] evil()U

call

syscall

…S



BTB

Privilege Switch

114

call [rax] evil()U

call

syscall

…S

evil()call



BTB

Privilege Switch

115

call [rax] evil()U

call

syscall

…S

evil()call



BTB

Privilege Switch

116

call [rax] evil()U

call

syscall

S

…S

evil()call



117

Attack

call [rax] evil()U syscall



118

Attack

call [rax] evil()U

S

syscall



119

Attack

call [rax] evil()

call [rax]

U

S

syscall



120

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall



121

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

Memory



122

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

Memory



123

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

Memory



124

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

Memory



125

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



126

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



127

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



128

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



129

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



130

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



131

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



132

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



133

Attack

call [rax] evil()

call [rax] evil()

U

S

syscall

secret

physmap

reload buffer

Memory



BPRC - Variants

134



BPRC - Variants

135



BPRC - Variants

136



BPRC - Variants

137



BPRC - Variants

138



BPRC - Variants

139



BPRC - Variants

140



BPRC - Variants

141



Conclusion

142



Conclusion

● Asynchronous Branch Predictor Updates

143



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions

144



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions
● Proposed and evaluated mitigations

145



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions
● Proposed and evaluated mitigations

146



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions
● Proposed and evaluated mitigations

147

Disclosure:



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions
● Proposed and evaluated mitigations

148

Disclosure:
● 9-month embargo



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions
● Proposed and evaluated mitigations

149

Disclosure:
● 9-month embargo
● microcode patches



Conclusion

● Asynchronous Branch Predictor Updates
● Branch Predictor Race Conditions
● Proposed and evaluated mitigations

150

Disclosure:
● 9-month embargo
● microcode patches


	Slide: 1
	Executive Summary (1)
	Executive Summary (2)
	Executive Summary (3)
	Executive Summary (4)
	Executive Summary (5)
	Executive Summary (6)
	Executive Summary (7)
	Executive Summary (8)
	Executive Summary (9)
	Executive Summary (10)
	Executive Summary (11)
	Executive Summary (12)
	Executive Summary (13)
	Executive Summary (14)
	Executive Summary (15)
	Executive Summary (16)
	Branch Prediction Unit (1)
	Branch Prediction Unit (2)
	Branch Prediction Unit (3)
	Branch Prediction Unit (4)
	Branch Prediction Unit (5)
	Branch Prediction Unit (6)
	Branch Prediction Unit (7)
	Branch Prediction Unit (8)
	Branch Prediction Unit (9)
	Branch Prediction Unit (10)
	Branch Prediction Unit (11)
	Branch Prediction Unit (12)
	Spectre v2 (1)
	Spectre v2 (2)
	Spectre v2 (3)
	Spectre v2 (4)
	Spectre v2 (5)
	Spectre v2 (6)
	Spectre v2 (7)
	Spectre v2 (8)
	Spectre v2 (1)
	Spectre v2 (2)
	Spectre v2 (3)
	Spectre v2 (4)
	Spectre v2 (5)
	Spectre v2 (6)
	Spectre v2 (7)
	Spectre v2 (8)
	Spectre v2 (9)
	Spectre v2 (10)
	Spectre v2 (11)
	Spectre v2 (12)
	Spectre v2 (13)
	Spectre v2 (14)
	eIBRS (1)
	eIBRS (2)
	eIBRS (3)
	Testing eIBRS (1)
	Testing eIBRS (2)
	Testing eIBRS (3)
	Testing eIBRS (4)
	Branch Prediction Updates (1)
	Branch Prediction Updates (2)
	Branch Prediction Updates (3)
	Branch Prediction Updates (4)
	Branch Prediction Updates (5)
	Branch Prediction Updates (6)
	Branch Prediction Updates (7)
	Branch Prediction Updates (8)
	Branch Prediction Updates (9)
	Branch Prediction Updates (10)
	Branch Prediction Updates (11)
	Branch Prediction Updates (12)
	Branch Prediction Updates (13)
	Branch Prediction Updates (14)
	Branch Prediction Updates (15)
	Branch Prediction Updates (16)
	Branch Prediction Updates (17)
	Branch Prediction Updates (18)
	Branch Prediction Updates (1)
	Branch Prediction Updates (2)
	Branch Prediction Updates (3)
	Branch Prediction Updates (4)
	Branch Prediction Updates (5)
	Branch Prediction Updates (6)
	Branch Prediction Updates (7)
	Branch Prediction Updates (8)
	Branch Prediction Updates (9)
	Branch Prediction Updates (10)
	Branch Prediction Updates (11)
	Branch Prediction Updates (12)
	Privilege Switch (1)
	Privilege Switch (2)
	Privilege Switch (3)
	Privilege Switch (4)
	Privilege Switch (5)
	Privilege Switch (6)
	Privilege Switch (7)
	Privilege Switch (8)
	Privilege Switch (9)
	Privilege Switch (10)
	Privilege Switch (11)
	Privilege Switch (12)
	Privilege Switch (13)
	Privilege Switch (14)
	Privilege Switch (15)
	Privilege Switch (16)
	Privilege Switch (17)
	Privilege Switch (1)
	Privilege Switch (2)
	Privilege Switch (3)
	Privilege Switch (4)
	Privilege Switch (5)
	Privilege Switch (6)
	Privilege Switch (7)
	Privilege Switch (8)
	Privilege Switch (9)
	Privilege Switch (10)
	Privilege Switch (11)
	Attack (1)
	Attack (2)
	Attack (3)
	Attack (4)
	Attack (5)
	Attack (6)
	Attack (7)
	Attack (8)
	Attack (9)
	Attack (10)
	Attack (11)
	Attack (12)
	Attack (13)
	Attack (14)
	Attack (15)
	Attack (16)
	Attack (17)
	BPRC - Variants (1)
	BPRC - Variants (2)
	BPRC - Variants (3)
	BPRC - Variants (4)
	BPRC - Variants (5)
	BPRC - Variants (6)
	BPRC - Variants (7)
	BPRC - Variants (8)
	Conclusion (1)
	Conclusion (2)
	Conclusion (3)
	Conclusion (4)
	Conclusion (5)
	Conclusion (6)
	Conclusion (7)
	Conclusion (8)
	Conclusion (9)

