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Abstract branch preditions. Indirect Branch Resticted Speculation

Modem branch prediciors prevent Spectre v2 attacks by as-
il oo vl e lign ol s
e restricied 1o, o by providing barriers for invalidating pre-
dictions when swiching contexts. Such branch pradw:luu
teceive branch resolution and privilege domain feedback as
hronously,but it is unclesr whether they ahways consider
ot oner af v, Inthis paet o inpatuce Brch
Predictor Race Conditions (BPRC), a class of vulnerabili-
whete ssynchronous branch predictor operstions violte

(IBRS) is a collective name for BTI defenses that resrict
newly leamed indirect branch target predictions to the cur-
vent prviege domain. mitigting cross-pivilege BT stcks.
telieson slow. microcoded Model Specific Reg
ister (MSR) wites on privilege domain ran
impacting software performance [14], Later processor gener-
ations provide enhanced/Automatic IBRS (eIBRS [15], Au-
toIBRS [14]) as the more effiient successor that remai
always-active after a single MSR wite at boot.time. making

R oy md s St i i e ecommendedotion o peaingoydems by
s in all recent Intel CPUs. Our analysis reveals three  ¥150% If the ihe same privilege "‘“"“" as ik

ey 8 sty Atnckec s indrees Braneh
T 3 ier (IBPB) oy

nd
dictor bariers. Leveraging BPRC., we introduce Branch Prv.

user mode. Our end-to-end BP] explot leaks arbitrary ket
memory from up-to-date Linus systems across si generations
of Intel CPUs. 1 5.6 KiB/s on Intel Raptor Cove,

1 Introduction

The most reliable countemesures against Branch Target In-
jection (BT attacks (also known as Spectre v2) [$,26,25,
2,43,45] are enforced directly by processor microarch

1ure or microcode (... hardware-enforced) 7, 18, 341, These

and AuoIBRS have cerain specification-selated shortcom-
ings 8,382,451, they have so fa been successful at enforc-
ing their basic policy that indirect branch predictions learned
inless privleged donins must b resticted from being used
in more privileged domains.

Branch Predictor Race Conditions (BPRC). To study
BPRC. we design experiments to determine when branch
predictions ae inserid in the branch predictor and wha privi-

it bonch gt precitions. o prielr,we show
indirect branch target tesolution feedbock is m:
lionously by th micoachitctur nd is ot sy

ehronous state

the processor pipeline, r
feilebreding groun for rce ondhdens. Thspaer i
duces Branch Predictor Race Conditions (BPRC), a clas of

ik
e it b e o el ey
indirect branch wailable for future predictions of
the same branch. Following this observation, we find that

inrecording asynchronous prediction fecdback. BPRC vari-
Al ecer

transitions may oceur before new predic-
tions are inserted in the branch predictor and that such pre-

Intel CPUS which we showcase with an end-to-end exploit
that leaks arbitary kernel memory on Intel Raptor C

Hardware-enforced countermeasures. Hardware-enforced
BII defenses may cither restrict or invalidate exploitable

. il
domain on Intel CPUs. These results surface twa concrete
variants of BPRC on Intel elBRS-enabled CPUS, which we
call BPRC(.  and BPRCG .y njecting branch t

dictions from user mode into the kernel and from the guest

2018 2020 2022

2024

2025

17



Branch Prediction Unit

18



Branch Prediction Unit

BPU

19



Branch Prediction Unit

old IP

BPU

20



Branch Prediction Unit

old IP

BPU

21



Branch Prediction Unit

old IP

BPU

22



Branch Prediction Unit

old IP

BPU

new IP

23



Branch Prediction Unit

old IP

BPU

BTB

new IP

24



Branch Prediction Unit

old IP

BPU

BTB

new IP

25



Branch Prediction Unit

old IP

BPU

BTB

IBP

new IP

26



Branch Prediction Unit

old IP

BPU

BTB

IBP

new IP

27



Branch Prediction Unit

old IP

BPU

History

BTB

IBP

new IP

28



Branch Prediction Unit

old IP

BPU History
v 1 v
BTB IBP
v

>

BPU logic

new IP

29



Spectre v2

30



Spectre v2

BTB

31



Spectre v2

call [rax]

BTB

32



Spectre v2

call [rax]

evil()

BTB

33



Spectre v2

call [rax]

evil()

BTB

call

evil()

34



Spectre v2

call [rax]

BTB

call

evil()

35



Spectre v2

call [rax]

BTB

harmless()

call

evil()

36



Spectre v2

call [rax]

harmless()

BTB

call

evil()

37



Spectre v2

call [rax]

-

call [rax] ”\A

|
-V

harmless()

BTB

call

evil()

38



Spectre v2

@ call [rax]

-

call [rax] ”\A

|
-V

harmless()

BTB

call

evil()

39



Spectre v2

@ call [rax]

@ call [rax] ”\A

-

|
-V

harmless()

BTB

call

evil()

40



Spectre v2

Ox555....

call [rax]

@ call [rax] ”\A

-

|
-V

harmless()

BTB

call

evil()

41



Spectre v2

Ox555....

call [rax] —»

OXF.... -

@ call [rax] K

harmless()

BTB

call

evil()

42



Spectre v2

Ox555....

call [rax]

Oxfff....

BTB

@ call [rax]

call

evil()

harmless()

43



Spectre v2

Ox555....

call [rax]

Oxfff....

@ call [rax]

harmless()

BTB

call

evil()

44



Spectre v2

Ox555....

call [rax]

Oxfff....

@ call [rax]

harmless()

BTB

call

evil()

45



Spectre v2

Ox555....

call [rax]

Oxfff....

@ call [rax]

harmless()

BTB

call

evil()

46



Spectre v2

Ox555....

call [rax]

Oxfff....

@ call [rax]

harmless()

BTB

call

evil()

47



Spectre v2

Ox555....

call [rax]

Oxfff....

BTB

@ call [rax]

call

evil()

harmless()

48



Spectre v2

Ox555....

call [rax] —»

OXF.... -

@ call [rax] K

harmless()

BTB

call

evil()

49



Spectre v2

Ox555....

call [rax]

OXF.... -

@ call [rax] K

harmless()

BTB

call

evil()

32 bits

50



Spectre v2

Ox555....

call [rax]

evil_alias()

OXF.... -

@ call [rax] ”\A

harmless()

BTB

call

evil()

32 bits

51



eIBRS

@ call [rax]

@ call [rax] ”\A

-

|
-V

harmless()

BTB

call

evil()

52



eIBRS

@ call [rax]

@ call [rax] ”\A

-

|
-V

harmless()

BTB

call

evil()

53



eIBRS

@ call [rax] —»

) [oon kS

harmless()

BTB

call

evil()

54



Testing eIBRS

@ call [rax] —» evil()

v el

@ call [rax] ’\ ———————

harmless()




Testing eIBRS

@ call [rax] —» evil()

vooevil) ¥

@ call [rax] ’\ ———————

harmless()




Testing eIBRS

@ call [rax] —» evil() —»  syscall

vooevil) ¥

@ call [rax] ’\ ———————

harmless()




Testing eIBRS

@ call [rax] —» evil() —»  syscall

v oevil)

@ call [rax] ’\ ———————

harmless()




Branch Prediction Updates

59



Branch Prediction Updates

Time

60



Branch Prediction Updates

61



Branch Prediction Updates

62



Branch Prediction Updates

Code -~

call [rax]

Time

63



Branch Prediction Updates

Code -1 call [rax]Q """""""""""""""""""""""""

Time >

64



Branch Prediction Updates

cpu -{

Code -~

Time

65



Branch Prediction Updates

CPU | miss ]{ resolve ] ----------------------------------------
Code -1 call [rax]Q """""""""""""""""""""""""
Time >

66



Branch Prediction Updates

CPU | miss ]{ resolve ]{ update ] --------------------
Code -1 call [rax]Q """""""""""""""""""""""""
Time >

67



Branch Prediction Updates

cpu -{

Code -~

miss ]{ resolve ]

update ] ____________________

call [rax]Q -------

call [rax]

Time

68



Branch Prediction Updates

cpu -{

Code -~

miss ]{ resolve ]

update ] ____________________

call [rax]Q -------

call [rax]$— ————————————————————————————

>

Time

69



Branch Prediction Updates

CPU - miss ]{ resolve ] update ] --------------------

Code -1 call [rax]Q ------- delay call [rax] |---
Time >




Branch Prediction Updates

CPU - miss ]{ resolve ] update ] --------------------

Code -1 call [rax]Q """" delay o call [rax]i‘/?_-

Time >




Branch Prediction Updates

>

CPU -1 miss ]{ resolve ] update ]————E—— —————————————
Code -1 «call [rax]@ ------- delay call [rax] Z|§-
Time
100% -
50% -
0%- 1 I 1 1 I
0 256 512 768 1024

72



Branch Prediction Updates

CPU - miss ]{ resolve ]

update

Code -1 «call [rax]Q """"

delay

call [rax]*— -

>

Time

Raptor Cove (RPL-R)

100% -

50% -

0% A

256

512

768

1024

73



Branch Prediction Updates

>

CPU -1 miss ]{ resolve ] update ]————E—— —————————————
Code -1 call [rax]Q ------- delay call [rax] $_-
Time
Raptor Cove (RPL-R)
100% -
Prediction _,,, |
accuracy
0% -

256

512

768

1024

74



Branch Prediction Updates

>

CPU -1 miss ]{ resolve ] update ]““E“ -------------
Code -1 call [rax]Q ------- delay call [rax] $_-
Time
Raptor Cove (RPL-R)
100% A
Prediction _,,, |
accuracy
0% 1

256

512
delay (# NOPs)

768

1024

75



Branch Prediction Updates

CPU -{ miss ]{ resolve ] update ]““E“ -------------
Code -1 call [rax]Q ------- delay call [rax] %--
Time >

Raptor Cove (RPL-R)
100% - p——

Prediction _,, |

accuracy

0% A

0 256 512 768 1024
delay (# NOPs)



Branch Prediction Updates

O,

call [rax]

evil()

BTB

77



Branch Prediction Updates

O,

call [rax]

evil()

BTB

78



Branch Prediction Updates

O,

call [rax]

evil()

BTB

call

evil()

79



Branch Prediction Updates

@ call [rax] —»

evil()

5

=%

BTB

80



Branch Prediction Updates

O,

call [rax]

evil()

G—

BTB

81



Branch Prediction Updates

O,

call [rax]

call

evil()

G—

BTB

82



Branch Prediction Updates

O,

call [rax]

call

evil()

BTB

4
L]
L]
]
L]
L]
]
]
L] '
( .

83



Branch Prediction Updates

O,

call [rax]

call

evil()

G—

BTB

84



Branch Prediction Updates

O,

call [rax]

evil()

G—

BTB

85



Branch Prediction Updates

O,

call [rax]

evil()

BTB

*
*
*
*
*
*
*
*
b

86



Branch Prediction Updates

@ call [rax] —»

evil()

call

c—

=%

BTB

87



Branch Prediction Updates

@ call [rax] —»

evil()

.
.
.
.
.
.
. ®
.
3

call

=%

BTB

call

evil()

88



Privilege Switch

O

call [rax]

evil()

89



Privilege Switch

O

call [rax]

evil()

syscall

90



Privilege Switch

O

call [rax]

evil()

syscall

91



Privilege Switch

@ call [rax] —»

syscall

92



Privilege Switch

@ call [rax] —»

syscall

93



Privilege Switch

@ call [rax] —»

@ call [rax]

syscall

94



Privilege Switch

@ call [rax]

@ call [rax]

syscall

95



Privilege Switch

@ call [rax]

@ call [rax]

syscall

96



Privilege Switch

@ call [rax]

@ call [rax]

syscall

97



Privilege Switch

@ call [rax] —» evil() —»  syscall

©® [} oo
100%
50% -
0% -

0 64 128 192 256 320 384 448 512



Privilege Switch

@ call [rax] —» evil() —»  syscall

? r T T T T T T T
@ call[rax] - - -P:__fv_ilf)___l:

0% A

0 64 128 192 256 320 384 448 512



Privilege Switch

100% A

Signal
rate

0% A

call [rax] —» evil() —»  syscall
call[rax] F-—-» evil) |

————————— J
(I) 6l4 1&8 1é2 2':1)6 350 3é4 4218 5:ll2

50% A

delay (# NOPs)

100



Privilege Switch

Signal
rate

call [rax] —» evil() —»  syscall
? i
call[rax] F—— evil() |
_________ J
6 6I4 158 1SI)2 25;6 350 3;34 4218 5i2

100% A

50% A

0% -

delay (# NOPs)

101



Privilege Switch

Signal
rate

call [rax] —» evil() —»  syscall
? i
call[rax] F—— evil() |
_________ J
6 6I4 158 1SI)2 25;6 350 3;34 4218 5i2

100% A

50% A

0% -

delay (# NOPs)

102



Privilege Switch

call [rax] —» evil() —»  syscall
? i

call[rax] F—— evil() |

6 6I4 158 1SI)2 25;6 350 3é4 4218 5i2

0% A

delay (# NOPs)

103



Privilege Switch

call [rax] —» evil() —»  syscall
? i

call[rax] F—— evil() |

6 6I4 158 1SI)2 25;6 350 3é4 4218 5i2

0% A

delay (# NOPs)

104



Privilege Switch

0% A

call [rax] —» evil() —»  syscall
ARSI
call[rax] F—— evil()
p
>b
_—
\ \ .
p
©moe
. . . . - . . . ‘ \_
0 64 128 192 256 320 384 448 512

delay (# NOPs)

105



Privilege Switch

@ call [rax] —»

evil()

o

=%

BTB

106



Privilege Switch

O,

call [rax]

call

evil()

BTB

107



Privilege Switch

O,

call [rax]

call

evil()

BTB

108



Privilege Switch

O,

call [rax]

evil()

BTB

109



Privilege Switch

O,

call [rax]

evil() —>

syscall

BTB

110



Privilege Switch

O,
O,

call [rax]

evil() —>

syscall

v

BTB

111



Privilege Switch

@ call [rax] —»

evil() —>

syscall

-

call

o

=%

BTB

112



Privilege Switch

@ call [rax] —»

evil() —>

syscall

v

O,

.
.
.
.
.
.
.
.
. ®
.
3

call

o

=%

BTB

113



Privilege Switch

@ call [rax] —»

evil() —>

syscall

v

O,

.
.
.
.
.
.
.
.
. ®
.
3

call

o

=%

vl call

BTB

evil()

114



Privilege Switch

@ call [rax] —»

evil() —>

syscall

.
.
.
.
.
.
.
.
. ®
.
3

P call

BTB

evil()

115



Privilege Switch

@ call [rax] —»

evil() —>

syscall

.
.
.
.
.
.
.
.
. ®
.
3

P call

BTB

evil()

116



Attack

<::::> call [rax]

syscall

117



Attack

<::::> call [rax]

syscall

118



Attack

@ call [rax]

@ call [rax]

syscall

119



Attack

@ call [rax]

@ call [rax]

syscall

120



Attack

@ call [rax]

syscall

@ call [rax]

121



Attack

@ call [rax] —» evil() —»  syscall

1
call[rax] ~--— evil)

()

122



Attack

@ call [rax] —» evil() —»  syscall

R secret

1
call[rax] ~--— evil)

()

123



Attack

(::::) call [rax]

<::::> call [rax]

syscall

P
. v| secret

!

; physmap

!

|

Memory

124



Attack

@ call [rax]

@ call [rax]

syscall
[P
R secret
!
; physmap
I reload buffer
|

125



Attack

@ call [rax] —» evil() —»  syscall

R ~
v| secret '

e e BT L |

e = = . . .

@ il (R - - (_E\ﬁ IS)_ - - f . | physmap |
0. . [ i

"»l reload buffer .

|

| L

126



Attack

@ call [rax] —» evil() —»  syscall

T ~
O\ o secret '

I ----- I-_--—I“““‘.. i I

e . ]

@ call [rax] &V |S)_ | . : physmap |
.. . ] |

"ol reload buffer !

|

| 1

127



Attack

@ call [rax] —» evil() —»  syscall

T ~
O\ O\ o secret '

I ----- I-_--—I“““‘.. i I

e . ]

@ call [rax] &V |S)_ | . : physmap |
.. . ] |

"ol reload buffer !

|

| ]

128



Attack

@ call [rax] —» evil() —»  syscall

T ~
O\ O\ o secret '

s et BT |

e . ]

@ call [rax] &V |£)_ | . : physmap |
° ’0 R 3 i

"ol reload buffer .

|

| ]

129



Attack

@ call [rax] ——» evil() —»  syscall

T ~
O\ O\ v secret |

I _____ ._ -0 -; . . - . - * ‘.. i I

e . ]

@ call [rax] | evi |$)_ T : ; ohysmap ,
= = o |

"»l reload buffer .

|

| L

130



Attack

@ call [rax] ——» evil() —»  syscall

O\ O\ v secret |
I _____ ._ - _—I . . - . - * ‘.. i I
o o — _>| . » o.o
@ Ca” [raX] |___€\Q|S)__—‘r .‘ ; physmap [l

Topl reload buffer

131



Attack

@ call [rax] ——» evil() —»  syscall

O\ O\ v| secret 1.,
I _____ ._ - _—I . . - . - * ‘.. i I
o o — _>| . » o.o
@ Ca” [raX] |___€\Q|S)__—‘r .‘ ; physmap [l

Topl reload buffer

132



Attack

@ call [rax] ——» evil() —»  syscall

O\ O\ v| secret 1.,
I _____ ._ - _—I . . - . - * ‘.. i I
o o — _>| . » o.o
@ Ca” [raX] |___€\Q|S)__—‘r .‘ ; physmap [l

.. s I -
o reload buffer e,

133



BPRC - Variants

Vendor Microarch. Year Defense T rye

Raptor Cove (RPL-R) 2003 eIBRS
Gracemont (RPL-R)
Golden Cove (SPR) 2023 eIBRS
Raptor Cove (RPL) 2022 eIBRS
Gracemont (RPL)

i Golden C ADL

RienCoRlaidly)  soor GRS
Gracemont (ADL)
Cypress Cove (RKL) 2021 eIBRS
Skylake (CML) 2019 eIBRS
Skylake (CFL-R) 2018 eIBRS
Skylake (CFL) 2017 IBRS
Kaby Lake (KBL) 2017 IBRS
Sandy Bridge (SNB) 2012 IBRS
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BPRC - Variants

Vendor Microarch. Year Defense
ABPU*

Raptor Cove (RPL-R) 2023 eIBRS v
Gracemont (RPL-R) v
Golden Cove (SPR) 2023 eIBRS v
Raptor Cove (RPL) 2022 eIBRS v

Intel Gracemont (RPL) v
Golden Cove (ADL) 2021 eIBRS v
Gracemont (ADL) v
Cypress Cove (RKL) 2021 eIBRS 4
Skylake (CML) 2019 eIBRS v
Skylake (CFL-R) 2018 eIBRS v
Skylake (CFL) 2017 IBRS v
Kaby Lake (KBL) 2017 IBRS v
Sandy Bridge (SNB) 2012 IBRS v
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BPRC - Variants

— B | syscall

Y
—>

Vendor Microarch. Year Defense
ABPU*

Raptor Cove (RPL-R) 2023 eIBRS v
Gracemont (RPL-R) v
Golden Cove (SPR) 2023 eIBRS v
Raptor Cove (RPL) 2022 eIBRS v

Intel Gracemont (RPL) v
Golden Cove (ADL) 2021 eIBRS v
Gracemont (ADL) v
Cypress Cove (RKL) 2021 eIBRS 4
Skylake (CML) 2019 eIBRS v
Skylake (CFL-R) 2018 eIBRS v
Skylake (CFL) 2017 IBRS v
Kaby Lake (KBL) 2017 IBRS v
Sandy Bridge (SNB) 2012 IBRS v
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BPRC - Variants

— B | syscall

Y
—>

Vendor Microarch. Year Defense
ABPU“ BPRCy_

Raptor Cove (RPL-R) 2023 eIBRS v v
Gracemont (RPL-R) v v
Golden Cove (SPR) 2023 eIBRS v v
Raptor Cove (RPL) 2022 eIBRS v v

Intel Gracemont (RPL) v v
Golden Cove (ADL) 2021 eIBRS v v
Gracemont (ADL) v v
Cypress Cove (RKL) 2021 eIBRS 4 4
Skylake (CML) 2019 eIBRS v v
Skylake (CFL-R) 2018 eIBRS v v/
Skylake (CFL) 2017 IBRS v X
Kaby Lake (KBL) 2017 IBRS v X
Sandy Bridge (SNB) 2012 IBRS v X
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BPRC - Variants

— B | syscall
— B M vmcall

Y
—>
—>

Vendor Microarch. Year Defense
ABPU“ BPRCy_

Raptor Cove (RPL-R) 2023 eIBRS v v
Gracemont (RPL-R) v v
Golden Cove (SPR) 2023 eIBRS v v
Raptor Cove (RPL) 2022 eIBRS v v

Intel Gracemont (RPL) v v
Golden Cove (ADL) 2021 eIBRS v v
Gracemont (ADL) v v
Cypress Cove (RKL) 2021 eIBRS v v
Skylake (CML) 2019 eIBRS v v
Skylake (CFL-R) 2018 eIBRS v v/
Skylake (CFL) 2017 IBRS v X
Kaby Lake (KBL) 2017 1IBRS v X
Sandy Bridge (SNB) 2012 IBRS v X
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BPRC - Variants

— B | syscall
— B M vmcall

Y
—>
—>

Vendor Microarch. Year Defense Trye
ABPU* BPRCy_x BPRCs,y

Raptor Cove (RPL-R) 2023 eIBRS v v v
Gracemont (RPL-R) v v X
Golden Cove (SPR) 2023 eIBRS v v v
Raptor Cove (RPL) 2022 eIBRS v v v

Intel Gracemont (RPL) v v X
Golden Cove (ADL) 2021 eIBRS v v v
Gracemont (ADL) v v X
Cypress Cove (RKL) 2021 eIBRS 4 4 v
Skylake (CML) 2019 eIBRS v v v
Skylake (CFL-R) 2018 eIBRS v/ v/ v
Skylake (CFL) 2017 IBRS v X X
Kaby Lake (KBL) 2017 IBRS v X X
Sandy Bridge (SNB) 2012 IBRS v X X
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BPRC - Variants

— B | syscall
— B M vmcall
— B | IBPB

vovove

Vendor Microarch. Year Defense Trye
ABPU* BPRCy_x BPRCs,y

Raptor Cove (RPL-R) 2023 eIBRS v v v
Gracemont (RPL-R) v v X
Golden Cove (SPR) 2023 eIBRS v v v
Raptor Cove (RPL) 2022 eIBRS v v v

Intel Gracemont (RPL) v v X
Golden Cove (ADL) 2021 eIBRS v v v
Gracemont (ADL) v v X
Cypress Cove (RKL) 2021 eIBRS v v v
Skylake (CML) 2019 eIBRS v v v
Skylake (CFL-R) 2018 eIBRS v v/ v
Skylake (CFL) 2017 IBRS v X X
Kaby Lake (KBL) 2017 IBRS v X X
Sandy Bridge (SNB) 2012 IBRS v X X
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BPRC - Variants

— B | syscall
— B M vmcall
— B | IBPB

vovove

Vendor Microarch. Year Defense Trye
ABPU* BPRCy_x BPRCs,y BPRCjppp

Raptor Cove (RPL-R) 2023 eIBRS v v v v
Gracemont (RPL-R) v v X X
Golden Cove (SPR) 2023 eIBRS v v v v
Raptor Cove (RPL) 2022 eIBRS v v v v

Intel Gracemont (RPL) v v X X
Golden Cove (ADL) 2021 eIBRS v v v v
Gracemont (ADL) v v X X
Cypress Cove (RKL) 2021 eIBRS v v v v
Skylake (CML) 2019 eIBRS v v v v
Skylake (CFL-R) 2018 eIBRS v v/ v v
Skylake (CFL) 2017 IBRS v X X v
Kaby Lake (KBL) 2017 IBRS v X X v
Sandy Bridge (SNB) 2012 IBRS v X X X
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Conclusion

® Asynchronous Branch Predictor Updates
® Branch Predictor Race Conditions

® Proposed and evaluated mitigations

ETHzirich | EPPSER

Disclosure:
® 9-month embargo
® microcode patches

Vendor Microarch. Year Defense Primitive L Exploitable
ABPU“ BPRCU_,K BPRCG_;,H BPRC[BPB Bypass Mltlg.b

Raptor Cove (RPL-R) 5023 eIBRS v v v v v | Y
Gracemont (RPL-R) v v X X Ve
Golden Cove (SPR) 2023 elBRS v v v v v
Raptor Cove (RPL) 2022 eIBRS v v v v v

Intel Gracemont (RPL) v v X X Ve

nte

Golden Cove (ADL) 2021  eIBRS v v v v v | Y
Gracemont (ADL) v v X X Ve
Cypress Cove (RKL) 2021 eIBRS v v e v _d v
Skylake (CML) 2019 eIBRS v v v v 4 v
Skylake (CFL-R) 2018 eIBRS v v v v _d v

@ Asynchronous Branch Predictor Updates; © BPI exploitable despite BHI_DIS_S; ¢ mitigation reduces success rate; ¢ mitigation unavailable
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