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What is SCA

* Non-profiled scenario

* Know plain/ciphertext from DUA 00100707

110111011
001110111

* Guess about targeted variable

* Profiled scenario
* Know plain/ciphertext from clone device

* Profile building

* Profile matching

00111111
11011111
0101101
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What is Blind-SCA

*Blind scenario

* Plain/ciphertext is not accessible

* Testing hypothesis about target variable

Y
*The main challenges: |||||.-|||I||I||I|||n||||-

* Guess possible value of intermediate data blindly
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How Others Did It:
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What Are The Limitations?

* |n practice it does not work

* More complex microcontroller: ARM Cortex-M4
* The real measurements are much more noisy

* The targeted variables are much bigger and their HW can go to 16

* |t requires precise knowledge of a single Pol




How We Do It;
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Our contributions are:

* We formulate blind problem as Noisy label problem in Deep

Learning (DL)

* We propose an alternative labeling technique: multipoint

clustering

* We practically validated on 3 different algorithms, 4 different

platforms and for first time, on protected implementation




How We Do It

e Specify the random variables
e Calculate joint distribution of (HW(m), HW(y)) for all keys

|




Specifty Attack Points
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Theoretical Joint Distributions

Algorithm 2 (HW (m),HW (y)) Joint Distribution Calcula-
tion for AES

1: for fixed k, k € {0,...,255} do
s for each m, m € {0,...,255} do
Calculate y = Shox(k & m)
Calculate HW (m) and HW (y)
Record occurrence of (HW (m),HW (y)) tuple
end for
Count the frequency of each tuple (HW (m),HW (y))
Divide by the total number of observations
Save values obtained in line 8 as expected theoretical
joint distribution while using key k to be used later
10: end for

28 theoretical distributions = 256 Models
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How We Do It

e Specify the attack point
e Calculate joint distribution of (HW(u,), HW(w,)) for all keys

e Labeling a subset of the traces and train DNN with it
e Predict label of remaining traces using DNN to obtain empirical distribution
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Why Clustering?

*Slicing and VA use a single Pol

* Clustering offers the possibility to use multiple Pols

* More information from the leakage

* Decide about the all the random variables at the same time

* Capture the interaction
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Clustering-Produce Clusters
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Clustering-Provide Labels
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Why DNN?

* Using DNN we can formulate the blind-SCA as a noisy labels problem for

deep neural networks

* Advantages of using DL:

 Allows profiling scenarios using estimated label from clustering

* Captures the input-output relation for HW pairs better
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How We Do It

e Specify the attack point
e Calculate joint distribution of (HW(u,), HW(w,)) for all keys

e Labeling a subset of the traces and train DNN with it
e Predict label of remaining traces using DNN to obtain empirical distribution

e Using Maximum Likelihood
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Using Maximum Likelihood

* Maximum Likelihood criterion is then used to compare empirical

distribution with theoretical distribution (histograms)
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Experimental Results

Target Cw CW (desync) Kyber ASCON
Device 8-bit AVR XMEGA 8-bit AVR XMEGA 32-bit STM32F3 32-bit STM32F3
Linge et al. [2] X X X X
Clavier & Reynaud [1] X X X X
MLP + MC X v v v
MLP + MC + Dropout v v X v
CNN + MC v v v v

v v v v

CNN + MC + Dropout

Tab. 1: Comparison of proposed results on different datasets/devices with prior
works. We highlight successful attacks in v and failed attacks in x.




Thank you!




	Slide 1: Breaking the Blindfold:    Deep Learning-based Blind Side-channel Analysis  
	Slide 2: What is SCA
	Slide 3: What is Blind-SCA
	Slide 4:                         
	Slide 5: How Others Did It:
	Slide 6: What Are The Limitations?
	Slide 7: How We Do It:
	Slide 8: Our contributions are:
	Slide 9: How We Do It
	Slide 10: Specify Attack Points
	Slide 11: Theoretical Joint Distributions
	Slide 12: How We Do It
	Slide 13
	Slide 14
	Slide 15: Why Clustering?
	Slide 16: Clustering-Produce Clusters
	Slide 17: Clustering-Provide Labels
	Slide 18
	Slide 19: Why DNN?
	Slide 20
	Slide 21: How We Do It
	Slide 22
	Slide 23: Using Maximum Likelihood
	Slide 24: Experimental Results
	Slide 25: Thank you!  

