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Overview
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RollingEvidence: Rolling shutter effect as evidence encoding channel
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(@) Rolling shutter effect on
fan motion (spatial aliasing) (b) Rolling shutter effect on lightning (temporal aliasing)

Two types of rolling shutter effect (RS): (a) spatial aliasing and (b) temporal aliasing.

(The images are adopted from https://www.youtube.com/watch?v=4|UgiB4Z6CI| and https://www.youtube.com/watch?v=8FvwhFuifaQ)
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RollingEvidence adopts frequency-shift keying (FSK) with probes surrounded by splitter frequency

E.g., g -fspplfspp2fsp @

Probe Package Design
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with p1 = | fo, f15, /3] and p> = |fi2, fo] (fi € F and p; € P)
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We disregard concerns about communication issues, this allows for a more compact and high-dimensional
probe definition. We employ |P| = 4,096 (frequency permutations from unigram to four-gram) with F|=16.
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For cameras with different readout times, we fix the g
exposure time and adjust frequency dictionary in setup,
ensuring consistent stripe patterns for deep network.
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The upper bound and lower bound of stripe pixel intensity
(proportion to exposure time) with light frequency.
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Two-step work processes of RollingEvidence
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Recording (left) and verification (right).
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(As random seed) \/ \/ \/ Er;ﬁ
R4 Ry, Ry 11

| Embed to subsequent frames
| via rolling shutter effect
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-y Tsp, f2, f4, 13, fsp, --=» fsp, f15, f8, fsp, =--» fsp, 17, f12, fsp, ---

Forward encoding: use previous frame windows to encode subsequent frames.
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Network architecture for extracting stripe intensity curve and simultaneously producing a stripe-free frame
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E% : *R.s.n},endlpo.n:(iﬁ SRANEAN '? Lt 4 k3 (a square wave, see Figure 7). The AMPD algorithm [85] is
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¢ E I :+ : TT I? ‘ o 4 ’ 3 3 o o o e
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1S S S 1 S SO T SO ¢ T £ S robes, we use ResNet34 [29] for multi-class classification b
AN Yy YAV AV ETLY. el s - !
AR ISR T ¥ E‘:é R replacing 2D convolutions with 1D and using cross-entropy
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z I IQ » :: ;0 ;r E: ‘E . . .
¥ ,; : t i % § each stripe pattern to one of 4096 categories, decoding at least

one probe per frame according to its maximum width design.

Stripe Pattern
I I

Cropping Line Cropping Line

Determining the crop lines for stripe pattern.
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Backward detection: decoded probes provide support to previous frame windows.
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Theorem 3.1. The expected value of the random variable
rn, dependent on the arbitrarily sampled probe p,, is 2 In
contrast, the expected value of r, with respect to the selected
probe p,, as delineated in Formula 0, lies within the inter-
val [2 : +L] Given that \; is independently sampled from
U(0, 1) and subsequently normalized, for sufficiently large L,
the empirical expectation of r,, approximates 1.

Theorem 3.2. Given the frame window size S and the aver-
age number of probes Q embedded in a single frame, we can
get the following results with sufficiently large SQ: (1) The
mean of random values Ry, obtained from an individual frame
window (e.g., the kth frame window) using an arbitrarily Sam-
pling schema follows a Bates distribution with E[Ry] = 5 L and

Var[Ry| = ],)SQ, (2) Using a selection schema according to
Formula 6, the mean value approxzmaz‘ely follows a Gaussian

distribution wzth < E[Ri|= 5 L and E [Var[Rk]] = &,
which is a tight bouna’ with large SO.

Theoretical bounds for detecting abnormalities.
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Security Assumptions: We focus on addressing security
concerns within our system by reasonably assuming that cryp-
tographic keys and nonces are securely distributed from the
server to the devices and they cannot be stolen from the server.

Attacker Capabilities: We assume that the attacker is
highly skilled and has substantial computational resources to
use deep learning to extract stripes from genuine videos and
inversely synthesize stripes and fuse them into fake videos.

Attack Goal: Manipulate existing videos (Al-generated or
third-party videos) or tamper with RollingEvidence-captured
videos using forgery techniques to evade verification.

Threat Model

1 \: I_‘-I :
BB | £ R g

Attack Scenario I: Both devices are safe.

 attack vector (a): insertion, deletion, and modification

« attack vector (b): alter fake frames to get same digests
 attack vector (c): copy stripes into fake frames
(

 attack vector (d): guess SK1 and SK2

Attack Scenario Il: The LED is compromised.
 attack vector (e): already know SK2, guess SK1

Attack Scenario Ill: The camera is compromised

« attack vector (f): already know SK1, spoof the
LED (by copying stripes from genuine frames into
forged frames, and generating fake probes based
on manipulated frames).
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System Defense Summary:

« For attack vectors (a), (b) and (c), the difficulty matches that of carrying out a preimage attack on
SHA-256 or comparable security level algorithms with a resistance strength of 128 bits.

« For attack vectors (d) and (e), the brute force search for the size of key space of 22°° is needed.

» The attack vector (f) requires real-time operations synchronized with the LED, hence cooperating
a server-side timestamp nonce in probes can prevent a previously recorded from being replaced

by a newly filmed one
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(a) The equipment for the RollingEvidence prototype.
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(b) The equipment setup for self-labeled dataset (with a zoom-in view of the red section).

lllustration of (a) RollingEvidence prototype, and
(b) equipment for recording self-labeled datasets.

Prototype System and Datasets

PR
ANT GROUP

No. # of D.ur. Filmed Scenes Camera Devices
Samples | (mins)
T1! 12K 60 12 different scenes? Huawel. Mate 60 Pro
and 1Phone 12
T2 | 67K 70 Meeting room 1y, - vei Mate 60 Pro
and Recreation area
DI'| 16K | 80 | 16 different scenes 2| Fuawel Mate 60 Pro
and 1Phone 12
Meetine room and Huawe1 Mate 60 Pro,
D2 | 315K | 180 Recreﬁ o Xiaomi 15 Pro
and 1Phone 12
D3 9k 2,400 | 16 different scenes Huawe‘1 Mat.e 00 Pro
and Xiaomi 15 Pro
D41 | 1.560 | 270 | TUmanlaces o pnvei Mate 60 Pro
with face-swapping
D42 | 840 | 210 suman faces o wvei Mate 60 Pro
with lip-syncing
D5-1 4.320 1,080 Meeting room Huawe1 Mate 60 Pro
D5-2 | 3,840 960 Garden Huawei Mate 60 Pro
D6 3.840 1,920 Meeting room Huawe1 Mate 60 Pro
D7 3.840 960 Meeting room Huawei Mate 60 Pro
D8 3.600 840 Recreation area Huawei Mate 60 Pro

| These videos are recorded with the equipment shown in Figure 8b.
2 Figure 9 shows these scenes (dataset T1 contains only first 12 scenes).

HFRHR

Description of all datasets used in experiments.



JA™ [5ENIX

SECURITY SYMPOSIIM Performance of Tampering Detection BREED | $F R
Type Scene Ac curacy (%) | FRR (%) | FAR (%) Tamperer Det.ect(.)r ACC (%) FRR (%) FAR (%)
R A 9970 0.00 0.40 Rethinking 87.92/88.75 | 37.50/37.50 | 3.61/2.50
ecreation Area ' ' ' SimSwap AVFF 0021/91.04 | 7.5077.50 | 10.56/9.44
Meeting Room 99.71 0.00 0.39 RollingEvidence | 100.00 0.00 0.00
Plants 99.32 0.00 0.91 Rethinking | 88.54/87.08 | 37.50/37.50 | 2.78/4.72
Reception Desk 99.43 0.00 0.76 E4S AVFF 92.71/91.67 | 7.50/7.50 7.22/8.61
Static Kitchen 00 R4 0.00 0.22 RollingEvidence 100.00 0.00 0.00
Scene Wooden Rack 99.64 0.00 0.48 * In results marked by -/-, the number before slash refers to striped videos,
Cubby Locker 00 .62 0.00 0.51 and the number after to strip-free videos derived from deep network.
I . : :
Lawn 9941 0.00 0.78 Face swapping detection results of various methods.
Garden® 99.78 0.00 0.29
Coffee Room 990.84 0.00 0.22 Tamperer Detector ACC (%) | FRR (%) | FAR (%)
Presentation 99.66 0.00 0.46 Rethinking 82.28 37.50 11.02
Printing 00 44 0.00 0.75 LatentSync AVFF 93.67 7.50 5.93
Dynamic Desk Work 00 83 0.00 0.3 RollingEvidence | 100.00 0.00 0.00
. Rethinking 85.02 37.50 7.34
T2
Scene Billboard ’) 99.31 0.00 0.92 SadTalker AVEE 07409 T30 537
Break Room~ 99.35 0.00 0.86 RollingEvidence | 100.00 0.00 0.00
Walking 99.42 0.58 0.58
Both Total 99 59 004 033 Lip syncing detection results of various methods.
' These videos are recorded outdoors. Camera Device ACC (%) | Precision (%) | Recall (%)
2 These videos involve camera motion during filming. iPhone 12 04.52 05.39 04.50
Xiaomi 15 Pro 96.43 97.24 96.40
Detection performance of video tampering involving Huawei Mate 60 Pro | 97.55 93.48 97.54

insertion, removal, and alteration operations. Deep network performance of probe decoding.
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Recreation Area Meeting Room Plants Reception Desk
(MSE=0.0473, SSIM=0.9534) (MSE=0.0008, SSIM=0.9378) (MSE=0.0006, SSIM=0.9353) (MSE=0.0382, SSIM=0.9320)

Kitchen Wooden Rack Cubby Locker Coffee Room
(MSE=0.0013, SSIM=0.9290) (MSE=0.0416, SSIM=0.9387) (MSE=0.0411, SSIM=0.9572) (MSE=0.0006, SSIM=0.9343)

D

Presentation Printing Desk Work Walking
(MSE=0.0359, SSIM=0.9272) (MSE=0.0431, SSIM=0.9317) (MSE=0.0422, SSIM=0.9126)

OOOCE000
000000000
On000000000L
[8/aaaia]a o8]
OOOEO00
0000000000
0000000000

Lawn Garden Billboard Break Room
(MSE=0.0314, SSIM=0.9183) (MSE=0.0185, SSIM=0.9248) (MSE=0.0414, SSIM=0.9221) (MSE=0.0488, SSIM=0.9051)

4 4
- -
- - -

Performance for extracting intensity curves and generating stripe-free videos across 13 indoor and 3 outdoor locations
(left: captured frames, middle: de-striped frames, right: ground truth); The last two scenes were captured with camera moving.
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Detection Error Rates (FAR/FRR)
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0.625

—e— FRR under different LED illumination intensity 8232 —e— FRR of non-tampered videos (1)82 —e— FRR of non-tampered videos

—e— FAR under different LED illumination intensity 8?3? ) —e— FAR of tampered videos 0.90 1 —e— FAR of tampered videos

—+— FRR under different environment illumination intensity g 0.500 - g 0.85 1

FAR under different environment illumination intensity - 8-2;8: 3 832 |
< o€ Y72
< 0.425 - <€ 0.70 -
L 0.400 - = 0.65 -
v 0.375 A v ' i
9 0.350 1 @ 060
@ 0.325 A g 0.551
@ 0.300 1 C 0.50 1
5 0.275 A S 0.45
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W 0.225 - W o 3e
€ 0.200 - c -
© 0.175 - 8 0.30 A
$ 0.150 1 5 0.251
2 0.1251 +0.20 1
¥ 0.100 - 8 0.15 -
0 0.075 A 0.10 -
i p— T—v—=a 0.025 | 0.0 —— —— 2
. : : | ! ! ! i ! ! ! 0000 4 T ———— O 0.00 A o —
-215 =205 -195 =185 -175 =165 -=155 =145 -=135 -=125 . . ' ' . ' T N ' ! ' T T
SNR 5 15 30 60 90 120 150 128 256 512 1024 2048 4096
Window Size Probe Dimension
(@) Impact of signal-to—-noise ratio (SNR) on system performance. (b) Impact of window size on system performance. (c) Impact of probe dimension on system performance.

Impact of parameters on system performance.
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False Acceptance Rate of tampered Videos
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Selecting Support Rate Threshold
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Support Rate Threshold T
(b) FAR of tampered videos with support rate threshold.

EYINGE
ANT GROUP
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Selecting an appropriate support rate threshold and the corresponding range of window numbers.
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We summarize the contributions of our work as follows.

* We propose an active system that uses the rolling shutter effect to embed tamper-resistant
probes In real-time video recording at the physical layer.

* We introduce an autoregressive encoding scheme that generates compact, high-dimensional
probes using prior frames and device-specific keys for efficient tamper detection.

* We design a multitask deep network to extract embedded stripe patterns, decode probes, and
detect tampered frames with theoretical and experimental validation.

* We implement a prototype and conduct extensive experiments to demonstrate the efficiency
and strong security guarantees of our RollingEvidence framework.
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Thanks!



