


RollingEvidence: Rolling shutter effect as evidence encoding channel

Application scenarios of RollingEvidence

Overview



Two types of rolling shutter effect (RS): (a) spatial aliasing and (b) temporal aliasing.
(The images are adopted from https://www.youtube.com/watch?v=4IUgiB4Z6CI and https://www.youtube.com/watch?v=8FvwhFuifaQ)

By utilizing RS’s temporal aliasing,

we autoregressively embed probes into videos.

Embedding Probes via Rolling Shutter Effect



RollingEvidence adopts frequency-shift keying (FSK) with probes surrounded by splitter frequency

withE.g., 

We disregard concerns about communication issues, this allows for a more compact and high-dimensional 
probe definition. We employ = 4,096 (frequency permutations from unigram to four-gram) with       =16.

Probe Package Design



The upper bound and lower bound of stripe pixel intensity 
(proportion to exposure time) with light frequency.

For cameras with different readout times, we fix the 
exposure time and adjust frequency dictionary in setup, 
ensuring consistent stripe patterns for deep network. 

(in prototype system, L=16 and w0=100)

Light Frequencies for Different Cameras



Recording (left) and verification (right).

Two-step work processes of RollingEvidence



Forward encoding: use previous frame windows to encode subsequent frames.

Autoregressive and Stochastic Encoding of Probes



Network architecture for extracting stripe intensity curve and simultaneously producing a stripe-free frame.

Row attention module.

Neural Network for Stipe Extraction and Elimination



Determining the crop lines for stripe pattern.

Stripe Pattern Cropping and Probe Decoding



Backward detection: decoded probes provide support to previous frame windows.

Tampering Detection with Exponential-min Implication



Theoretical bounds for detecting abnormalities.

Theoretical Limits on Tampering Significance



Attack Scenario I: Both devices are safe.

Attack Scenario II: The LED is compromised.

Attack Scenario III: The camera is compromised

• attack vector (a): insertion, deletion, and modification
• attack vector (b): alter fake frames to get same digests
• attack vector (c): copy stripes into fake frames
• attack vector (d): guess SK1 and SK2

• attack vector (e): already know SK2, guess SK1

• attack vector (f): already know SK1, spoof the 
LED (by copying stripes from genuine frames into
forged frames, and generating fake probes based
on manipulated frames).

Threat Model



System Defense Summary:

• For attack vectors (a), (b) and (c), the difficulty matches that of carrying out a preimage attack on
SHA-256 or comparable security level algorithms with a resistance strength of 128 bits.

• For attack vectors (d) and (e), the brute force search for the size of key space of 2256 is needed.

• The attack vector (f) requires real-time operations synchronized with the LED, hence cooperating
a server-side timestamp nonce in probes can prevent a previously recorded from being replaced
by a newly filmed one

Threat Model



Illustration of (a) RollingEvidence prototype, and 
(b) equipment for recording self-labeled datasets. Description of all datasets used in experiments.

Prototype System and Datasets



Detection performance of video tampering involving 
insertion, removal, and alteration operations.

Face swapping detection results of various methods.

Lip syncing detection results of various methods.

Deep network performance of probe decoding.

Performance of Tampering Detection



Performance for extracting intensity curves and generating stripe-free videos across 13 indoor and 3 outdoor locations
(left: captured frames, middle: de-striped frames, right: ground truth); The last two scenes were captured with camera moving.

Performance of Verification Sub-modules



Impact of parameters on system performance.

Impact of Parameters on System Performance



Selecting an appropriate support rate threshold and the corresponding range of window numbers.

Selecting Support Rate Threshold



Conclusions

We summarize the contributions of our work as follows.

• We propose an active system that uses the rolling shutter effect to embed tamper-resistant 
probes in real-time video recording at the physical layer.

• We introduce an autoregressive encoding scheme that generates compact, high-dimensional 
probes using prior frames and device-specific keys for efficient tamper detection.

• We design a multitask deep network to extract embedded stripe patterns, decode probes, and 
detect tampered frames with theoretical and experimental validation.

• We implement a prototype and conduct extensive experiments to demonstrate the efficiency 
and strong security guarantees of our RollingEvidence framework.



Thanks!


