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Background - Cloud-Centric IoT vs Cloudless IoT

Cloud-Centric IoT Cloudless IoT

v.s.

Cloud-Centric IoT devices (e.g., Smart Locks):

l Relies on cloud server & behind NAT

l Limited capabilities

l Potential privacy & reliability risks⚠

Cloudless IoT devices (e.g., NAS, NVR / DVR):

l Substantial computational capacity

l Self-Hosted Data 😊

l Direct Internet Access

 → Directly Exposed to Threats🛡

User

Direct Access

Devices
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Background - The Onion Router (Tor)

Internal Traffic: OR ↔ OR / OR ↔ OP; encrypted 

External Traffic: exit routers ↔ servers; unencrypted*

Detecting IoT traffic on our lab-deployed Tor exit routers raised a critical question:

Why would anyone need the anonymity of Tor to access their own IoT devices?

* If end-to-end encryption is not implemented between users and servers
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Motivating Example
l Hackers are leveraging Tor's anonymity to exploit zero-day vulnerabilities against cloudless IoT devices

If we can analyze the traffic passing through Tor, we might uncover the 
vulnerabilities being actively exploited by these malicious actors

Attacker was exploiting 0-day vuln to implant a backdoor
Decoded string:`echo -e ‘<?php @eval($_POST[’a‘]);?>’ > 

/www/ tmp/custom_language_en.php`
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Ethics Considerations

l IRB → Not human subjects research

l Data Protection

Ø Kept data confidential and secure 

Ø Tor's inherent anonymity which ensures the 

privacy of users (source IP)

Ø No PII ever analyzed

l Ethical complexities 

Ø Pros: Responsible disclosure for public safety 

and adoption for intrusion detection for Tor

Ø Cons: Analysis of data from a system 

intended to ensure privacy and anonymity

Ø Consulting Tor Research Safety Board

l Ethical “Trolley Problem”

Protecting public safety from 
Tor-abusing attackers

Analyzing data from 
privacy-focused networks
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Design of TORCHLIGHT - Overview

TORCHLIGHT: a system designed to collect, discover, and analyze IoT attacks at Tor exits

5



Traffic 
Type

Traffic Direction

Inbound Outbound

Src. IP Dest. IP Src. IP Dest. IP

Internal OR OR OR OR

External Server OR OR Server

Design of TORCHLIGHT - Tor Exit Traffic Collector

But there are more than 7000 discrete Tor IP addresses!

l Distinction between Tor internal and external traffic：

Differentiate
(Src. IP, Dest. IP) pairs!

l Use ipset (an iptables extension) to perform this check in 

the OS kernel, leveraging its hash structure for fast access:

Ø Fetch Tor consensus files

Ø Add rules to iptables ( with NFQUEUE target)

Ø Sniff, store & send to our NAS via encrypted SSH channel 6

Step I: Collecting External Traffic Online with the Resource-Limited VPSs



Step II: Filtering Out Irrelevant Data Offline

1. Filter traffic by common cloudless IoT protocols: HTTP, RTSP, FTP, & Telnet

2. Empirically exclude irrelevant data from three perspectives:

① Top 1M Sites: Exclude traffic to common clear web domains (using Cisco 

Umbrella's top 1 million domains list)

② Hosting Provider ASNs: Exclude traffic associated with hosting providers, as 

they're not IoT-related (using IPINFO* data)

③ Status Responses: 

• Discard HTTP error responses (e.g., 5XX) 

• Discard Telnet command sequences (Interpret As Command, IAC)

* https://ipinfo.io/

Design of TORCHLIGHT - Tor Exit Traffic Collector
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1https://gitlab.torproject.org/tpo/core/tor
2A basic VPS with one CPU, 2GB of RAM & 50GB of storage costs only $12 per month

Design of TORCHLIGHT - Deployment Planner

Theoretical Analysis: Based on the Tor source code, we 
studied the exit router selection algorithm in Tor's circuit 
construction1, indicating:

Higher Bandwidth → Higher Selection Probability

Algorithm Goal: Given that VPS resources are limited2, and 
high-specification servers are expensive, the objective of our 
deployment strategy algorithm is:

Maximize bandwidth on a fixed budget by 
deploying cost-effective nodes

!

(I) Calculating Weights and Sorting the Nodes

(II) Formulating the Deployment Plan 
and Deploying Nodes
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Design of TORCHLIGHT - LLM-based IoT Traffic Analyzer

Step I: Recognizing Device Names In Traffic

l Preliminarily identify IoT entities in responses

Ø IoT entities: vendors, types and models 

Ø Adopt in-context learning

l Prompt the LLM to re-verify the IoT entities 

it has recognized previously, addressing the 

hallucination problem 

Step II: Self-Verifying for Name Confirmation
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Step III: RAG for Incomplete Name Completion

l Issue: 'IPC-HFW2231S' was identified 

from the response, yet its vendor & type 

were missing

l Method(RAG): Harvest latent docs (titles 

/ snippets)  from search engine ➔Prompt 

the LLM to complete missing vendor and 

type information

Design of TORCHLIGHT - LLM-based IoT Traffic Analyzer
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Step IV: Confirming IoT Device Traffic

l Issue: Simply identifying IoT entities in responses doesn't confirm the traffic is IoT-generated. 

The above example shows traffic from a blog post that mentions a Sony camera

l Method: Prompt the LLM to make a judgement: Does this response originate from the IoT 

device itself, or is it just a webpage discussing the device?

Design of TORCHLIGHT - LLM-based IoT Traffic Analyzer
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Step V: Analyzing the Attacking Traffic

l Method: Prompt the LLM to perform binary classification based on inputs to identify attack types

l Input: Inputs vary for the different types of attack detection

Ø CMD Injection & Path Traversal: HTTP request

Ø Info disclosure: HTTP request & its corresponding response

Ø FTP Anomalies: FTP session data

Design of TORCHLIGHT - LLM-based IoT Traffic Analyzer
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Evaluation

1. Collected Exit Traffic Distribution

Ø 3 Tor exit relays deployed in Las Vegas, New York & Miami for an annual cost of $196

Ø 26.506 TB of traffic collected: 17.092 TB from Las Vegas, 4.707 TB each from New York & Miami

Ø 60.4M+ responses were captured (including HTTP, Telnet, FTP & RTSP responses)

RQ1: How effective is TORCHLIGHT identifying IoT devices from traffic datasets?

2. IoT Device Traffic Identification

3. Attack Detection

*Feng et al., " Acquisitional rule-based engine for discovering {Internet-of-Things} devices," USENIX Security 2018

Dataset ACC Prec Rec F1 FPR FNR

CMD Inj. 0.9940 0.9545 0.9767 0.9655 0.0044 0.0233

Info Disc. 0.9660 0.8132 1.000 0.8970 0.0399 0.0000

Path Trav. 0.9640 0.8361 0.8644 0.8500 0.0227 0.1356

FTP Anom. 0.9100 0.8995 0.9974 0.9460 0.4190 0.0025

Dataset Coverage Accuracy Precision Macro-F1

Tor Traffic 0.9385 0.9384 0.9260 0.8671

ARE* 0.9365 0.9759 0.9472 0.8857
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Evaluation

Distribution of Device Vendors and Types

Ø Discovered traffic from 50,874 unique IoT devices across 148 countries

Ø DVRs (54.9%) & cameras (36.5%) are the most identified device types

Ø Qualvision (40.9%) leads vendors, followed by TVT (10.9%) & Hikvision (6.3%)

RQ2: Which types of IoT devices are most frequently accessed within the Tor network?

Device Type Number (%) Vendor Number (%)

DVR 11,062 (54.9) Qualvision 14,172 (40.9)

Camera 7,346 (36.5) TVT 3,776 (10.9)

NVR 700 (3.5) Hikvision 2,184 (6.3)

Router 313 (1.6) Dahua 2,050 (5.9)

NAS 284 (1.4) Hipcam 653 (1.9)

ONT 181 (0.9) MikroTik 420 (1.2)

Gateway 112 (0.6) Topsvision 353 (1.1)
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All Passwords Non-Dictionary Passwords

admin 12345678 GRwvcj8j tp-link

111111 12345admin tlJwpbo6 reolink

1111 abc12345 meinsm fliradmin

12345 1234 wbox aiphone

11111 123456789 wbox123 Dinion

Evaluation

Distribution of Device Vendors and Types.

Ø Failed Login Attempts1: Majority of the traffic targeting these devices involves failed 

password cracking attempts via RTSP and FTP protocols

• Non-dictionary common passwords2 are often device-related: 

• reolink, tp-link and Dinion are associated with security camera / router companies 

• GRwvcj8j and tlJwpbo6 are linked to HiSilicon3 

RQ2: Which types of IoT devices are most frequently accessed within the Tor network?

1For ethics reasons, we focus on analyzing credentials used in the failed login attempts
2https:// hashmob.net/resources/hashmob
3https://gist.github.com/dark-lbp/dee1f351a8d84656a0f57aa0d5279449

Attackers are not just guessing blindly; 
they are researching their targets to find 

device-specific credentials

Takeaway
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Evaluation

We identified 45 vulns (29 zero-day exploits 

& 25 CVE numbers assigned).

1. Severity of Vulns: CVSS severity: 14 

critical, 8 high, 18 medium, 1 low

2. Estimated Prices: Based on VulDB's algo, 

these vulns are valued at ~$312,000 in the 

exploit market: 8 vulns valued $10k-$25k, 3 

vulns valued $5k-$10k…

RQ3: What vulnerabilities are exploited in IoT traffic?
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Evaluation

3. Devices Affected by Vulns: ~12.71M 

vulnerable devices are exposed online (via 

FOFA search). The most prevalent, Dahua 

DH-IPC-Hx DVRs (~2.7M), face a critical 

vuln enabling privileged access

4. Legacy Products: Attackers tend to 

target legacy products.

Ø E.g., One D-Link NAS has 6 zero-day 

vulns from 2018 firmware; vendor 

confirmed End-of-Life

RQ3: What vulnerabilities are exploited in IoT traffic?
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Evaluation

3. Attack Attempts by Exploiting Vulnerabilities:

Ø Manually crafted 45 custom Suricata rules

Ø Found more than 90,047 vulnerability

exploitation attempts

Ø CVE-2017-7577 (path traversal) drove June's 

exploitation peak

Ø Lowest exploitation of CVE-2019-7194 (QNAP 

NAS) (2 in 12 months) highlights LLM-based IoT 

Traffic Analyzer's effectiveness.

RQ3: What vulnerabilities are exploited in IoT traffic?
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Case Study - Infiltration

Select D-Link NAS as a representative example: 

l Reconnaissance

Ø The initial request exploits CVE-2024-3274 for 

device/firmware info

Ø Subsequent request tests for CVE-2024-3272 

(hardcoded credentials) and CVE-2024-3273 

(command injection) by injecting a unique string

l Exploitation

Ø Attackers exploit the vulnerabilities to implant 

backdoor scripts or tools ( like BusyBox)

Attackers employ dependency-linked exploitation to infiltrate IoT devices
Takeaway
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Conclusion

l Attackers are leveraging Tor's anonymity to exploit cloudless IoT devices

l TORCHLIGHT identified 45 vulns (29 zero-day & 25 CVE assigned & 14 CRITICAL)

l ~12.71M devices are exposed to severe risks like authentication bypass, CMD injection…

l Strong interest from cybersecurity community highlights critical need for proactive IoT defense

l Ethical complexities shall be considered in similar research

Artifact
Thank You!
pymz@seu.edu.cn
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