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In the paper we:

e Formalize CSAL protocols

e Detail a full CSAL protocol and formally analyze it

e Proof-of-concept CSAL implementation and deployment considerations
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resettable hardware IDs.
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® Log privacy and session unlinkability against server
e “Ability to access” log entries

Theorem: Cannot have privacy and access all log entries.

e Define reachability graph to
characterize ciphertext access
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® Log privacy and session unlinkability against server
e “Ability to access” log entries

Theorem: Cannot have privacy and access all log entries.

e Define reachability graph to
characterize ciphertext access

Theorem: Assuming secure encryption, our scheme achieves

privacy, unlinkability, and log access determined by the
reachability graph
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b+ DO (strp)

Return
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u— Stl—p —3$ 7,

b s
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LoginL} Return
Ifc>
(sid, s InitClie]
Ye,sid KA p

Return | stp <
Actionl] Login(
If v, Ifec >

.i .
(ste, SJ (sid, st|
Return | V[s%d]
Return

Re-enc

If’Yc,si "
(ste, sa] 1f +[sid

Return| ¢ < gl
(ste, st

Action

Return

Re-enc
| 1Ir fy[sii

LISH,prune(A)
sty <8 L5 ; win < 0
e

Return win

InitClient
pi—p+1; st <81,

Login(e, 0S, CL, RP)

If ¢ > p then Return L

(sid, stc, strp) <3 L((stc, 0S8, CI
Ye,sid True

g+—qg+1

T*[q] «+ (INIT, ¢, sid, OS, CL, R
Return (sid, st.)

Action(e, sid, 0S8, CL, RP)

If ¢, si4 = L then Return L
(ste, stp) <38 N ((ste, sid, 0S, C
g+q+1
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CSAL deployment architecture: OS authentication

e Based on the FIDO2 framework
o Specifications for device authentication
o WebAuthn = Passkeys
s APl to register and authenticate users using an authenticator
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Proof of concept

e Prototype Python implementation of a server, client, and encryptor
o Login:
m Bandwidth: ~5KB per single session login
m Latency: 146ms for single session login
o ASI log retrieval:
m Bandwidth: ~2.6KB for one session
m Latency: 0.63ms for single entry
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e Prototype Python implementation of a server, client, and encryptor
o Login:
m Bandwidth: ~5KB per single session login
m Latency: 146ms for single session login
o ASI log retrieval:
m Bandwidth: ~2.6KB for one session
m Latency: 0.63ms for single entry

Performance-wise, the system is practical
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Future work

e Deployment

o Collaboration between OS vendors and browsers and other clients
o Similar to FIDO2

e Formalization against malicious server

e ASIs potential risks
o Risks of user monitoring by abuser

e ASIs UX

o What type of information should we include in ASIs?
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Encrypted Access Logging for Online Accounts:
Device Attributions without Device Tracking

Takeaways:

» ASIs are important

» Trade-offs between integrity,

privacy, and full access to logs Carolina Ortega Pérez Alaa Daffalla

carolina@cs.cornell.edu alaadaffalla@cs.cornell.edu
» OS signed identifiers prevent other @ @

users from tampering with logs
* Encryption ensures privacy from server

* Open challenges surrounding
architecture that requires collaboration

between OS vendors and platforms Thomas Ristenpart Paper:
ristenpart@cornell.edu https://bit.ly/452AiTa
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