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ASIs integrity is a problem…

…what can we do about it?
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● Do not rely on external services 

● Require OS support (browsers are untrusted)
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We propose client-side-encrypted access logging (CSAL) protocols 

● Agnostic to authentication mechanisms

● Do not rely on external services 

● Require OS support (browsers are untrusted)

In the paper we:

● Formalize CSAL protocols

● Detail a full CSAL protocol and formally analyze it

● Proof-of-concept CSAL implementation and deployment considerations
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Performance-wise, the system is practical



Future work

● Deployment
○ Collaboration between OS vendors and browsers and other clients

○ Similar to FIDO2

● Formalization against malicious server

● ASIs potential risks
○ Risks of user monitoring by abuser

● ASIs UX

○ What type of information should we include in ASIs?

15
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Takeaways:

• ASIs are important

• Trade-offs between integrity, 
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