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PROSPER Attacks

PROSPER — Payment Re-routing on Social media
via Personal Impersonation
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User Survey

System e o o

Tailored
Search /S e
Queries
Automated PROSPER attack data collection pipeline
5
0 o, @ X4
Trigger Tweet PROSPER
Hunter | | Attack Tracker
i 3
®-®
Count API Handle edit distances

|

Semi-manual
Validation




Data Collection
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Temporal Analysis

Rapid Launch: 80% of PROSPER attacks start
within 10 minutes of the trigger tweet.
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Temporal Analysis

Rapid Launch: 80% of PROSPER attacks start Display Gap: X truncates handles after ~30

within 10 minutes of the trigger tweet. characters on some mobiles
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Qualitative Analysis

Adaptive Impersonation: Attackers
adjust behavior with evasion and
coercion tactics
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Qualitative Analysis

* Exploiting Payment Systems: Evasion & Coercion Tactics:
Abuse PayPal’s “Friends and Use emotional appeals (e.g., urgency).
Family” option to avoid buyer Deliberately misspell platform names

protection. (e.g., “PyPl”) to evade detection.




Recommendations

Restrict account handles changes.

Integrated impersonation monitoring and detection system.
Ul Enhancements for account handle display.

Warnings for High-Risk Transactions.

Holistic multi-stakeholder collaboration for mitigation.
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