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CKKS: Native SIMD Operations
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CKKS: Value Comparison (𝑥𝑥 > 𝑦𝑦)

𝑥𝑥 > 𝑦𝑦 =
sign 𝑥𝑥 − 𝑦𝑦 + 1

2
= �

 1, 𝑥𝑥 > 𝑦𝑦
0.5, 𝑥𝑥 = 𝑦𝑦
 0,  𝑥𝑥 < 𝑦𝑦
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EXPENSIVE!
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Computational Bottleneck
This operation is a bottleneck in comparison-heavy algorithms:
• Ranking
• Computing minimum/maximum
• Sorting

F. Mazzone, M. Everts, F. Hahn, A. Peter. “Efficient Ranking, Order Statistics, and Sorting under CKKS”          f.mazzone@utwente.nl            University of Twente (Netherlands) 4/13



Computational Bottleneck
This operation is a bottleneck in comparison-heavy algorithms:
• Ranking
• Computing minimum/maximum
• Sorting

CHALLENGE: You can’t work with individual values!

F. Mazzone, M. Everts, F. Hahn, A. Peter. “Efficient Ranking, Order Statistics, and Sorting under CKKS”          f.mazzone@utwente.nl            University of Twente (Netherlands) 4/13



Computational Bottleneck
This operation is a bottleneck in comparison-heavy algorithms:
• Ranking
• Computing minimum/maximum
• Sorting

CHALLENGE: You can’t work with individual values!

F. Mazzone, M. Everts, F. Hahn, A. Peter. “Efficient Ranking, Order Statistics, and Sorting under CKKS”          f.mazzone@utwente.nl            University of Twente (Netherlands) 4/13

1.0

-1.0

1.0 -2.5 3.2 0.0 4.5 -1.0 -3.3 2.2

-1.0 2.0 1.8 -3.0 -0.5 1.0 0.3 0.8

same cost



Existing Solutions – Swap-Based Methods
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Paper Method Comparison Depth Complexity

Chatterjee et al.
(Indocrypt 2013)

Bubble Sort,
Insertion Sort 𝑁𝑁2 𝑂𝑂 𝑁𝑁2

Chatterjee et al.
(IEEE TSC 2017) Quick Sort 𝑁𝑁2 𝑂𝑂 𝑁𝑁2

Emmadi et al.
(ICCCRI 2015)

Bitonic Sort,
Odd-Even Merge Sort log2 𝑁𝑁 𝑂𝑂 𝑁𝑁 log2 𝑁𝑁

Lu et al.
(IEEE S&P 2021) Bitonic Sort log2 𝑁𝑁 𝑂𝑂 𝑁𝑁 log2 𝑁𝑁

Hong et al.
(IEEE TIFS 2021)

k-Way Sorting 
Networks 𝑘𝑘 log𝑘𝑘2 𝑁𝑁 𝑂𝑂 𝑁𝑁𝑁𝑁 log𝑘𝑘2 𝑁𝑁



GOAL
To reduce the comparison depth of comparison-based algorithms 
under FHE.
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GOAL
To reduce the comparison depth of comparison-based algorithms 
under FHE.

CONTRIBUTION
We design algorithms for ranking, order statistics, and sorting under 
CKKS that requires a comparison depth of at most 2.
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Our Idea to Minimize Comparisons

• Use SIMD to compare all elements at once.
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Row-Wise Encoding of a Matrix

row-wise

encoding
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Matrix Operations

log𝑁𝑁 additions and rotations
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Ranking 20 30 10 40

Input vector
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Sorting = Extracting all 𝑵𝑵 order statistics 
(in parallel)
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Limitation

F. Mazzone, M. Everts, F. Hahn, A. Peter. “Efficient Ranking, Order Statistics, and Sorting under CKKS”          f.mazzone@utwente.nl            University of Twente (Netherlands) 11/13

Our solution is very efficient only if 𝑁𝑁 ≤ 𝑛𝑛 (number of ciphertext slots)



Limitation

SortingArgmax
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Our solution Swap-Based solutions
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Many Applications in Machine Learning
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Many Applications in Machine Learning
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progress!
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