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CKKS: Native SIMD Operations
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CKKS: Value Comparison (x > y)
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CKKS: Value Comparison (x > y)

sign(x —y) + 1 1, x>y
x>y = 5 =< 0.5, X=7y
0, x <y
degree 8 degree 16 degree 32

degree 64

EXPENSIVE!
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Computational Bottleneck

This operation is a bottleneck in comparison-heavy algorithms:
* Ranking

 Computing minimum/maximum

* Sorting
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Existing Solutions — Swap-Based Methods
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GOAL

To reduce the comparison depth of comparison-based algorithms
under FHE.
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GOAL

To reduce the comparison depth of comparison-based algorithms
under FHE.

CONTRIBUTION

We design algorithms for ranking, order statistics, and sorting under
CKKS that requires a comparison depth of at most 2.
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Our ldea to Minimize Comparisons

* Use SIMD to compare all elements at once.

X Xy (X X3 X3 X3
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Row-Wise Encoding of a Matrix
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Matrix Operations

SUM

SumR >
ﬁ

SumC

L

log N additions and rotations
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Matrix Operations

SUM TRANSPOSE
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Matrix Operations

SUM TRANSPOSE REPLICATE
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Ranking
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Input vector
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Ranking

Extracting 1 order statistic

1, |x —al < 0.5

indq (x) = 0, otherwise

Sorting = Extracting all N order statistics
(in parallel)
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Ll m |tat| O Oursolution is very efficient only if N < /n (number of ciphertext slots)
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Limitation

—e— our solution —— NEXUS
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Ll MITATION  our solution is very efficient only if N < v/7 (number of ciphertext slots)
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Our solution Swap-Based solutions

Small constant costs. Large constant costs.
Bad scaling (quadratic). Good scaling (logarithmic).
Highly parallelizable. Limited parallelization.
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Our solution Swap-Based solutions

Small constant costs. Large constant costs.
Bad scaling (quadratic). Good scaling (logarithmic).
Highly parallelizable. Limited parallelization.
Ideal for small input sizes or Ideal for large input sizes (e.g.,
highly-parallelizable environments. medium-large database queries).
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Many Applications in Machine Learning

v :_—EBI . _ujl[l

Voting Tok-k feature Median Quantization/
[ranking] selection filtering binning
[ranking] [median] [sorting]
|
. ! !
@ B e [yl
K-means  Neural network Robust Time series
[argmin] classification aggregation change-point
[argmax] [median] [ranking]
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