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What are Integration Platforms?

Account Linking
Platform _; App

a l EX a Account OF Account B ups
N——" nue

Integration Platform Integrated Apps

Control app(s) on behalf of User

* Integration Platform Connects & Aggregates functionalities of diverse apps/ services/ devices

* Account Linking Links the end-user's App accounts to Integration Platform account

* OAuth 2.0 is the de facto standard protocol to achieve Account Linking 6)
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What are Integration Platforms?

By Usage Scenario

Workflow Automation Platforms Virtual Voice Assistants

Microsoft 0. |
@
, Power Automate GOOgle Assistant

IFTTT alexa

Smart Homes LLM Platforms with Plugins

A\ Google Home @

o By Development Approach [N

Trigger-action Platforms Low-Code/No-Code Platforms




Traditional OAuth
OAuth 2.0 Authorization Code Grant

OAuth Client Authorization Server

[/ \
0
—
c_alexa @
N
Integration Platform Integration Platform Integrated App's
Backend Frontend Servers
IQitiate Account Linking

/authorize?client_id=<platform-app>
&state=<state>&redirect_uri={ ;; (Auto-)

_ Auto when
<code, state> A”“‘f w/ prior consent
/token with code=<code>

> Code
< Exchange
access token —r
Platform (9 APP oo s
Account “* Account
Call with token -~
b > AP

: [



Open Ecosystem: Marketplace Design

Anyone can publish an app

alexar« -
)

SiriusXM
. o o " Power Automate
“Alexa, play the Highway on SiriusXM” #1

= All connectors

Environments y
& The Chinese University ... ¢ ‘ ‘

Streaming Services

~ wicosoft ] [ IS Y -
N Song Quiz
@ “Alexa, start Song Quiz” P ower Au t oma t e

Games Office 365 Outl.. SharePoint Microsoft Data... OneDrive for B.. Microsoft Forms Planner Microsoft Teams Outlook.com
o® My flows PREMIUM
iHeartRadio [ Approvals p—
g E “Alexa, play z. one hundred” 8 solutions ‘ﬂ l @ 31
Music Info, Reviews & Recognition Services By Process mining
%5 Desktop flow activit i ificati 3
= P Y RSS SQL Server Power BI Azure DevOps OneNote (Busi... Notifications Office 365 Users Google Calendar
Spotify }bd Cermeciens PREMIUM PREMIUM ‘
= "Alexa’ Play Spotl:fy" [ Automation center (preview)
Podcasts £%  Custom connectors W |
@] Machines

Microsoft To-D... Gmail MSN Weather Outlook Tasks

Rain Sounds by Sleep Jar® I () Comzsis Approvals X Excel Online (B...
“Alexa, open Rain Sounds” . More
Relax to gentle rain sounds & Power Platform :: 9 @' (@
@ 2

. Local radio stations
i Dropbox Trello Project Online Azure Applicati... Project Roadmap File System FTP Google Drive
- “Alexa, play K-Love radio” =

Streaming Services

. n salesforce
Smart Life
“Alexa, turn on hallway light”
sk a chatbot Viva Engage Slack GitHub YouTube Todoist OneDrive Azure Blob Stor... Salesforce
Smart Home PREMIUM PREMIUM
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Paradigm Shift: OAuth Role Reversal

Traditional OAuth for Authorization
or Single Sign-on (SSO)

OAuth client Authorization server (AS)
a.k.a. Relying party (RP) ll a.k.a. Identity provider (IdP)
I
e < ipis Platform e
Q PHILIPS

PHILIPS e.g.,
N
h A %’C;ﬁ‘ Google Drive : O Goog|e Home Accesstoﬁ U

OAuth for "Account Linking"
in Integration Platforms

Authorization server (AS)

5 &

CG Sign in with Goog@ | @ Google Assistant

API/Identity i Integration
OAuth Apps Platform | Platform Integrated Apps

Potentially Untrusted Highly Trusted Potentially Untrusted




When OAuth-based Account Linking Goes Wrong

ount Linking

: Platform App
: Account (5) Account : Consequence

Cross-app OAuth
Account Takeovers
_ Account Takeover (COAT

Cross-app OAuth
Request Forgery (CORF)




Overview: Cross-app OAuth

Attack Scenario:
o Attacker sets UD m a“ Ci ous app OAuth client Us-t?-r-agent Authorization server (AS)
+ Victim establishes OAuth with it = & = &
_Kr__/ g
Platform Backend Platform Frontend  Malicious App's Benign App's

Server Server

_state=<benign_app> or code
Aredirect_uri=<benign_app>

Attacks:

Cross-app OAuth Leak victim's k
Account Takeover (COAT) auth code
redirect_uri=<benign_app> code?attacker (1

Cross-app OAuth Inject attacker's CORF codeattacker
Request Forgery (CORF) auth code
0 Authorization Endpoint Q Redirection Endpoint e Token Endpoint

code

state=<malicious_app> codevictim

victim
code N T

Defense:

« Enforce “App that starts” = “App that completes”
with per-app redirect_uri



Challenge:
Supporting Multiple Integrated Apps

m Authorization server (AS)

e alexa @

Platform Backend Platform Frontend One App's Another App's

Server Server

Start OAuth with Lyft I

<% - i )
/authorize?state=<state>&redirect ur|=@_)

<code, state> Authorize

Embed
Active App Info

Extract _ _ ltoken with code=<code> _ __ __ __ __ »| Code
Active App Info} ~ = = = -~ - / token wit cod Exchange
and Select - =r=tf=<code~ |
----- [ |
------- Code
~ » | Exchange
[ ]

Functional Requirement:

Active App Tracking
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Common (but Flawed) Designs
for Active App Tracking

(Start OAuth with Lyft

Embed
/authorize?state=<state>&redirect uri=@_)

Active App Info .
<code, state> Authorize
Extract _ _ token with code=<code> _ _ _ _ _ _ _ __ > nge
Active App Info§ = = - - _ _ /t-O’SeD With cog Exchange
and Select - =TEEPE<codes . —
stateis opaque to | Code
Authorization Servers > Excrﬁ‘ge

Platform shall embed in (and extract from):
¢ state=eyJxxx.yyy.zzz
{"app_id": <lyft>,

)

or platform's internal state
(e.g., session, frontend-managed state) iy



Attack #1:

Cross-app OAuth Account Takeover (COAT)

e_alexa

Platform Backend

Embed active app

into state

I
<malicious_app>

@ Retrieve active app

from state

I
<malicious_app>

Unauthorized Access i

Victim's 7 per Sec 4.5 of OAuth 2.0 Security BCP

Victim Start OAuth

Platform Frontend

w/ malicious app
@ /authorize ?state=state

Crafted
&~

<codeVictim  state>

code Victim

Victim's coc;e leaked to attacker
Y4

Malicious App's Bemgn App's

Server

B 8

Redirect @ state
————— e

Server

i B

Authorize

Code
Exchange

, Authorization Code Injection

lll.

Ils\lttafcker'so
: Platform ¢92 App _
: Account @ Account :

-------------------------------------

EmE®
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(@ GET malicious.com/authorize
?client_id+redirect_uri=<malicious_app>
&state=<malicious_app>

@ 'Q' Redirect to benlgn app,

while keeping malicious app's state

(3@ GET benign.com/authorize
?client_id+redirect_uri=<benign_app>
&state=<malicious_app>

@ Flaw: Track active app
solely by state



Common (but Flawed) Designs
for Active App Tracking

?tart OAuth with Lyft
/authorize?state=<state>&redirect uri=a

Embed

Active App Info .
<code, state> Authorize
Extract _ . [token with code=<code> _ _ _ ______ > CEJIe
Active App Info i = = - - _ _ token i Exchange
and Select — N code=ccoges, |
------- [ ]
_______ Code
~ » | Exchange
] [ ]
Platform shall embed in (and extract from):
eyJXXX.yyy.zzz OR * redirect_uri: redirect uri has
{"app_id": , platform.com/<lyft>/redirect  EYE\/ETeIa=r-0a18"
o } 7~
or platform's internal state

(e.g., session, frontend-managed state) . app_id



Attack #2:

Cross-app OAuth Request Forgery (CORF)

Attacker prepares codeAttacker
a fresh authorization code at Benign App

[\ |
0 — | ‘ (o= @ GET :
o= . \ l Q malicious.com/authorize
c_alexa | q o g
~ \ = — ?client_id=<malicious_app>
Platform Backend Platform Frontend \\ Malicious App's Benign App's  gredirect_uri=platform.com/<malicio
Server Server _
Sm . us_app>/redirect&state=<state>
. Victim Start OAuth \\
Embed active app w/ malicious app i
into redirect_uri @ /authorize ?redirect_uri= \ @ REEiees e
o I _Q_ benign app's e , Injecting the
<malicious_app>
s;2<00deAttaCker, slate> @Crafted Redirect prepared code
—
https://platform.com/<benign_app=/redirect @ GET
@ Retrieve active app : .
: : platform.com/<benign_app>/redire
from redirect  uri Attacker
: code Code ct
<benig n_app tokenAttaCker Exchange ?COde=<a’[’[aCkeI’>&Sta’[e=<S’[a’[e>
Privacy Leakage [uem ‘ (@) Flaw: Track active app
: Victim's _ Attacker's: solely by distinct redirect_uri

: Platform ¢§2 App

: Account ~ Account : o



Defense for both COAT and CORF:
Per-app redirect uri + consistency check at redirection EP

Start OAuth with Lyft
/authorize ?state=<state>&redirect url=a
<code, state>

Embed
Active App Info

Extract _ _ ltoken with code=<code> _ _ _ _ _____ >
Active App Info B == - - _ _
Match, and Select

""""""" [ ]
T Code
Exchange
[ ]
() shall embed a unique app ID in (and extract from) BOTH: (@Enforce Matching
» state=eyJxxx.yyy.zzz AND* redirect_uri: at G
" iA". .
§ ap}p_ld : <lyft>, platform.com/<lyft>/redirect Security Requirement
or platform's internal state /

(e.g., session, frontend-managed state) 5 app_id



Defense for both COAT and CORF:

Why does it work?

Start OAuth with Malicious

—
! Security Requirement
Embed . _ _ I “ ”
: f /authorize?state=<state>&redirect uri= ‘;! App that starts
Active App Info 'Q' = “App that completes”
'<COde, see
Extract _ _ ltoken with code=<code> _ _ _ _ __ _ __ > CEIe
Active App Info & = =~ - _ _ token i Exchange
Match, and Select ST "th~C9qe.=<_CQde> L [ ]
__________ Code
= » | Exchange
[ ]
Enforce Matching
* state=eyJxxx.yyy.zzz BUT ¢ redirect_uri: at Q
{"app_id": <malicious>, platform.com/<spotify>/redirect Mismatch
: Detected!
or platform's internal state /

(e.g., session, frontend-managed state)

y app_id



Vulnerability Detection: Methodology

Decision Tree-based approach

D1. Does the platform assign identical redirect_uri for Start OAuth

both apps?

* Yes: Vulnerable to COATy; @

GET
» Noz Proceed to D2 %'r ?e?]ue:; to'nte] https://platform.com/<xxx>/redirect
° Ie(] 10N engpo 1 ?state=<xxx>&code=<xxx>

D2. What is the OAuth outcom.e of replac.:n.lg the distinctive SEEETES S
element (e.g., app ID) of redirect_uri in the request to redirect_uriapp_A app_B : 'redirect_uri app B ' redirect uri app B!
the redirection endpoint? . auth code app_A app_B: ! authcode app A: | authcode app B:

e Succeed: Vulnerable to COATp;
e Fail: Proceed to D3.

OAuth
Failure
>

OAuth
Failure

D3: Replace
redirect_uri &
auth code?

D1: Identical
redirect_uri?

D2: Replace
redirect_uri?

D3. On top of the substitution made in D2, what is the OAuth
outcome of replacing the auth code as well?

e Succeed: Vulnerable to CORF;

« Fail: Protection in place, secure. [ COAT, ] [ COAT,, ] [ CORF ]  Secure

OAuth
Success

OAuth
Success

« No knowledge of platform internals, which are blackbox (closed-source, server-side)
* No need to integrate malicious apps to launch actual attacks
* Only inspect & modify traffic suffice
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Vulnerability Detection: COVScan

COVScan: Cross-app OAuth Vulnerability Scanner

Semi-automated dynamic testing tool: [ stantonun |
w/ app A w/ app B
« Follow the decision tree @
GET
« Manage state machine to track OAuth steps /@ ol ] https:/platform.com/<xxxs/redirect
° achine S TP edirection endpoint () MP5IMAT comizonrediec
« Inspect & modify traffic with selenium-wire/ | L
. ' state app_A app B . state app_A" + state app_A'
mltmproxy redirect_uri app_A app_BE ' redirect_uri app_BE : redirect_uri app_BE

«  Determine OAuth outcome with keyword ,authcode app A app B | [ authcode app A: | authcode app B

J) 13 7 (1H

filtering (e.g., “error’, “unsuccessful”, “invalid”)

OAuth
Failure
| >

OAuth
Failure

D3: Replace
redirect_uri &
auth code?

D1: Identical
redirect_uri?

D2: Replace
redirect_uri?

« Manual navigation of the platform Ul

- OAuth OAuth
At most 3 OAuth flows to derive concrete Success Success \
conclusion for a platform | COAT, | | COAT, | | CORF | | Ssecure

selenium-wire: https://qgithub.com/wkeeling/selenium-wire
mitmproxy: https://github.com/mitmproxy/mitmproxy
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https://github.com/wkeeling/selenium-wire
https://github.com/wkeeling/selenium-wire
https://github.com/wkeeling/selenium-wire
https://github.com/mitmproxy/mitmproxy

Evaluation

[ Scope ] 24 Platforms — open marketplace - 18 Platforms

_[ Bug Hunting ]

G 2)

LN

COAT Attack Vector
Type Platform #Users —0AT, COAT, CORF Detectable 0 o bution Single-Click
Microsoft Power Automate 33M MAU o o) ® v Share, Publish v
6 Workflow | IFTTT 27M v N/A N/A
Automation | Zapier 2.2M v N/A N/A
[atf A Business Collab. Platform 54M MAU ® v Share v
Plattorms Workato 21K Orgs o] v Share, Publish
A Top-tier iPaaS 70K Companies (o] v Publish + Share v
) Google Assistant 500M MAU (o] N/A Share, Publish
6 Virtual Amazon Alexa 100M e o v Share, Publish v
Voice | Samsung Bixby 200M ® N/A Publish
Assistants Xiaomi XiaoAl 115M e o v Publish v
Baidu Xiaodu 40M ® v Publish v
Alibaba AliGenie 40M e o v Publish

19

! Vulnerability fixed before COVScan came into being.
COATYy: COAT with universal redirect_uri for multiple apps;

COATp: COAT with distinct (per-app) redirect_uris.



Bug Hunting (cont'd)

COAT Attack Vector
Type Platform #Users | COAT, COAT, CORF Detectable I oy tribution Single-Click
Google Home 500M Installs ® N/A Share, Publish
4 Smart | Samsung SmartThings 285M ® v Share, Publish v
Homes | Xiaomi Mi Home 83M o v Publish
Yandex Smart Home 45M ® v Share, Publish v
2 LLMs W/ A leading LLM platform 180M WAU ® v Share, Publish
Plugins ByteDance Coze 2M MAU (o] v Share, Publish v
Total 18 7 5 5 15 9
COATYy: COAT with universal redirect_uri for multiple apps; Share: Share a custom app individually w/o vetting;
COATp: COAT with distinct (per-app) redirect_uris. Publish: Go through vetting process and publish in marketplace.

Detectable: Platform’s (in)security detectable by COV Scan.
Single-Click: Feasibility of Single-click attack w/o malicious app distribution.

[ summary ] [ Responsible Disclosure ]

* 16/18 are vulnerable

* 11to COAT, 5to CORF

* 9 canbe donein1-Click

* COVScan can precisely assess
the platforms’' (in)security 20

* Informed all 16 vulnerable platforms
* Confirmed by 11 platforms | CVE-2023-36019 CVSS: 9.6
* Patched by 9: 6 Robust fix, 3 Extra consent screen




Worst Case: 1-Click Account Takeover

Microsoft
With just a click on an unassuming link Power Automate
e Steal Office 365 Outlook emails CVE-2023-36019 CVSS: 9.6

e Leak Azure Key Vault secrets (1 more click to steal another app's access)

e And more... (50+ Apps/Services in Microsoft 365 and Azure)

=. Microsoft 365 A Microsoft Azure

o W ¥ g | O & &




Note 1: PKCE cannot solve the problem

RFC 7636 - Proof Key for Code Exchange (PKCE)

OAuth client User-agent Authorization server (AS) |
AR Crra— I
: I
g° & % I
Platform Backend Platform Frontend Mallclous App s Benlgn App s I OAuth client User-agent Authorization server (AS)
Phase 1: o I rE——
Victim's Device Cognect to Malicious App I 0 = 0 — :
< o
Emped active app \ - I @ :_ G ’
into Stﬁte code_challengeVictim code_challengevictim I o .. ,
<malicious.app> - Platform Backend Platform Frontend Malicious App's Benlgn APP s
To be continued in Phase 3 | Server Server
Phase 1:
Phase 2: I Victim's Device Connect to Malicious App
Attacker's Device Cpnnect to Benign App | Embed acti
< - I mbed active app >
code_challengea““ke” p; I |nt0 red'reclt ur’ code cha"engevlc‘tlm code_c\ha"engevlcﬁm
Se=o <malicious_app> "
R To be continued in Phase 4 : PP s ~ JTobe continued in Phase 3
~ o N\
~
Phase 3: S - | | N
Victim's Device | ™ o ~ Gontinuing Phase 1 I Attaclzal? earsSeDZ avice Sonnect to Benign App v
I code_challengevictim
>
_Q_ Crafted ’q‘\ : code_cha"engeaﬁacker ‘)
Redirect <€
/ w/ code_challengeattacker i ) code?attacker of Benign App,
L - . 7 I N\ bound to code_challengeVictim
P codevictim P codeVictimof Benign App, _ N\
- h bound to code_challenge?attacker | \
Retrieve active apg r_;ttps ://platform.com/<benign_app>/redirect | _ F_'hase 3:_ N\ Contlnumq Phase 1
A G code=<Vvictim>&state=<malicious_app> I Victim's Device N
- - ~
<malicious. app> codeViclim 4 code_verifierVictim I Craﬂed'&‘ 4 -
S ” I < codeattacker Redirect w/ code‘*‘“a‘-cker
. . e
\ i Retrieve active ap . .
Phase 4: — ] f https://platf /<b >/redirect
N\ ps://platform.com enign_app>/redirec
: - Continuing Phase 2 from redirect_uri
BifEiere DeiGa] \ . 9 : = ?code=<attacker>8&state=<state> PKCE
| <benign_app> o] ifi
y, code?ttacker ;. code_verifierVictim ;’e"f'ed
- € Invalidate PKCE )
< Platform . App attacker
PKCE n V a l a t e Account &P’Account token

codeVictim 4 code_verifierattacker Verified Victim™~~~ Attacker

~ >

_ hccount Paceone | tokenVictim q i P rotection!

Attacker Victim

I
COAT w/ PKCE: (PKCE Chosen Challenge Attack) | CORF w/ PKCE:
Victim uses Attacker's code_challenge : Attacker uses Victim's code_challenge



Note 2: Comparison with Mix-up Attack
(IdP) Mix-up Attacks

Initial Discoveries

* [CCS '16] A Comprehensive Formal Security Analysis of OAuth 2.0
* [EuroS&P '17] SoK: Single Sign-On Security — An Evaluation of OpenlD Connect

Standardization Efforts

* [RFC9207] OAuth 2.0 Authorization Server Issuer Identification
* [RFC9700] Best Current Practice for OAuth 2.0 Security Auth EP Auth EP

Crafted RedirectI I Q_H.‘
[ Major Claims for COAT/CORF ] / auth C09S 13
* Typical Attack Scenario (and attack ent foken EP
practicality) is different A% %
Code

* Existing Mix-up Defenses are
impractical for Integration Platforms
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Note 2: Comparison with mix-up attack

Attack Scenario — Trust Implications of the Paradigm Shift

OAuth client Authorization server (AS)
a.k.a. Relying party (RP) B a.k.a. Identity provider (IdP)

€6

¢) sign in with Facebook

o~
a3

3 Sign in with Google

K

& Sign in with Apple

Google Home
® Google Assistant
Access token

Practical attacks 4-{ Untrusted Apps

* Multiple Auth Servers: Easy % (IdP) mix-up attack — Cross-app OAuth Account Takeover (COAT)

e One of them is malicious: Hard ** Naive RP session integrity attack — Cross-app OAuth Request Forgery (CORF)
24
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Note 2: Comparison with mix-up attack

Existing Defenses — Impractical for Integration Platform

Security Requirement
Issuer-sharing Apps

Compare received issuer (from authorization
response) with stored issuer (in session)
‘470fficial
"‘Q_ __[files/upload RS

Functional Requirement
. [files/download

Why are Issuer-based defenses not practical?

/'
« Two apps can share the same AS: ient *« Joauth2/authorize
. : : K ,/loauth2/token AS
o Issuer (per-AS ID) is not unique r~/\‘
o per-App ID is unique.
« Scalability concerns:

o Most apps lack RFC8414-compliance:
No trusted ground truth for issuers.

o Most platforms also do NOT support fetching
AS Metadata per RFC8414, or identifying the
<auth EP, token EP> tuple for each app

/
/
,/  [files/upload RS
4  /files/download_zip

V@ Ifiles/export
>
Custom
(AS) Issuer:
‘iss’ claim in RFC8414 OAuth AS Metadata,

or an abstract identifier for the AS'
<authorization endpoint, token endpoint>

25



Note 2: Comparison with mix-up attack

New Countermeasure — App ID as the isolation boundary

Security Requirement

Compare received app ID (from authorization
response) with stored app ID (in session/state)

Functional Requirement

Practical Defense:

(AS) Issuer:

‘iss” claim in RFC8414 OAuth AS Metadata,
or an abstract identifier for the AS'
<authorization endpoint, token endpoint>

(Integrated) App / Integration:

- AS <authorization endpoint, token endpoint>
- Client Registration

-RS

 Use a per-app ID rather than a per-authorization server ID (issuer),
to better reflect the multi-app nature of integration platforms.

« To maximize compatibility, impose no new dependencies on apps'

authorization servers that are only compliant with original OAuth spec [RFC6749].

= Essential for securing platforms integrated with hundreds of apps,
potentially with shared issuers.

» Defense applies to both COAT and CORF.
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Contribute to the Community

* Present & Discussed at:

o OAuth Security Workshop 2025 (OSW 2025) [link]
o |ETF Agenda Meeting (IETF 123) [link]

 Published IETF Draft:

Tim Wartele, Pedram Hosseyni, Kaixuan Luo, and Adonis Fung. Updates to
OAuth 2.0 Security Best Current Practice. Internet-Draft draft-wuertele-

oauth-security-topics-update-01, Internet Engineering Task Force, June 2025.
Work in Progress.

Proposed updates to
RFC 9700 - Best Current Practice for OAuth 2.0 Security

27


https://talks.secworkshop.events/osw2025/talk/WG9TEW
https://datatracker.ietf.org/meeting/123/materials/slides-123-oauth-sessb-security-bcp-updates-00
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01
https://datatracker.ietf.org/doc/html/draft-wuertele-oauth-security-topics-update-01

IELCENEVE

Attack: As open ecosystems, Integration Platforms enable practical
Cross-app OAuth Attacks via malicious app integrations, leading to
account takeovers or forced linking.

Defense: Existing RFCs provide authorization server-specific defenses
but lack app-specific defense. A per-app ID is the appropriate isolation
boundary for integration platforms.

Pervasiveness: |dentified 15+ vulnerable mainstream platforms, with
hundreds to thousands of integrated apps per platform.

Vulnerability Detection: Developed COVScan, a decision tree-based
testing tool.

Community Impact: Helped secure platform vendors across the industry;
Contacted IETF & Working on updates to OAuth Security specification.

28
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