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Timestamps Are Widely Used in Embeeded Devices
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Schedules timed tasks for paired
devices

PLC controller

Records events and executes

scheduled tasks

@ Medical devices

Uses timestamps to record patient
vital signs accurately

[ Timestamps can be generated by Real-time Clock(RTC) Circuit J




RTC Working Principle
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Quartz Crystal
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Piezoelectric and Resonance Effect
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Motivation
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\ Is it possible to manipulate the RTC timing via a crystal?
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Threat Model

> Close-proximity, non-invasive attack
> Attackers can secretly set up attack equipment in the target environment in
advance

> Attackers pretest an identical device in advance but can only infer component
status during the attack via EM leakage

Malicious Signal

Goal: Modifying
the timestamp
timing rate

Attacker



Attack Strategy Exploration

@ COM7

Ref. timestamps Timestamps from RTC

‘\,‘ R Tdz22: 37002 —» 20231230 14:=22:=37
H“ 14:22:38.515 -> 2023-12-30 14:22:38

RTC Module Ultrasonic Speaker

S g

14:22:39.508 —> 2023-12-30 14:22:39
—— No attack

14:22:40.521 -> 2023-12-30 14:22:40

: Hnder sttaRk 14:22:41.501 -> 2023>2¥-30 14:22:41
o0 e 14:22:42.489 —> 3-12-30 14:22:42
T.me(ms) 14:22:43.516 2023-12-30 14:22:43
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Oscillation signals
detected by probe

® COoM5

Ref timestamps Timestamps from RTC

13:07:27.226 -> 2023-12-26 13:08:12
13:07:28.206 —> 2023-12-26 13:08:13
13:07:25.192 -> 2023-12-26 13:08:14
13:07:30.225 —>r2023—12—26 13:08:15
13:07:31.206 ->;2023-12-26 13:08:15 |Under
13:07:32.240 —>|2023—12—26 :15
—-60 - 13:07:33.222 —>|2023—12—26 :15 attack

Power spectral density (dB/Hz)

13:07:34.207 ->12023-12-2¢ W15 J .
_80 ‘ 13:07:35.241 —> 2023-12-26 13:08: Time
: ; : 13:07:36.223 -> 2023-12-26 13:08:17
-100000 0 100000  2§0000 300000 13:07:37.205 -> 2023-12-26 13:08:18 [2AUSE
Frequency (Hz)

Burrs caused by phase
jitter

I I : - . .

l i i Solid vibration waves circumvent
N : @ acoustic impedance mismatches,
| :

| hodute | transferring energy to the crystal

| Signal generator | oscillator to cause

I +amplifier . . l

L Exp setup configuration _ __ _ _ |



Lamb Wave
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The frequency, amplitude and phase pattern of the
longitudinal displacement of particles on the solid surface
are fixed and follow a sinusoidal pattern
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Attack Strategy Exploration

Apply 32.768kHz vibration with different initial phases @’ to the crystal oscillator

*Send continuous vibration for 0.01ms when observed phase ¢ = %

Setting.. \
, T

¢ == —
14:12:23.237 -> 2024-06-05(14:12:23
14:12:24.,192 -> 2024-06-05 |14:12:25
14:12:25.206 -> 2024-06-05 [14:12:27
14:12:26.211 -> 2024-06-05(14:12:30
14:12:27.223 -> 2024-06-05 [14:12:32

Normal Jitter/Amplitude changed
\ c
2

14:15:32.406 -> 2024-06-05 14:15:32

14:12:33.411 -> 2024-06-05 14:15:32
@

Normal Nearly stop vibration

Interference between signals with different phases alters the timing rate.




Methodology

R Wave Speed(10°m/s) Density

Metwm Longitudinal Trans/verse (g/cm®)
Aluminum 6.26 3.08 2.7
Stainless steel 6.10 3.30 7.85
Quartz glass 5.57 3.52 22
Acrylic glass 2.70 1.30 1.18
b L) 2.30 0.94 1.22

plastic
Oak wood 3.31 1.55 0.85
Polyethylene 2.14 0.72 0.94
Cr, cr

tan( (C‘)—;— @J\

2 2
an(( [ k) 4[5 R -G

(& —242)
‘L

Thickness of the medium

A= \/[ocApcos(ocx)]2 + [kaBp cos(Bx)]?

®'= —ot7 + @ — kyz + arctan(

kqBcos(

Horizontal distance between
transducer and RTC crystal

0A cos(ow)

3.
),

Look up medium
properties
cL, Cr

Calculate
Wavenumber k, from
guided wave
equations

Calculate the phase
@’ and amplitude A of
the vibration wave at
the crystal.

Uy (t) = [0A Cos@) —ik,B cos@)] V- £ (O—17)+0—ke2)

)

\
I 2
where o= (‘;’—L)2—k3,]3= \/(g)z—ktz,

v 2
[eA cos @) —ik,B cos@)] V- eileli—r)+e z)

& = Re{u,(t)} = Asin(wt + P)

" Test & Collect: {®’, @, A}

Phase jitter variation
after a single attack



Methodology

2&3. EMI Sync and Send The Attack Sequence

o / '

Set @',look up {®’, ¢, A

E'q‘-, et @',look up {P’, ¢, A}
-,-" Set up intended timing drift T

'] =
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Radiated Oscillation Signal
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Experimental Evaluation

Physical Setup

e ——————————

4 RTC modules+ 5 Dev boards + 2 Commercial
devices

Tested Boards/Devices

RTC module

_,‘
) a

Ol O

F103ZET6 C6SLX16 F103ZGT6
Dev board equipping RTC

e e o o = = =




Overall Performance

Select different attack initial phases ¢,, to drift forward/backward for different amount of time

* The initial phase of the excitation signal applied by attackers to the transducer, expressed in radian (rad); Pw.t and Pw. |

. Module Pwi [ Pwl | 155 | 1255 | 1555 | 120055 | 7255 | 7455 | 12085 | 740.05s :
8%l | §7% 8807 | 90%/ :
| : Bl S U sl Dsiol ie fo0 i |
88% | 90% 88%7 | 85%] :
1|2 0 O s oae e L e 0 = :
' 80%/ | 85%f 91%/ | 86%
- : . . : !
s e e s ) 1011 | 1.981 :
! 1%/ | 89% 88%/ | 87%1
. B = !
1|4 o el R 1.017 | 1.987 :
| [T STMSTMIZ | oo [ gy | 93%7 | 89% | 87%7 | 869 | 879 | 86%/ | 85%/ 8797 :
I F103ZET6 ' 2535 | 2.535 | 2.535 | 2.535 | 1.025 | 1.995 | 0.844 1.922 :
| Allenek XC6 | || 84% | 857 | 85%/ | 86% | 84% | 85%/ | 84% 8207 :
I C6SLX 16 ' SV.| 2518 | 2.518 | 2518 | 2518 | 279 | 2395 | 0.827 1.905 :
| [ ATieniek STM3Z- | o o[ o,y | 83% | 83%/ | 86%/ | 84%/ | 84%/ | 84% | 81%/ 78%) :
I F103ZGTé e 2519 | 2519 | 2519 | 2.519 | 2791 | 2.309 | 0.828 1.906 :
| g [ Alientek STM32- | | o | 89%/ | 88%/ | 90%/ | 85% | 8% | 87%l | 86%/ 810/ :
l F407ZGTé ' 2536 | 2.536 | 2.536 | 2.536 | 2.809 | 2.413 | 0.845 1.923 :
| [ [ DINGCHANG | ,__ | o | 89%/ | O1%/ | 92%/ | 89%/ | 83% | 85% | 89% 50% :
! DC-A566 ' 2921 | 2921 | 2921 | 2921 | 2.801 | 2396 | 0.83 1.908 :
: |

———————————————————————————————————————— =]

TimeTlravel executed the attack 100 times with different RTC modules/parameters, with a

success rate of




Factors

1.Medium Thickness
I

Attack Success Rate (%)

100
95 A
90 ~
85 A
80 A
75
70

=@- DS1302 - Top
==f}=— DS1307 - Top
== PCF8563T - Top
mmbgem  DS1302 - Bottom
==@==_DS1307- Bottom
==pe= PCF8563T - Bottom

Success Rate (%)

5 10 15

Medium Thickness (mm)

the attack.

The thicker the solid
medium, the more difficult

Attack success rate>70%
when the probe is within
5 cm of the crystal.

successrate.

Nearby obstacles have
little impact on the attack

2.Magnetic Sensing Distance
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0
S N0scssse 883387, 485

I DS1302

=1 DCAsS66
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gl [Erefe
11
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7cm

~ F103ZGT6
F4072GT6

=@- DS1302
st PCF8563T
=sp— DC-A566

Amplitude Variance(Vpp)

3. Environment Configuration with Obstacles

Attack Success Rate (%)

Module | Setting 1\ Setting 2 | Baseline*

DS1302 89% 90% 89%

DS3231 85% N 87% 86%
STM32F10-

TOTe 82% 83% 83%
STM32F40-

17 GT6 87% 85% 87%

Setting 1

Setting 2

*Baseline: No obstacle

Please check the paper!



Factors

4. Impact of Medium Materials

| Material | |25s | Phase | 145s | Phase !

| RTC Module: DS1302 |

I Acrylic Glass 75V 2.519 | 68.2V | 1.979 [

| Hard Rubber 86V 2018 | 79.1V | 1471 || I
Oak Wood 80V 1.972 | 75.3V | 1.426

I | QuartzGlass | 69V | 2299 | 66.1V | 1753 | |

| Development Board: XC6C6SLX16 |

I Acrylic Glass 95V 2.518 | 75.1V | 2.395 I
Hard Rubber | 104.2V | 2.132 85V 1.613

| |
Oak Wood 99V 2.213 | 81.6V | 1.728

| | QuartzGlass | 875V | 2302 | 71v | 1.897 | |

| Development Board: STM32-F407ZGT6 |

| [ Acrylic Glass 86V 2.536 | 71.9V | 2.413 I

[ Hard Rubber | 94.9V 1.947 | 81.2V | 1.563 |] I
Oak Wood 90V 2.119 A% 1.718

l Quartz Glass 79.8V 2.387 | 68.5V | 2.012 l

I 41

4. | Hard rubber materials generally

require more energy to
successfully execute an attack.

S. Probing is generally effective

within 5cm distance (>50%

succ. Rate)

5.EM-Side Channel Quality
|

Probing Distance | Accuracy | Recall | F1 Score

Solid Material: Acrylic Glass L ayer Operaﬁon Kernel Size
lcm 99.43% | 99.24% | 99.33% ] Tnout 100000 <1
2em 99.41% | 99.22% | 99.31% npu Nt
3cm 99.38% | 99.16% | 99.27% 2 Conv1D 16 x64
dcm 93.29% | 91.48% | 92.38%

Sem 82.43% | 77.38% | 79.83% 3 MaxPool 4
6cm 54.69% | 50.25% | 52.38% 4 Conv1D 8x 128
l 7cm ‘ 38_.74% 33.62% 36% | 5 MaxPool 4

Solid Material: Polyethylene .
Tem 9937% | 99.26% | 99.31% 6 Conv1D 8x256
2cm 9931% 9924% 9927% 7 Maxpool 4
3cm 99.3% 99.21% 99.25%
dcm 0276% | 90.74% | 91.74% 8 Flatten -
Scm 70.66% | 72.8% | 76.08% 9 FC1 1024
6cm 49.9/7% 41.82% 48.8 /%
7em 31.08% | 2665% | 28.1% 10 Dropout 0.2

Solid Material: Hard Rubber Plastic 11 Output+Softmax 16*
Tem 99.46% | 99.4% | 99.43%
2cm 99.41% | 99.38% | 99.39%
3em 99.22% | 98.92% | 99.07% ) i )
4cm 03.02% | 91.47% | 92.24% ClaSS|fy 6 BP Monitors via EM-
Scm 82.43% | 80.06% | 81.23% .
6cm 56.12% | 52.98% | 54.3% side channel
7em 33.96% | 29.93% | 31.82%



Factors

4.Real-world Attack Example
|
. Dy
' | (o=f H Pressurg g
' mmHg

——————————— — —

-—— - - ————

(b)

BP Monitor

_______

Normal Condition

BP Monitor Outputs Wrong Readings Under
Different Attack Configurations



Countermeasures

> Replacing Oscillating Source.

l:FlEF O—

. — \ , =

f =32.768kHz f'=25MHz
> Applying Shock-absorbing Materials.

Suppress vibration
energy transmission

Error Detector

- @ e(s) K,
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Loop Filter vCcO
Ky F
2te) s [ 1T e
1
N
Feedback Divider
PLL divider

Shock-absorbing
Materials

78 4

L]

NN

N\
!

P
L1 = 1.
._/;/:\:\;_./;/:\\~_‘/
_/// \\\L_-/// \:\..4/
- ~L~ 1l




Takeaways

> Using guided waves to stimulate crystal resonance can affect the RTC
timing accuracy.

> By injecting signals with varying phases and amplitudes, the RTC
timing speed can be manipulated.

> The tests on time drift granularity, medium thickness, obstacles,
and signal detection range prove the effectiveness of TimeTravel.

Thanks for listening!



https://en.wikipedia.org/wiki/Real-time_clock
https://en.wikipedia.org/wiki/Real-time_clock
https://en.wikipedia.org/wiki/Real-time_clock
https://en.wikipedia.org/wiki/Crystal_oscillator
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