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Adversary Capabilities

Passive quantum adversary

Active Network Adversary “Harvest now, decrypt later” Can compromise any key
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Well-understood Quantum-secure

DH Shared 

Secret

KEM Shared 

Secret

Classically Secure ECDH PQ-Secure KEM
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Symmetric Ratchet
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KDF

𝑟𝑘𝑖𝑐𝑘𝑖,0

𝑟𝑘𝑖−1

𝑚𝑘𝑖,0𝑐𝑘𝑖,1

…

DH Shared 

Secret

KEM Shared 

Secret

Classically Secure ECDH PQ-Secure KEM

Public-Key Ratchet

Symmetric Ratchet

• Nested loop

• Resembles Signal’s double-ratchet

• KEM in double-ratchet

• Post-quantum, post-compromise security
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Public-Key Ratchet

Symmetric Ratchet

iMessage Double-Ratchet Protocol
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Goals

The Tamarin Prover

• …is a protocol verifier

• …uses constraint solving

• …operates in the symbolic model

• …has been used to verify TLS 1.3, 5G AKA, 

EMV
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• Understand security goals thoroughly

• Verify that iMessage meets security goals

(“Tamarin” is also a monkey)
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• Understand security goals thoroughly

• Verify that iMessage meets security goals

(“Tamarin” is also a monkey)

!
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Unbounded (looping) protocols like Signal [...] are 

also out of scope for symbolic provers, without 

introducing artificial restrictions.
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We prove iMessage secure – no 

abstractions*

We provide general proof 

methodology

Unbounded (looping) protocols like Signal [...] are 

also out of scope for symbolic provers, without 

introducing artificial restrictions.



The Tamarin Prover

An Equational Theory…

• Defines cryptographic operations

• Defines adversary capabilities
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Multiset-Rewriting Rules…

• Define labelled state transition system

• Model participant steps

• Model environment

verify(sign(m, sk), m, pk(sk)) = true

sdec(senc(m, k), k) = m

𝑎1

𝑎2

𝑎3

𝑎4

𝑎5
𝑎6

𝑎7
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Backwards search to construct an attack trace

Failure = Proof Success = Attack

Security Property

¬

Minimal Counterexample



Formal Proofs

• Secrecy

− Forward secrecy

− Post-compromise security

• Agreement (authentication)

• Injective agreement (replay protection)
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quantum
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Messages are secret unless… ∨ Signing key compromised

PQ-attacker must 

repeatedly compromise
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Proof Effort

• Proved 32 auxiliary lemmas

− Checking all proofs takes ~2 days and up to 140 GB memory

• Estimate: 2.5 person months of work

− Developed general proof methodology

− We would be much quicker for other protocols now
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Results
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iMessage PQ3 is secure

Tamarin can 

analyze complex 

protocols

• Formal security guarantees

• Refined specification
• You should and can use it
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Secrecy

Forward 

Secrecy

Post-compromise 

Security

Authentication

Replay Protection

We proved

…using Tamarin

worked better than anticipated!

Tamarin can analyze 

complex protocols

Full details

/usenixsecurity25/presentation/linker
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