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A Threat to Signature Schemes

O Signature Scheme serves as backbones for network security

Network protocol Blockchain Wallet Software Updates Secure Message

O Regarding the fault injection attack (FIA), most of the schemes are vulnerable

Post Quantum Attacks

Real Impact CVEs

Full Key Recovery

117 mil 170 min
209 bits

IACR ePrint Updates

10 min 30 min
43 bits 107 bits 155 ths

New] Beware of Keccak: Practical Fault Attacks on SHA-3 to

Compromise Kyber and Dilithium on ARM Cortex-M Devices (Yuxuan

Nang and Jintong Yu and Shipei Qu and Xiaolin Zhang and Xiaowei Li TIMETO  FIXED IN
INFO CVEID SEVERITY DESCRIPTION - VERGION

The security provided

.E.ﬁ

and Chi Zhang and Dawu Gu)
- QONFOR K A29€ Fault injection attack on RAM via Rowhammer leads to ECDSA key disclosure. Users Sdays 550 >
o a - ..‘»A g doing operations with private ECC keys such as server side TLS connections and creating

eprint.iacr.org
- -i £ ECC signatures, who also have hardware that could be targeted with a sophisticated
- > —

L ll..- g Mind the Faulty Keccak: A Practical Fault Injection Attack ... Rowhammer attack should update the version of wolfSSL and compile using the macro

z 5 rdized lattice-based 4
- :-El..a ML-KEM and ML-DSA are NIST-standardized lattice-based WOLFSSL_CHECK_SIG_FAULTS. Thanks to Yarkin Doroz, Berk Sunar, Koksal Must, Caner

gorithms. In both ... Tol, and Kristi Rahman all affiliated with the Vernam Applied Cryptography and

k]
-

HES

S

3

% e
%‘..Vﬁ’ post-quantum crypto
£ e Yoe

FIA leads to full key recovery of
ECDSA, RSA, etc [22].



Inject Faults into the parameters of Signature Schemes

O Parameters of the scheme are loaded into memory cells when signing.

O The attacker exploits Rowhammer bugs to tamper with memory data.
O Parameters of the scheme can be tampered.

Keygen Year  Paper  Scheme Parameter

— 2024 Mus's[22] ECDSA  d(sp)

/ \ 2023 Saad’s[24] Dilithium s (sp)

2020 Zane's[11] RSA d (sp)

— Sign(pp, sp) — 2018 Mus’s[23] LUOV d (sp)

— ] - 2018 Podd’s[23] EdDSA h (pp)

=2 0%@ 1> 2016 Razavi's[10] RSA N (pp)
Signer Verifier

256-hit secret d

COOll 1110 0101 .... 1001
0011 1010 0101 .... 1001



Problems of Existing works

O Many signature schemes are not analysed, e.g., BLS, BB-Short,
Elgamal, MLDSA, etc.

O It is still unclear how we utilise existing analysis for new signature
schemes.
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Problems of Existing works

O Many signature schemes are not analysed, e.g., BLS, BB-Short,
Elgamal, MLDSA, etc.

O It is still unclear how we utilise existing analysis for new signature
schemes.

Q Is there a formal framework ?

O Yes! Our framework Achilles targets generalised signature schemes, and
can be used for:
1> discovering new vulnerable parameters even in studied schemes
2> helping identify new vulnerable schemes



Background

0 Rowhammer attack
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Bank | Bank 4

2 mov (X), %eax
3 mov (Y), %ebx
4 cflush (X)

5 cflush (Y)

6 mfence

7 jmp Loop



Background

O Signature Schemes: the idea is simple. The verifier verifies the identity of
the signer by using public parameters to verify the signature

Keygen
Verify(pp,)
— Sign(pp, sp) —
—L L] © | — L] © |

Signer Verifier



Achilles — Step 1

O A formal Treatment of Signature Schemes

O It is based on the general definition of signature schemes
O It includes some inevitable key parameters in signature schemes

Public key, Secret key Randomness Message

Gen(1") l Sign( &k,sk,m) Vrfy(pk,m,c)
1. (pk,sk) <+ Setup(1™) I: r<RorF(sk,m) 1: return 1 or 0
h <« H(pk,sk,m,r)

3. o« P(pk, sk, h,r,m)

(R}

2:  return (pk,sk)

4: return

Figure I: A paradigm of representatiye signatm\es@emes (denoted as G-sign).

Hash value Signature output



Achilles — Step 2

O A Game-based model against G-sign

O OSign: Sign a message and return the signature

OSign(pk,sk,m)

G + Sign(pk,sk,m)
M <~ MU{m}

return ¢

(5] 2 —_—

Figure 2: Formalizing Rowhammer faults against G-sign.



Achilles — Step 2

O A Game-based model against G-sign

O OSign: Sign a message and return the signature
O f;(x): formalization of Rowhammer fault (a random model)

OSign(pk,sk,m) fi(x)
1: o<« Sign(pk,sk,m) I R
21 M<+—MU{m} 2:  k+ RNG(0,|x|—1)
3: returnc 3: x[k] «—x[k] D1
bR e RO k)

5: returnx

Figure 2: Formalizing Rowhammer faults against G-sign.



Achilles — Step 2

O A Game-based model against G-sign

O OSign: An oracle which signs a message and return the signature
O f;(x): formalization of Rowhammer fault (a random model)
O OFSign: An oracle which allows fault occurs in the key parameters.

»

OSign(pk, sk.m) fi(x) OF Sign(i, pk,sk,m) j is'specified by the
1: o<« Sign(pk,sk,m) I R 1:  Vj#iset f; as a void function att?-Cker, indicate(_j
20 M MU{m} 2 k< RNGO.|x|—1) 21 r<Ror F(fi(sk), f2(m)) }’;Z'Ift:;‘dparametef s
3: returnc 3: x[k] «—x[k] D1 30 h<« H(f3(pk),fs(sk), fs(m), fo(r))

41 f9 U0k} 4 o P(fr(pk), f3(sk), fo(h), fio(r), fi1(m))
5: return x 51 Fpe Uﬁser
6: MF < MFU{m} >
2. return 6 _Store the_: faylt
information in

Figure 2: Formalizing Rowhammer faults against G-sign. Frand MF



Achilles — Step 2

O A Game-based model against G-sign

O OSign: An oracle which signs a message and return the signature

O f;(x): formalization of Rowhammer fault (a random model)

O OFSign: An oracle which allows fault occurs in the key parameters.

O Exp’: A Game experiment indicated two kinds of capabilitites of the attacker.

Exp'(A) — Line 5: The attacker can output a valid signature
1: M+ OMF <+ 0,Fr+0 on a new message

s b Gl O The fault occurs on the publi
3o (G, f*) « AOSIE().0FSign(in) (g = public parameters (pp)
4: v« Vrfy(pk,m*,c%) )
5: returnlifv==1Am"¢MAm" ¢ MF
6: return2ifv==1Am"¢MAm* e MF Line 6 : The attacker can output a valid signature on

Af* € Fy an existed message which was queried in OFSign

~——

7: return 0, otherwise

. , , Q The fault occurs on the secret parameters (sp)
Figure 3: A game-based experiment modelling post- =

Rowhammer analysis.



Achilles — Step 3

0 We design algorithms to recover the secrets when the fault occurs on sp
or pp

Algorithm 1: Post-Rowhammer analysis via DFA

1 Initially, S = (Gen, Sign,Vrfy) is a signature scheme.
OF Sign and f;(x) are function oracles defined in
Figure 2.

Parse S to G-sign

foreach p € {m, pk,h} do

// get a valid and faulty signature.

G < OSign(-)

Use i to denote the index for parameter p

o' < OFSign(i,-)

return sk’ = (6 —0')/g(pp)

end I

!

judge if it is exploitable by differential analysis

(3]

v

o

enumerate all possible public parameters

=N

v

get the representation of the faulty signature

=} ~N & U




Achilles — Step 3

0 We design algorithms to recover the secrets when the fault occurs on sp
or pp

Algorithm 2: Post-Rowhammer analysis via SCA

3 foreach p € {sk,r} do

v

enumerate all possible secret parameters

// get a valid and faulty signature.
4 Use i to denote the index for parameter p
5 do
6 6’ OF Sign(i,-) > get the representation of the faulty signature
// enumerate the one-bit fault.
7 A+0,j+0
8 do . .
0 it Vrfy(pk-g(pp.Ad).m,o’) = 1 then > try to correct the faulty signature to a valid one
10 N++
1 sk! = sk’ DA
12 end o _useA as bit leakage
13 A—A<<] j—j+1 g
14 while j < |sk'|
15 while |sk'| — recovered_bits > 50
16 end

17 return sk’




Achilles — Step 3

0 To use the algorithms, the attacker need first instantiates with a specified
scheme
O An EdDSA example:

KeyGen:

sk « s
pk < (P, B)
[P = sB]

Sign:

r = H(m)
R =71B

h = H(R||P||m)
o=r1r+hs

—

Scheme

pp

sp

EdDSA

h m

PB IR

S

G-sign

h m

pk r

sk

=

Table 2: Classification of potentially vulnerable parameters

in EADSA.

1

DFA: when h is faulted,
the faulty signature
o'=r+(h+A)s

Is exploitable

SCA: when s is faulted,
the faulty signature

o' =r+h(s+A4)

is exploitable



Achilles — AutoVuln

O The process can be automated by using symbolic operations.

JAutoVuln — pk_list = [| — sk_list = [] - h_list = [] -m_list
=[] -r_list =[] -sign_list = [| -vrfy_list =[]

description of the symbols

S

Potentially vulnerable
parameters

&~

AutoVuln

— Q

—

description of the equations

Result:

Identified Potentially
Scheme Library Time Vulnerable Parameter
pkh m sk r

BB short relic-toolkit-0.6.0  64.0 ms S
EdDSA wolfSSL-5.6.6 752ms RP h m s
ML-DSA libogs-0.10.0 850ms uw ¢ m s
Elgmal cryptopp-8.9 66.9 ms x k
RSA woltSSL-5.6.6 54.5ms S
BLS bls-signatures-2.0.3  52.2ms X

Table 3: The execution time and potentially vulnerable param-
eters identified automatically by AutoVuln.



Evaluation

OO0 We follow the idea of including offline memory profiling, online fault
Injection and post Rowhammer analysis for performing an attack.

Attacker Mempry O'nl'ine 'fault Post Rowhgmmer
Profiling injection analysis

Without root (Q)

aCCess

Co locate on the

Victim
remote server

[




Evaluation

O Memory profiling:

O We first run DRAMdIg to get the bank function of our DRAM, from which
we can know If two addresses are in the same bank

The bank function of our DRAM: (17,21), (16,20), (15,19), (14,18), (6,13)
O Then we profile 12GB of physical memory
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Figure 4: The distribution of flippable-bit offsets over 4 KB-
aligned pages. Bit flips from 1 to O (blue) and bit flips from 0
to 1 (red) accumulated over 4 KB pages.



Evaluation

O Online Fault Injection:

O We utilize the behaviour of Linux buddly allocator (first-in-last-out), Which
allows we to do memory massaging by release vulnerable pages and
coerce the victim to use these pages to store the parameters.

O Challenge: the fault must occur in a limited time window between a
parameter’s initiation and its subsequent use in computations

O Our solution: we opt for OS signals. The attacker process sends the
registered signal to trick the OS kernel into switching the victim process
off the core.



Evaluation

O Post Rowhammer Analysis:

O From the faulty signatures, we are able to recover the secrets.

O In DFA, we only need one faulty signature for full recovery (EdDSA).

O In SCA, we need hundreds of faulty signatures. We also need to find the
remaining bits.

15 hours
85 bits in EdDSA
0

BB short EdDSA
Memory (MB) Time (s) Memory (MB) Time (s)

brute-force 21.4 timeout 21.7 timeout
Jolt [22] 5810.2 960.5 7240.5 1201.1
SCARA 21.6 770.4 21.8 1160.2

Table 4: The memory and time overhead when recovering

the remaining secret bits using brute-force, Jolt [22] and our

Figure 5: The number of recovered bits in 15 hours for the SCARA, respec‘[jve]y_
secret key in BB short and EdDSA is represented in the form

of pixels, where white cells indicate recovered bits, and black

cells indicate non-recovered bits.



Countermeasure

O Specific defenses of signature schemes

O Leakage resilient cryptographic schemes
O Verifying after signing
O Redundancy check

O WolfSSL has adopted our suggestion and implement “verifying after
signing” and “Redundancy check” for RSA and EdDSA.

LINK  CVE-2024-2881  Medium  Fault injection attack with EdDSA signature operations. This affects ed25519 sign 0 days 5.7.0 EdDsa: check private value after sign #7212
operations where the system could be susceptible to Rowhammer attacks. Thanks to dgarske merged 1 commit into wolfssLimaster from sparkiDev:eddsa_check_priv {0 on Feb 14, 2024
Junkai Liang, Zhi Zhang, Xin Zhang, Qingni Shen for the report (Peking University, The
University of Western Australia). Fixed in this GitHub pull request #7212 Cb Conversation (4) | -0~ Commits (1 E) Checks 0 Files changed 3

LINK  CVE-2024-1545  Medium  Fault Injection vulnerability in RsaPrivateDecryption function that potentially allows an 9 days 5.7.0 @ SparkiDev commented on Feb 5, 2024 - edited ~

attacker that has access to the same system with a victims process to perform a Description

Rowhammer fault injection. Thanks to Junkai Liang, Zhi Zhang, Xin Zhang, Qingni Shen

. N N w4 Check the private value hasn't changed during signing with EdDSA.
for the report (Peking University, The University of Western Australia)." Fixed in this eck the private valde hasnt changed curing signing wi

GitHub pull request #7167 Fixes zd#17438

In our work, we have shown that these countermeasures can be bypassed
by faulting the opcode



Physical Fault Injection

0 Can physical fault injection achieve similar results ?

Synchronization

VA <~ Width
1 . Offset

:

Supply Voltage
= N w H

Optical radiation Voltage/Clock Glitch Electromagnetic Temperature
pulses attack

O The temporal and spatial precision of these attacks does not meet our
requirements. These attacks do not allow remote attackers.
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F O r d et a I I S a n d fu rt h e r I n fo ° In this paper, we present Achilles, a formal framework that aids in leaking secrets in various real-world signature schemes via Rowhammer. Particularly, Achilles can be used to
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secret recovery on It. To illustrate the viability of Achilles, we have evaluated six signature schemes (with five CVEs assigned to track their respective Rowhammer vulnerability),
covering traditional and post-quantum signatures with different mathematical problems. Based on the analysis with Achilles, all three schemes are proved to be vulnerable, and
two new vulnerable parameters are identified for EdDSA. Further, we demonstrate a successful Rowhammer attack against each of these schemes, using recent cryptographic
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