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Popularity of BLE

¹ Bluetooth® market update 2025
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Bluetooth Vulnerabilities
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● Past research has shown the impact of Bluetooth vulnerabilities

○ RCE: Gain full control of the devices

○ DoS: Device unusable or permanently disabled



Overview of BLE Stack
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Type of BLE Fuzzer
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● Type A: Emulation-based BLE 
full stack fuzzer

● Type B: Emulation-based BLE 
host fuzzer

● Type C: Hardware-based BLE 
full stack fuzzer



setup cost, coverage, 
speed, crash verification

Challenges

3. Complexity of BLE

1.  Runtime Scalability 2. High‑quality Seed

Core 4.0 - 6.1/
BLE Mesh/
HRP/DIS/HTP/F
MP/HID/OTS/…
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Solution - Runtime Scalability

● Runtime Scalability

● High‑quality Seed

● Complexity of BLE
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Solution - Runtime Scalability

● Runtime Scalability

● High‑quality Seed

● Complexity of BLE

Simultaneously fuzz
Different BLE implementations
Different BLE applications

(BabbleSim) (BabbleSim)
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Solution - High‑quality Seed

● Runtime Scalability

● High‑quality Seed

● Complexity of BLE
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OTS/GATT/
Mesh/LE 
Credits/SM 
Paring/...



Solution - Complexity of BLE

● High‑quality Seed

● Runtime Scalability

● Complexity of BLE
Code coverage
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Evaluation
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● To select a fuzzing platform, we 
compare BabbleSim, RootCanal, and 
physical devices

● BabbleSim is approximately 100 
times faster than other platform



Evaluation

● We compare the packet transmission rate of the BLE fuzzing research works

● Our approach is 18.0× to 162.3× faster than existing approaches
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Evaluation
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● We compare our stackable mutation architecture to AFL-only mutator

● Stackable mutation architecture achieves 6.14%–256.49% higher coverage than 
AFL-only mutator



Evaluation
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● We compare our work to the 
ESP-WROVER-KIT running BrakTooth 
firmware

● BLuEMan outperforms BrakTooth by 
1.54x–1.69x in coverage

(a) GATT Write. (a) Heart Rate. (a) OTS.



Conclusion

● By combining an RTOS with a PHY simulator, BLuEMan provides an 
efficient, high fidelity and scalable platform for BLE fuzzing

● It features a novel MITM architecture for automated seed collection and 
a packet-driven workflow that streamlines state management

● it uncovered four new vulnerabilities spanning different layers of the BLE 
stack
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Thank you !

Github Zenodo Paper


