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1. First interview study on software signing in practice.

2. Refined supply chain factory model reflecting diverse industry signing workflows.

3. Empirical data on organizations’ signing challenges.

4. Practitioner views on signing importance and impacts of supply chain attacks and 
regulations.

Contributions
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Motivation & Background



     

Software Supply Chain
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                     Software Signing – an exemplar of Provenance

Software Supply Chain – Security Properties
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Properties of Secure Software 
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 Low Quality & Adoption (Schorlemmer et al, IEEE S&P 2024)
                                            

Software Signing – Current State
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1. Low Quality & Adoption (Schorlemmer et al, IEEE S&P 2024)

2. Attack Vector 
Example: Microsoft CVE-2020-0601, Adobe Attacks (2012) 

3. Unclear Implementation Guidance
                                            

   Example Recommendation: NIST SP 800-218 (Pg 9)

Software Signing – Current State
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Research Questions



• RQ1 — Where and how is software signing implemented by software teams?

• RQ2 — What are the challenges that affect the implementation and use of 
software signing?

• RQ3 — What is the perceived importance of Software Signing in mitigating 
risks?

• RQ4 — How do internal and external signing events influence the adoption 
of software signing?
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Methodology



Methodology – Overview
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Sources for Protocol

Interview Protocol
Data Analysis



Methodology – Data Collection
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• Research Instrument – Semi-structured interviews.
• 18 Experienced Security Practitioners - 13 Orgs.
• Median years of experience – 13 years.
• Median Interview Lasted for 50 minutes.



Methodology – Data Collection
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Methodology – Data Collection
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Methodology – Data Collection
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• Analysis Framework – Software Supply Chain 
Model



Methodology – Data Collection
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• Analysis Framework – Software Supply Chain 
Model

• Achieved Saturation at the 11th Interview



Results



Results (RQ1 – Signing Implementation in Practice)
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Results (RQ1 – Signing Implementation in Practice)



Results (RQ2 – Challenges in software signing implementation)
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Results (RQ2 – Challenges in software signing implementation)
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Results (RQ2 – Challenges in software signing implementation)
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Results (RQ2 – Challenges in software signing implementation)



• Subjects differed on this point.

Results (RQ3 – Perceived Importance of Software Signing)
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• Subjects differed on this point.

• As Crucial to Provenance and Integrity: 
• S4 —“I think signing is massively important. Signing for open source is probably the single

most important thing for software supply chain security”.
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• Subjects differed on this point.

• As Crucial to Provenance and Integrity: 
• S4 — “I think signing is massively important. Signing for open source is probably the single

most important thing for software supply chain security”.

• As a Secondary Security technique:
• S2 — “I think the most important thing is accurate metadata collection and centralization. And even

if that data’s not signed, we can still get a lot of usefulness out of it. Signatures, in my opinion, they 
offer an additional layer of security on top of what we should be doing, which is metadata collection”

• As a Requirement-Driven Practice:
• S8 — “...for signed binaries and code signing ...a lot of those [requirements] are driven...by platform 

requirements...to prevent us from being blocked from...these platforms, code signing...was largely 
driven by [these platforms].”

Results (RQ3 – Perceived Importance of Software Signing)
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Recommendations 
• Improving Signature & Artifacts verification in Signing workflows – Improved Tooling.
• Addressing Incentives challenges in software signing.

Recommendations & Future Work
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Recommendations
• Improving Signature & Artifacts verification in Signing workflows – Improved Tooling.
• Addressing Incentives challenges in software signing.

• Future Work
• What constitutes “Improved Tooling”?
• Research on operationalization of trust in the open-source space

Recommendations & Future Work
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Thank you for your attention!

Find our full paper here:Kelechi G. Kalu
kalu@purdue.edu

Our work on formative usability 
evaluation of signing tools here:
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BONUS SLIDES



Software Signing Workflow
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Interview Protocol
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Results (RQ4 - Impact of Supply Chain Security Awareness on Software Signing Practices)
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• Only one participant reports an influence of supply chain failures on the signing 
implementation. 
• Software supply chain failures usually require immediate fixes to the malfunctioning or 

compromised components. 
• Large-scale failures typically trigger a comprehensive reassessment, leading to changes in the 

security strategy of a team or organization.
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• Only one participant reports an influence of supply chain failures on the signing 
implementation. 
• Software supply chain failures usually require immediate fixes to the malfunctioning or 

compromised components. 
• Large-scale failures typically trigger a comprehensive reassessment, leading to changes in the 

security strategy of a team or organization.

• Security regulations, frameworks, and standards does not generally drive the adoption of 
software signing.
• Only 2 participants reports it influenced their adoption of signing.
• 9 participants opined that it influenced their adoption of other security techniques mainly 

SBOMs.


