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Background: System Provenance

• Records interactions between system objects (e.g. processes, files, or sockets, etc.)

<Timestamp 1> Nginx, receive, IP1
<Timestamp 2> Nginx, open, index.html
<Timestamp 3> Nginx, read, index.html
<Timestamp 4> Nginx, send, IP1
<Timestamp 5> Nginx, close, Index.html
……

System Events
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• Represents system behaviors as a directed, attributed and dynamic graph
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System Events Provenance Graph



Background: System Provenance

• Records interactions between system objects (e.g. processes, files, or sockets, etc.)

• Represents system behaviors as a directed, attributed and dynamic graph

• Cyber attacks → Abnormal system behaviors → Abnormal provenance graph structure



Background: Anomaly-based PIDS

• A Provenance-based Intrusion Detection System (PIDS) detects attacks in provenance graphs

• An anomaly-based PIDS aims to identify abnormal system behaviors as malicious
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Behaviors

PIDS
Provenance 

Graphs
Anomalies



Motivation: Limitation in Signal Attribution Quality

SOTA systems report attack signals with low Quality of Attribution (QoA)

- Overwhelmingly contextual information causing alert fatigue and frequent burnout

Main factors:

• Significant data imbalance between classes

• Improper evaluation strategies



Motivation: Data Imbalance

Significant data imbalance between classes:

Prevalence of malicious nodes in the test set ranges from ~1:10,000 to ~1:1,000,000

Datasets Test set Malicious Prevalence

E3-CADETS 268,153 68 2.510-4

E3-THEIA 699,295 118 1.710-4

E3-CLEARSCOPE 111,394 41 4.010-5

E5-CADETS 3,111,378 123 4.010-5

E5-THEIA 747,452 69 9.210-5

E5-CLEARSCOPE 150,725 51 3.410-4

Number of malicious nodes and total nodes in test set



Motivation: Improper Evaluation Strategies

1）Neighborhood Approach 2）Batch Approach 3）Source Approach

ThreaTrace (TIFS ’22), Flash (S&P ’24) 
and Magic (USENIX ’24) consider 2-
hop neighbors of an attack node as 
malicious

Kairos (S&P ’24) and EdgeTorrent
(RAID ’23) consider all nodes in the 
same batch as malicious

R-CAID (S&P ’24) identifies the 
source node and all descendants 
are considered as malicious 



Motivation: Improper Evaluation Strategies

Difference between evaluation strategies:

• Evaluation strategies overestimate the number of malicious nodes 

• Orthrus does not use any evaluation strategies

Datasets Neighborhood Batch Source Ours

E3-CADETS 12,852 4,929 2,062 68

E3-THEIA 25,362 51,098 35,794 118

E3-CLEARSCOPE 32,451 8,727 2,750 41

E5-CADETS 20,524 717,783 401,065 123

E5-THEIA 162,724 61,368 9,374 69

E5-CLEARSCOPE 48,488 8,636 1,020 51

Number of malicious nodes with different evaluation strategies



Design: Overview of Orthrus



Design: Graph Construction

Considered System Objects Considered System Events



Design: Edge Featurization

1) Encode Node Attribute



Design: Edge Featurization

1) Encode Node Attribute 2) Compute Edge Feature Vector



Design: Graph Learning



Design: Graph Learning

Encoder:

• For each edge (𝑢, 𝑣), 𝑁 most recent events connecting to 𝑣 are sampled from previous events 

𝑆𝑡(𝑣) for information aggregation

𝑆𝑡 𝑣 = { 𝑢, 𝑣 ∈ 𝐸|𝑡𝑢𝑣 < 𝑡, 𝑡𝑢𝑣 ∈ 𝛵}

𝑆𝑁 𝑣 = 𝑆𝐴𝑀𝑃𝐿𝐸(𝑆𝑡 𝑣 , 𝑁, 𝑇, 𝑡)



Design: Graph Learning

Encoder:

• Attention-based GNN aggregates information from sample events to target node 𝑣

• Attention coefficients are calculated between 𝑣 and each sampled neighbor 𝑢

𝜶𝑢,𝑣 = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(
𝑾3𝒙𝑣

𝑇(𝑾4𝒙𝑢 +𝑾5𝒆𝑢𝑣)

𝑑
)

𝒉𝑣 = 𝑾1𝒙𝑣 + ෍

(𝑢,𝑣)∈𝑆𝑁

𝜶𝑢,𝑣(𝑾2𝒙𝑢 +𝑾3𝒆𝑢𝑣)

𝒙𝑢

𝒙𝑣

𝒆𝑢𝑣

𝑆𝑁(𝑣)



Design: Graph Learning

Decoder:

• Predicts edge type ො𝑦𝑢𝑣 based on embeddings of end nodes 𝒉𝑢 and 𝒉𝑣

ො𝑦𝑢𝑣 = 𝜎(𝑾𝑔 ∙ 𝐶𝑜𝑛𝑐𝑎𝑡(𝑾𝑠𝒉𝑢,𝑾𝑑𝒉𝑣))



Design: Graph Learning

Decoder:

• Predicts edge type ො𝑦𝑢𝑣 based on embeddings of end nodes 𝒉𝑢 and 𝒉𝑣

ො𝑦𝑢𝑣 = 𝜎(𝑾𝑔 ∙ 𝐶𝑜𝑛𝑐𝑎𝑡(𝑾𝑠𝒉𝑢,𝑾𝑑𝒉𝑣))

• The reconstruction error is set as the Cross-Entropy loss across edge types to prediction

𝐿𝑢𝑣 = 𝐶𝐸(ො𝑦𝑢𝑣, 𝑦𝑢𝑣)



Design: Anomaly Detection

0.5 1.0 … 10.0 10.5
Anomaly Score

1) Automatic Thresholding:

• Max anomaly score in validation set as the threshold

• Indicates the largest deviation among benign activities



Design: Anomaly Detection

0.5 1.0 … 10.0 10.5
Anomaly Score

1) Automatic Thresholding:

• Max anomaly score in validation set as the threshold

• Indicates the largest deviation among benign activities

2) Outlier Clustering:

• K-means is used to divide over-threshold nodes into 2 clusters

• The more abnormal cluster is reported as malicious, the other is filtered as benign malicious



Design: Attack Reconstruction

• Conduct causality analysis to identify potential attack entry and exit nodes 

• A dependency graph is defined as the subgraph between an entry/exit node and 𝑝

• Calculate critical scores for dependency graphs to identify the most critical dependency 

graph as reconstruction of the attack



Evaluation Questions

• RQ1: Is Orthrus able to detect all attacks?

• RQ2: What is the quality of attribution?

• RQ3: Is Orthrus computationally efficient?

• RQ4: How do hyperparameters influence performance?

• RQ5: How the different Orthrus components contribute to overall performance?



Evaluation: Datasets

• Benchmark datasets published by DARPA’s Transparent Computing (TC) programs. 

• TC organized several adversarial engagements that simulated real-world APTs on enterprise 

networks. 

- Simulation Duration: two weeks

- Benign activities: browse website, check emails, SSH connection, etc.

- Attack activities: browser vulnerability exploitation, malicious process execution, sensitive data 

leakage



Evaluation: Baselines

• 5 state-of-the-art works are taken for comparison: Flash, MAGIC, Kairos, ThreaTrace and SIGL



RQ1: Is Orthrus able to detect all attacks?

• An attack is considered detected if the system flags any node directly involved in the attack as 

malicious



RQ2: What is the quality of attribution?



RQ2: What is the quality of attribution?

• Orthrus differentiates malicious and benign nodes with a larger margin.



RQ3: Is Orthrus computationally efficient?



RQ4: How do hyperparameters influence performance?

• Orthrus can detect all 3 attacks in most cases, even if the parameter change a lot

• Results demonstrate the robustness of Orthrus



RQ5: Contribution of components to overall performance?

• Ablation Study: we replace or remove one component at a time



Summary

1. We identify the main factors leading to low attribution quality of SOTA PIDS

2. We propose Orthrus, the first PIDS capable of providing high-attribution-quality attack 

reports

3. We generate and open-source a comprehensive and solid ground truth  without any 

improper evaluation strategies

4. We open-source our system and evaluate it using publicly available datasets 



Thanks for your listening!


