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Attacks

e Sledgehammer hammers « Rowpressis a new memory
multiple banks in parallel. disturbance effect.

o More bitflips > easier attacks o Instead of hammering, Rowpress

keeps rows open for longer.
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Are advanced attacks exploiting the DRAM device as intended?
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Rowhammer: An Arms Race in the Dark
Defenses

First DDR5 DIMMs
on the market

DDRS Spec. B | #ACTS: ..OOO‘O
released with RFM Bank 1 | .....‘O

T—RFM threshold
Per-bank activation counter (memory controller)

Are CPUs using optional DDRS5 features to protect against Rowhammer?
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e Enables usto observe the
DRAM C/A bus traffic.

e Supports 18 digital signals.

e Powered by a custom data
processing pipeline.
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Analzying Sledgehammer’s ACT Throughput

EXPERIMENT

Intel i7-8700K (Coffee Lake)

Run Sledgehammer while
hammering 1-16 banks in parallel.

Capture traces using McSee.
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Analzying Sledgehammer’s ACT Throughput

strong drop
EXPERIMENT ACTS/tREFI Total ACT
per bank — — Throughput
- 750

o Inteli7-8700K (Coffee Lake) I —— 2 - 600
« Run Sledgehammer while Tl ITHL e
hammering 1-16 banks in parallel. 01,8 : - 150

0 - -0

o Capture traces using McSee. 1 3 5 7 9 11 13 15

#Hammered Banks

Hammering more banks is beneficial for up to six banks,
after which the per-bank ACT rate strongly declines.
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Analzying Sledgehammer’s ACT Reordering

expected trend

AN ALYSIS #Banks hammered
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Increasing the number of hammered banks from one to
Seven causes, on average, 6.7x more reordering of ACTs.
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Analzying Rowpress’ Row-Open Time

EXPERIMENT

Intel i7-8700K (Coffee Lake)

with same DIMM as org. work.

Original results reproduced.

Capture traces while fixing
#cache block reads.

f@
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(2x) than for the most effective pattern (17.6x) in the original work.

F Rowpress’ ability to reduce ACmin on commodity systems is significantly
lower
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Analyzing Rowhammer Defenses

STANDARD Refresh Management (RFM)

DDRS SDRAM

e DIMM’s SPD: RFM values

JESD79-5C_v1.30
(Revision of JESD79-5B_v1.20, September 2022)

e Memory Controller: RFM commands

SDEC SOLID STATE TECHN
——
JEDEC. | - =
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RFM Values

M1

M2
M3
M4

H1
H2
H3

H11
ST
S2
S3
S4

U1

Mf. Date Size | Wd. Geom.
[yy-mm] [GiB] | [bits] | #[RK,BK,BA,R]

22-05 1,8,4,16
22-08 16 X8 1,8,4,16
22-01 16 X8 1,8,4,16
2110 16 X8 1,8,4,16
see the results for M5-M11 in the paper
22-01 8 X16 1,4,4,16
22-12 8 x16 1,4,4,16
22-07 16 X8 1,8,4,16
see the results for H4-H10 in the paper
2112 8 X16 1,4,4,16
22-02 8 x16 1,4,4,16
2112 8 X16 1,4,4,16
22-01 16 X8 1,8,4,16
2110 16 X8 1,8,4,16
see the results for S5-S7 in the paper
22-05 8 X16 1,4,4,16



14

RFM Values

e Custom DDR5 SPD
decoder to read

RFM values:
o RFM Required
o RAAIMT
o  RAAMMT
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RFM Values

e Custom DDR5 SPD
decoder to read

RFM values:
o RFM Required
o RAAIMT
o  RAAMMT

M1

M2
M3
M4

H1
H2
H3

H11
ST
S2
S3
S4

U1

Mf. Date Size | Wd. Geom. | RFM
[yy-mm] [GiB] | [bits] | #[RK,BK,BA,R] | [REQ, RAAIMT/-MMT]

22-05 1,8,4,16 |0, 80, 6x

22-08 16 x8 1,8,4,16 0, RFU, RFU

22-01 16 x8 1,8,4,16 0, 80, 6x

2110 16 x8 1,8,4,16 0, 80, 4x
see the results for M5-M11 in the paper

22-01 8 X16 1,4,4,16 0, RFU, RFU

2212 8 x16 1,4,4,16 [0, 80, 6x '
22-07 16 x8 1,8,4,16 [0, 80, 6x

see the results for H4-H10 in the paper

21-12 8 X16 1,4,4,16 |1, 56, 3x A

22-02 8 x16 1,4,4,16 0, 80, 6x

2112 8 x16 1,4,4,16 0, RFU, RFU

22-01 16 x8 1,8,4,16 0, RFU, RFU

21-10 16 x8 1,8,4,16 0, RFU, RFU
see the results for S5-S7 in the paper

22-05 8 x16 1,4,4,16 |0, 80, 6x




RFM Values

e Custom DDR5 SPD
decoder to read

RFM values:
o RFM Required
o RAAIMT
o  RAAMMT

The majority DDR5 devices
report valid RFM values, but only
one DIMM requires RFM.
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M1

M2
M3
M4

H1
H2
H3

H11
ST
S2
S3
S4

U1

Mf. Date Size | Wd. Geom. | RFM
[yy-mm] [GiB] | [bits] | #[RK,BK,BA,R] | [REQ, RAAIMT/-MMT]

22-05 1,8,4,16 |0, 80, 6x
22-08 16 x8 1,8,4,16 0, RFU, RFU
22-01 16 x8 1,8,4,16 0, 80, 6x
21-10 16 x8 1,8,4,16 0, 80, 4x
see the results for M5-M11 in the paper
22-01 8 x16 1,4,4,16 0, RFU, RFU
22-12 8 x16 1,4,4,16 [0, 80, 6x '
22-07 16 x8 184,16 [0,80,6x
see the results for H4-H10 in the paper
21-12 8 X16 1,4,4,16 |1, 56, 3x A
22-02 8 x16 1,4,4,16 0, 80, 6x
2112 8 x16 1,4,4,16 0, RFU, RFU
22-01 16 x8 1,8,4,16 0, RFU, RFU
21-10 16 x8 1,8,4,16 0, RFU, RFU
see the results for S5-S7 in the paper
22-05 8 x16 1,4,4,16 |0, 80, 6x




DDR5 Systems

Microarchitecture Release Date m

Intel Alder Lake (AL) Nov. 2021 17-12700K
Intel Raptor Lake (RL) Oct. 2022 17-13700K
AMD Zen4 (/4) Sept. 2022 R7 7700X

First Intel and AMD CPUs with DDRS5 support.
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RFM in DDR5 Memory Controllers

EXPERIMENT
e Double-sided Rowhammer.

e lested DIMMs:

o H5 (SKH, RFM required: No)
o H11 (SKH, RFM required: Yes)
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RFM in DDR5 Memory Controllers

EXPERIMENT
e Double-sided Rowhammer.

e lested DIMMs:

o H5 (SKH, RFM required: No)
o H11 (SKH, RFM required: Yes)

oyl Intel Alder/Raptor Lake and AMD Zen 4 do notissue RFMs.
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RFM in DDR5 Memory Controllers

EXPERIMENT
. Double-sided Rowhammer. gy 1< LR e
146 -
« Tested DIMMs: 138 ]
o H5 (SKH, RFM required: No) 3] -
- H11 (SKH, RFM required: Yes) 0 2 4 22 24 26 28 30
Time [us]

oyl Intel Alder/Raptor Lake and AMD Zen 4 do notissue RFMs.
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RFM in DDR5 Memory Controllers

EXPERIMENT

e Double-sided Rowhammer. Rowindex __JeACT =PRE REFab - REFsb
146 1.

o« Jested DIMMs: 145 i

138 4!

o> H5 (SKH, RFM required: No) 1377

136 ¢

- H11 (SKH, RFM required: Yes) o 2 4 22 2

Time [us]

26

oyl Intel Alder/Raptor Lake and AMD Zen 4 do notissue RFMs.

Intel Alder/Raptor Lake use FGR mode by default.
AMD Zen 4 systems do not use FGR mode.

28

30

16



RFM in DDR5 Memory Controllers

EXPERIMENT
. Double-sided Rowhammer.  jyf&& . v v e
146 - crrrr €t €Ir €ITITITIIIT €ITIT  IITIT €ITEIIIITIDCITITITIIIC CITITITIITIT CITTITTIILIT €
o Tested DIMMs: 0 A A e
5 H5 (SKH, RFM reqUired: NO) %gg:f&mmm’rﬂmmmmm”
- H11 (SKH, RFM required: Yes) 0 2 4 22 24 26 28 30
Time [us]

oyl Intel Alder/Raptor Lake and AMD Zen 4 do notissue RFMs.

Intel Alder/Raptor Lake use FGR mode by default.
AMD Zen 4 systems do not use FGR mode.
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RFM in DDR5 Memory Controllers

EXPERIMENT
. Double-sided Rowhammer.  foypd  cAc] (PRE - RFb - WES
146 - crrrr €t €T €ITITITIIIT €ITIT  IITIT €ITEIIIITIDCITITITIIIL CITITITIITIT CITTITTIIIIL €
o Tested DIMMs: R I A P
o H5 (SKH, RFM required: No) 3 e
o H11 (SKH, RFM required: Yes) 0 2 4 22 24 26 28 30
Time [us]

oy |Intel Alder/Raptor Lake and AMD Zen 4 do notissue RFMs.

Intel Alder/Raptor Lake use FGR mode by default.
AMD Zen 4 systems do not use FGR mode.

m Intel Raptor Lake CPUs employ pseudo-TRR (pTRR).
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Intel’s pseudo-TRR Mitigation

How likely is it that a row gets refreshed by pTRR?
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Intel’s pseudo-TRR Mitigation

How likely is it that a row gets refreshed by pTRR?

EXPERIMENT

e Hammer two aggressors for
8192 ACTs.

e clflushandmfence
between hammers.

« Repeat experiment for 512 times.

17



Intel’s pseudo-TRR Mitigation

How likely is it that a row gets refreshed by pTRR?
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60 -1 : P
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between hammers. .

2 4 6 8 10 12 14 16

* Repeat experiment for 51 2 t|meS. #Mitigation Events per 8192 ACTs
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Intel’s pseudo-TRR Mitigation

How likely is it that a row gets refreshed by pTRR?

EXPERIMENT

« Hammer two aggressors for f;(}o_Cks —e— B(8192, 0.00091)
8192 ACTs. o0t U

. clflushandmfence 1 B

between hammers. .

0 = |
2 4 6 8 10 12 14 16

* Repeat experiment for 51 2 t|meS. #Mitigation Events per 8192 ACTs

PTRR refreshes aggressor-adjacent rows with a probability of 0.091%.
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Intel’s pseudo-TRR Mitigation

How long does it take to naively bypass pTRR?

[11A. G. Yaglikci et al., “HiRA: Hidden Row Activation for Reducing Refresh Latency of Off-the-Shelf DRAM Chips,” in MICRO °22, 2022.
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Intel’s pseudo-TRR Mitigation

How long does it take to naively bypass pTRR?

o PARA model from previous work [1]

o 50% attack success probability after
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Intel’s pseudo-TRR Mitigation

How long does it take to naively bypass pTRR?

o PARA model from previous work [1]

o 50% attack success probability after
o 1 week: for RH threshold 18 800

o 1day: for RH threshold of 16 700

Success Probability
1.0

0.54
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15K 20K 25K 30K
Rowhammer Threshold

[11A. G. Yaglikci et al., “HiRA: Hidden Row Activation for Reducing Refresh Latency of Off-the-Shelf DRAM Chips,” in MICRO °22, 2022. 18



Intel’s pseudo-TRR Mitigation

How long does it take to naively bypass pTRR?

o PARA model from previous work [1]

o 50% attack success probability after
o 1 week: for RH threshold 18 800

o 1day: for RH threshold of 16 700
o 1 hour: for RH threshold of 13 200

Success Probability

—@— 1 Week
—— 1 Day

1 Hour

15K 20K 25K 30K
Rowhammer Threshold

oK 10K

[11A. G. Yaglikci et al., “HiRA: Hidden Row Activation for Reducing Refresh Latency of Off-the-Shelf DRAM Chips,” in MICRO °22, 2022.
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