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Are CPUs using optional DDR5 features  to protect against Rowhammer?
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● Enables us to observe the 
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Optimizing the McSee data 
processing pipeline improved 

the processing time by 16x.
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Analzying Sledgehammer’s ACT Throughput

EXPERIMENT
● Intel i7-8700K (Coffee Lake)
● Run Sledgehammer while 
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● Capture traces using McSee.
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Analzying Sledgehammer’s ACT Reordering

ANALYSIS
● Hypothesis: more banks 

hammered ⇒ less ACT reordering. 
● Analyze the ACT-to-ACT 

distance of aggressor pairs.
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Analzying Rowpress’ Row-Open Time

EXPERIMENT
● Intel i7-8700K (Coffee Lake) 

with same DIMM as org. work.
● Original results reproduced.
● Capture traces while fixing 

#cache block reads.

12



Analzying Rowpress’ Row-Open Time

EXPERIMENT
● Intel i7-8700K (Coffee Lake) 

with same DIMM as org. work.
● Original results reproduced.
● Capture traces while fixing 

#cache block reads.

12

1 16 32 48 64 80 128
#Cache block reads per aggr. row ACT

0

100

200

300

400
Avg. tAggON [ns]

Mfr. H Mfr. S Mfr. M



Analzying Rowpress’ Row-Open Time

EXPERIMENT
● Intel i7-8700K (Coffee Lake) 

with same DIMM as org. work.
● Original results reproduced.
● Capture traces while fixing 

#cache block reads.

12

McSee

1 16 32 48 64 80 128
#Cache block reads per aggr. row ACT

0

100

200

300

400
Avg. tAggON [ns]

Mfr. H Mfr. S Mfr. M

1 16 32 48 64 80 128
#Cache block reads per aggr. row ACT

0

100

200

300

400
Avg. tAggON [ns]

Mfr. H Mfr. S Mfr. M



Analzying Rowpress’ Row-Open Time

EXPERIMENT
● Intel i7-8700K (Coffee Lake) 

with same DIMM as org. work.
● Original results reproduced.
● Capture traces while fixing 

#cache block reads.

12

McSee

1 16 32 48 64 80 128
#Cache block reads per aggr. row ACT

0

100

200

300

400
Avg. tAggON [ns]

Mfr. H Mfr. S Mfr. M

1 16 32 48 64 80 128
#Cache block reads per aggr. row ACT

0

100

200

300

400
Avg. tAggON [ns]

Mfr. H Mfr. S Mfr. M

1 16 32 48 64 80 128
#Cache block reads per aggr. row ACT

0

100

200

300

400
Avg. tAggON [ns]

0K

10K

20K

30K

40K
ACmin

Mfr. H Mfr. S Mfr. M

Org. Work



Analzying Rowpress’ Row-Open Time

EXPERIMENT
● Intel i7-8700K (Coffee Lake) 

with same DIMM as org. work.
● Original results reproduced.
● Capture traces while fixing 

#cache block reads.

12

Rowpress’ ability to reduce ACmin on commodity systems is significantly 
lower (2x) than for the most effective pattern (17.6x) in the original work.
O3.
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Refresh Management (RFM)
● DIMM’s SPD: RFM values

● Memory Controller: RFM commands

13

Analyzing Rowhammer Defenses



RFM Values
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ID Mf. Date
[yy-mm]

Size
[GiB]

Wd.
[bits]

Geom.
#[RK,BK,BA,R]

RFM 
[REQ, RAAIMT/-MMT]

M1 22-05 16 x8 1,8,4,16 0, 80, 6x
M2 22-08 16 x8 1,8,4,16 0, RFU, RFU
M3 22-01 16 x8 1,8,4,16 0, 80, 6x
M4 21-10 16 x8 1,8,4,16 0, 80, 4x

see the results for M5-M11 in the paper

H1 22-01 8 x16 1,4,4,16 0, RFU, RFU
H2 22-12 8 x16 1,4,4,16 0, 80, 6x
H3 22-07 16 x8 1,8,4,16 0, 80, 6x

see the results for H4-H10 in the paper
H11 21-12 8 X16 1,4,4,16 1, 56, 3x
S1 22-02 8 x16 1,4,4,16 0, 80, 6x
S2 21-12 8 x16 1,4,4,16 0, RFU, RFU
S3 22-01 16 x8 1,8,4,16 0, RFU, RFU
S4 21-10 16 x8 1,8,4,16 0, RFU, RFU

see the results for S5-S7 in the paper

U1 22-05 8 x16 1,4,4,16 0, 80, 6x
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The majority DDR5 devices 
report valid RFM values, but only 
one DIMM requires RFM.

O5.
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DDR5 Systems

Microarchitecture Release Date Model

Intel Alder Lake (AL) Nov. 2021 i7-12700K

Intel Raptor Lake (RL) Oct. 2022 i7-13700K

AMD Zen 4 (Z4) Sept. 2022 R7 7700X

First Intel and AMD CPUs with DDR5 support.



RFM in DDR5 Memory Controllers

EXPERIMENT
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RFM in DDR5 Memory Controllers

EXPERIMENT
● Double-sided Rowhammer.
● Tested DIMMs:

○ H5 (SKH, RFM required: No)
○ H11 (SKH, RFM required: Yes)

16

Intel Alder/Raptor Lake and AMD Zen 4 do not issue RFMs.O7.

Intel Alder/Raptor Lake use FGR mode by default. 
AMD Zen 4 systems do not use FGR mode.
O8.

Intel Raptor Lake CPUs employ pseudo-TRR (pTRR).O9.
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Intel’s pseudo-TRR Mitigation

17

How likely is it that a row gets refreshed by pTRR?
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Intel’s pseudo-TRR Mitigation

EXPERIMENT
● Hammer two aggressors for 

8192 ACTs.
● clflush and mfence 

between hammers.
● Repeat experiment for 512 times.

17

How likely is it that a row gets refreshed by pTRR?

pTRR refreshes aggressor-adjacent rows with a probability of 0.091%.
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Intel’s pseudo-TRR Mitigation

How long does it take to naively bypass pTRR?
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Intel’s pseudo-TRR Mitigation

How long does it take to naively bypass pTRR?

18

● PARA model from previous work [1]
● 50% attack success probability after

○ 1 week: for RH threshold 18 800
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