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- Machine Learning Accelerators

- Highly-Parallel Data Processing Engines

IO

UPMEM PIM-DRAM

- Reconfigurable Hardware Substrates
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- Machine Learning Accelerators

IBM HERMES

- Reconfigurable Hardware Substrates
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« Homomorphic Encryption (HE)

Marlan and Rosemary Bourns
4/19 U c R l College of Engineering



« Homomorphic Encryption (HE)
* Include PIM into the TEE
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« Homomorphic Encryption (HE)
* Include PIM into the TEE
» Secure Multi Party Computing (MPC)
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- Outsourcing Linear functions to an untrusted PIM

- OTPs are generated on the fly

Precomputation

E=X-R
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- Outsourcing Linear functions to an untrusted PIM
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Precomputation Runtime TEE
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« User data is private
« Non-user data is public
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- Our proposed method enables low overhead data confidentiality, integrity, and
verification schemes for both linear and non-linear operations for real-world PIMs
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Data
Encryption

7 = aX+ bY X and Y are secrets

o TR T T «
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Data
Encryption

Generate Plaintext

Ciphertext
Xp = Decrypt (X,) > Z = aX + bY X and Y are secrets

Yp = Decrypt (Y,) Xe = Xp = X

Ye=1p — 1}
CPU TEE
X, = Encr(Xg44r, V) '

Y, = Encr(Yyqgr, V)

Generate one-time pad with TEE
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Data Pre-
Encryption computation

XT' = EnCT(XClddT" V) ﬁ ZT' — aXr + bYr
Y, = Encr(Y 44, V)

Generate one-time pad with TEE
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Data Pre-
Encryption computation

XT' = Encr(XClddT" V) ﬁ ZT' — aX-r- + bYr
Y, = Encr(Yyqgq, V) ‘

Generate one-time pad with TEE

Z,=Encr (Z,) ‘
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Data Pre- Offloading
Encryption computation Computation

CPU TEE
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Data Pre- Offloading
Encryption computation Computation

Decrypt Pre-computed values
Z,. = Decrypt (Z,)

Xe V.

o [T i nnmmn «
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Data Pre- Offloading Retrieve and
Encryption computation Computation Merge

Decrypt Pre-computed values
Z,. = Decrypt (Z,)

Xe V.
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- Message Authentication Codes (MACs)
e Linear checksum to generate tags
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- Message Authentication Codes (MACs)
» Linear checksum to generate tags
 MAC-then-encrypt

Ciphertext
Poo - Pon C = Encr(Tyyyy,V) = CT=T —C
[ 5 I ] | Generate one-time pad with TEE
P P
Linear cksum
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- Message Authentication Codes (MACs)

* Linear checksum to generate tags
 MAC-then-encrypt

« Treat them as data to verify the computation.

Ciphertext
Pog| - Pon € = Encr(ToggV) =——b CT=T —C
[ E I ] | Generate one-time pad with TEE
[Dm OI an
Linear Checksum TEE Tag« = C *
@ pEbe \ Tag =Tag, +Tag,
I IT" pM  Tag, = CT * a —
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« 20 UPMEM PIM hardware
 DDR4-2400 integrated with DPUs
« 2,560 DPUs
« 160 GB of memory

« Host CPU:
« 2-socket Intel Xeon Silver4110

. Appllcatlons
Multilayer Perceptron (MLP)
« Deep Learning Recommendation Models (DLRM)
» Logistic Regression
« Linear Regression
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* UPMEM-Secure achieves up to 15X speedup over CPU-Secure

« UPMEM-Secure demonstrated minimal performance overhead (4%) over UPMEM-Insecure

* Verification overhead is negligible
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* UPMEM-Secure achieves 5x speedup compared to CPU-Secure
« UPMEM-Secure experiences a 6x slowdown compared to UPMEM-Insecure (LUT-Based)
 UPMEM-Secure achieves a 4x speedup compared to UPMEM-Insecure (non-LUT-Based)
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Thank you!
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