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e1: {r1} ⇔ {f1} 
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Test some rules     Infer some configuration knobs   Most Unique User Fingerprint [1, 0, 1]

Targeted Fingerprint

Best m tests to minimize the anonymity 
set size of target user U 

General Fingerprint

Best m tests to minimize the average anonymity 
set size (or maximize Shannon entropy). 

More than 400 equivalences? Least number of rules for maximum harm
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Are fingerprints stable against filter-list updates?Baseline

CSS Animation Attack

At least 3 years of equivalence set stability

- - - -: equivalence sets 
——-: rules
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2. How good is this fingerprint in reducing user anonymity?
Evaluation
Filter-list Coverage User Anonymity Fingerprint Stability Detection & Mitigation

Mitigations

Disallow Customization  

high performance load 

Globally enabling Vulnerable Rules 

Promising for uBlock 
Might cause breakage

Disabling Browser Features 

Needs granular CSS decisions 
Might cause breakage
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Takeaways
• Users with advanced privacy setups are susceptible to unique 

fingerprinting risks. 
• Practical scriptless attacks that achieve 0.6 entropy similar to prior work. 
• We validate fingerprint stability and evaluate mitigation strategies. 
• We provide recommendations for maintainers, users, and browsers.
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https://flfp-demo.github.io/
Try the attack on your ad-blocker :) Take a look at the paper! Contact me

https://saiid.ch
saiid.elhajjchehade@epfl.ch

https://saiid.ch
mailto:saiid.elhajjchehade@epfl.ch

