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Attacker hammersVictim visits web page Read-write primitive

DIMM vulnerable: 17/28 15 min. Success rate: 40%
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Allocator exhaustion.

1
Detect 10 MB of contiguous memory using a cache side channel.
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Use it to build many more.
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4
Hammer: use slight variations of the Posthammer patterns.

Search for exploitable bit flips.
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6
Launch exploit.

Free the arrays that contain exploitable bit flips.

Allocate target arrays.

Safely rediscover the exploitable bit flips.
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7
Retrigger first bit flip: 0 to 1.

Turns an array into a floating point number.
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8
Retrigger the second bit flip: 1 to 0.

Turns a floating point number into a string reference.
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9
Retrigger the first bit flip: 0 to 1.

Creates a valid but fake array.
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