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The problem

» How could we generate diverse and effective seed test cases for fuzzing?
P Seed test cases are critical for fuzzing effectiveness
» Efficient seed test cases require domain expertise to construct
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Previous work

» Program analysis to mine grammars or black-box LLMs
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Challenges for input generation
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Our solution: An LLM to evolve seed test case generators

» An LLM evolves naive seed test case generators (fuzzers for short) to efficient ones
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Running example: Mutating candidate fuzzers by an LLM

» Mutating a seed generator by LLM-written patches
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Running example: Comparing mutants in the fuzzer space

» Each mutant covers different code, forming a partial order, i.e., the fuzzer space

Fuzzer space SUT

check balance ~o

= 1 def balanced_parenthesis(parens: st ) > bool:
init 2 stack = 01

v for ¢ in parans:

i i e ==

stack.insert(0, <)
==

elif

iterate chars ’ i Stack and stack(0] ==
stack.pop(0)
4 ahe
w et False

n else

2 raise ValueError( “Invalid character” )
5 retum not stack

process ")"

The SUT
/
/
more ")" /
/
/
X /
/
/
!
/

no "(" left? /




Running example: Selecting the best mutants

» Mutants that cover the most code in together are selected as survivors
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Methodology: LLM-based mutation

» Splicing. Gluing the prefix and suffix of two candidates by LLM-generated code
» Completion. Truncating and re-completing a candidate by LLM

» Infilling. Rewriting random lines of a candidate
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Methodology: Fuzzer space exploration

» Mutants with the exact range of covered code form a lattice, i.e., the fuzzer space

» The lattice enables fine-grained comparison beyond single coverage values
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Methodology: Max-cover selection

» Mutants with the maximal covered code together survive to the next iteration
» \We use an approximation algorithm to solve the N"P-complete problem
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Implementation

» A local Codellama-13B (runnable with 26GiB VRAM) drives the evolution loop
» The evolution loop eliminates the need for complex prompt engineering

This file provides a ‘gen_pycode" function to generate
random Python code to test CPython. The current version of
“gen_pycode’ is primitive and may generate incorrect results.
You need to refine and repair it.

def gen_pycode (rng, out):
out.write('import ' + rng.rand_str())

<complete_this>

def gen_pycode (rng, out):
@ out.write('import ' + rng.rand str())

<FIM> out.write ('import sy:

out.write('def main():') é\
by

def gen_pycode (rng, out):

def gen_pycode(rng, out): # Original code
out.write('import ' + rng.rand_str()) out.write('import ' + rng._rand_str())
if rng.read byte() % 2 == 0: # Expanded code

out.write('if name == _ main__') out.write('from math import log')
else: # Original code
out.write('def main():') out.write('def main():')

Several-sentence prompts for mutation Query to generate glue code



Evaluation: Research questions

» RQ1: Effectiveness in fuzzing. How effective is ELFUZZ in fuzzing?
» RQ2: Effectiveness in bug finding. How effective is ELFUZZ in finding bugs?

» RQ3: Ablation study. How do different components of ELFUZZ contribute to
its effectiveness? Which is the most important one?

» RQA4: Interpretability and extensibility. Do the synthesized fuzzers catch
interesting characteristics of the programs under test in an interpretable and
extensible way?



RQ1: Effectiveness in fuzzing

» ELFUZZ can generate test cases with high coverage (up to 434.8% more
compared to other techniques). These test cases, as seeds, bring significant
advantages for later mutation-based fuzzing compared to other techniques.
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RQ2: Effectiveness in bug finding

» ELFUzz is effective in finding more bugs. In the controlled experiments, it finds
more artificially injected bugs. In the real-world experiment, ELFUZz finds five
new bugs, including severe and complex vulnerabilities, even with a short time

budget.
» Bug 1. Format string injection in error messages of
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» Bug 2. Dead loop during parsing the set-option command
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RQ3: Ablation study

» Fuzzer space contributes the most to the performance of ELFuzz compared to the
three LLM-based mutators.
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RQ4: Interpretability and extensibility

» Fuzzers synthesized by ELFUZzz catch diverse and correct grammatical and
semantic requirements of the input format of the programs under test and can be

extended with other techniques (ZEST in our case study).
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A snippet from the synthesized fuzzers (simplified for illustration)
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