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Federated Learning
Federated Learning (FL) is an emerging machine learning paradigm that allows
multiple clients to train models while keeping their data private
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Clients

• Heterogeneous devices (e.g., smartphones, 
IoT, edge nodes)

• They never share their raw data during
training



Federated Learning
Federated Learning (FL) is an emerging machine learning paradigm that allows
multiple clients to train models while keeping their data private
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Server

• Central coordinator of the training process

• Does not have direct access to client data



Federated Learning
Federated Learning (FL) is an emerging machine learning paradigm that allows
multiple clients to train models while keeping their data private

1 Global model is broadcasted to the selected clients

Client perform local training

The server gathers the updates and aggregate them

The clients send back a model update
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Training Process



Gradient Inversion Attacks
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Gradient Inversion Attacks (GIAs) aims to reconstruct private training data from
client updates, thereby compromising the privacy guarantees that FL is designed
to provide
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Reviewed Papers
We conduct a comprehensive Systematization of Knowledge of GIAs in FL,
based on an extensive review of 107 publications spanning from 2016 to 2025



#1: Threat Model
We identify 8 threat models, highlighting key adversary capabilities



The main threat actor considered in literature is the central server

Threat Models
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• Previous works lack of a systematic analysis of
threat models

• Only broader discussion of threat levels are
provided



We identify 8 threat models, highlighting key adversary capabilities

Threat Models



A passive server is unable to interfere with the standard FL algorithms

Passive Server



However, it may leverage auxiliary knowledge to refine reconstructions

Passive Server



An active server may interfere with training procedure (e.g., by manipulating the
shared model)

Active Server



An active server with surrogate data can deliver even more powerful GIAs

Active Server



#2: Gradient Inversion Attacks
We categorize GIAs into three categories. For each attack, we identify
the threat model, practical insights, and applicability



GIAs: Our Categorization



Optimization-based GIAs
Input reconstruction is framed as an optimization
problem with a gradient-matching objective:

Recovered input 
and labels

Gradient-matching 
term

Auxiliary
regularization term



Optimization-based GIAs
Input reconstruction is framed as an optimization
problem with a gradient-matching objective:

Recovered input 
and labels

Gradient-matching 
term

Auxiliary
regularization term

Takeaway on Optimization Attacks.
• Lack mathematical convergence guarantees

• Are highly sensitive to the experimental setup (network
architecture and initialization, training state, batch size, training
algorithm)

• FedSGD with ResNet and small batches is the most vulnerable
scenario, especially under Threat Models D and E



Generative Model-based GIAs
In these attacks, generative model directly
guide the reconstruction process

• Online Optimization

• Latent-Space Optimization

• Direct Reconstruction
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Generative Model-based GIAs
In these attacks, generative model directly
guide the reconstruction process

• Online Optimization

• Latent-Space Optimization (see figure)

• Direct Reconstruction

A surrogate dataset must be available to the
attacker to train the generative model!

Takeaway on Attacks with surrogate dataset.

• Their real applicability depends on how closely surrogate data
aligns with client data

• If strong similarity is required, real-world applicability may be
limited

• A systematic analysis of this aspect is missing



Analytic-based GIAs
The active server tries to recover input data
analitically through different strategies

• Closed Form

• Gradient Sparsification

• Gradient Isolation



Analytic-based GIAs
The active server tries to recover input data
analitically through different strategies

• Closed Form

• Gradient Sparfication

• Gradient Isolation

Takeaway on Analytic Attacks.

• Historically deemed impractical due to their detectability

• Recent advancements have introduced more sophisticated attacks
that achieve effective data reconstruction by using hard-to-detect
model modifications

• This can increase the practical threat level of these attacks in real-
world FL systems



Categorization of GIAs



We identify two families of defenses against GIAs, analyzing their robustness
against the identified threat models

#3: Defensive Measures



Defensive Measures



Client-Side Defensive Measures

(a): Client locally modify input data
+ Does not rely on other clients or central server

− Usually impact on model performances



Client-Side Defensive Measures

(b): Client locally modify the model
+ No server or other trusted clients are required

− Not evaluated against recent GIAs



Client-Side Defensive Measures

(c): Client locally modify the model update
+ No server or other trusted clients are required

− May significantly compromise model utility



Aggregation Defensive Measures

(d): Client aggregate updates to secure
the individual updates from server + No trusted server required

− Introduce communicational overhead



Server-Side Defensive Measures

(e): Server manipulate aggregate update
+ Less impact on model utility with respect to LDP

− The server must be trusted



Categorization of Defensive Measures



We provide a novel taxonomy for existing metrics employed to measure
privacy leakage for GIAs

#4: Evaluation Metrics



GIAs evaluation metrics are based on image similarity or image recognition to
evaluate privacy leakage risk associated to such attacks

Evaluation Metrics



GIAs evaluation metrics are based on image similarity or image recognition to
evaluate privacy leakage risk associated to such attacks

Evaluation Metrics

Takeaway on Evaluation Metrics.

• For Threat Models A to E, where GIAs aim to approximate user
inputs, privacy-centric evaluation metrics are essential for
accurately evaluating privacy leakage and defense effectiveness

• Traditional image similarity metrics often underestimate privacy
risks in approximate reconstructions



We highlight key challenges and promising future research directions
specific to GIAs in FL

#5: Open Challenges



Open Challenges

Ø Extending GIAs beyond image classification. The literature overlooks other
vision tasks

Ø Client-side defenses against active adversaries. Defenses for adversaries who
manipulate models stealthily on the client side are lacking

Ø Impact of distribution shifts on GIAs. Differences between surrogate and real
data affect attack success

Ø Limitations of current privacy metrics. Existing metrics do not fully capture
privacy risks
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