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Binary Format is EVERYWHERE
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Binary Format is EVERYWHERE
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Secure Parsing is HARD
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Secure Parsing is HARD

Performance
Security
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Secure Parsing is HARD

Performance
Security

Parser malleability attacks (Ramananandro, USENIX Sec’19 )
Format confusion attacks (Wallez, CCS’23)
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Secure Parsing is HARD
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Vest: A Verified, Secure, Performant 
Parser and Serializer Generator for Rust
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No infinite loops
Memory safety
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Machine-checked proofs
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Vest Workflow
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VestDSL

External Format 
Specifications

block = {
 version: u32,
 prev_blk: [u8; 32],
 root: [u8; 32],
 timestamp: u32,
 bits: u32,
 nonce: u32,
 tx_cnt: varint,
 txs: [tx; tx_cnt],
}

Author

.vest
Unverified 

Rust Project

Integrate with Cargo

Verified Rust 
Project

.rs

Implementations

Security Proofs

Specifications

Datatypes

VestLib

Verus

Untrusted Trusted

Mechanically verified by Verus
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Implementations

Security Proofs

Specifications

Zero-copy Parser
In-place Serializer

Non-malleability
Non-ambiguity

10 Primitive Combinators + 
9 Higher-order Combinators

: A Fully-compositional Combinator Library 
VestLib

• U8, U16Le, U24Le, …
• bytes::Variable(n), bytes::Fixed::<N>, …
• Pair(A, |a| B(a)) Choice(A, B) RepeatN(Inner, n), …

Traits



Composing Parser and Serializer Specifications

msg = {
  tag: u8,
  len: u16,
  val: [u8; len] ≫= 
    choose (tag) {
    1 ⇒ msg1,
    2 ⇒ msg2,
  },
}
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Pair(
  Pair(U8, U16),
  |(tag, len)| AndThen(
    Bytes(len),
    Choice(
      Cond(tag == 1, Msg1),
      Cond(tag == 2, Msg2)
    )
  )
)
.spec_parse(…) OR 
.spec_serialize(…)



Composing Parser and Serializer Security Proofs
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.theorem_parse_serialize_roundtrip()

.theorem_serialize_parse_roundtrip()

Pair(
  Pair(U8, U16),
  |(tag, len)| AndThen(
    Bytes(len),
    Choice(
      Cond(tag == 1, Msg1),
      Cond(tag == 2, Msg2)
    )
  )
)



Composing the Implementation & Verification
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exec fn parse_msg(i: &'a [u8]) -> (r: ParseResult<Msg, &'a [u8])>)
    ensures
        parse_correct(i, r, spec_parse_msg)
{

.parse(i)
}

Pair(
  Pair(U8, U16),
  |(tag, len)| AndThen(
    Bytes(len),
    Choice(
      Cond(tag == 1, Msg1),
      Cond(tag == 2, Msg2)
    )
  )
)



VestLib’s Trait-based Design
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SpecCombinator
type Type;

spec fn parse …
spec fn serialize …

Combinator: View
type Type: View;
exec fn parse … 

exec fn serialize …

Obeys

Proves

Abstracts

Has a view

Extends

proof fn theorem…
ensures …

proof fn lemma…
    ensures …

proof fn corollary…
    ensures …

SecureCombinator
: SpecCombinator

(T, PT, ST)



VestLib’s Trait-based Design
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Separate combinators for parsing and serialization
Individual functions for properties and proofs
Semi-compositional
HOF: LOTS of quantifiers

Single combinator for parsing and serialization
Associated properties and proofs
Fully-compositional
“Defunctionalized”: Minimized quantifiers

Pair(
  Pair(U8, U16),
  |(tag, len)| AndThen(
    Bytes(len),
    Choice(
      Cond(tag == 1, Msg1),
      Cond(tag == 2, Msg2)
    )
  )
)

.parse(…) OR

.serialize(…) OR
@.spec_parse(…) OR 
@.spec_serialize(…) OR
@.theorem_serialize_parse_roundtrip() OR 
@.theorem_parse_serialize_roundtrip() OR
@.lemma_parse_non_malleable()
…

msg = {
  tag: u8,
  len: u16,
  val: [u8; len] ≫= 
    choose (tag) {
    1 ⇒ msg1,
    2 ⇒ msg2,
  },
}
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Execution Time (lower is better) 
Vest vs Unverified Industrial Baselines

Vest Execution Performance
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Vest Verification Performance

Verification Time on Generated Code (lower is better) 



We are actively working on…
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• Recursive formats
• Bit-precise formats
• Pointer-rich formats
• Parsing actions
• Error resistant parsers
• Non-linear parsers
• …
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Vest: A Verified, Secure, Performant 
Parser and Serializer Generator for Rust

Zero-copy parsers
In-place serializers

Soundness
Completeness
Non-malleability
Non-ambiguity
No integer overflows
No panics
No infinite loops
Memory safety
…

Machine-checked proofs

No expertise in 
formal methods 
required

Email: yicai@umd.edu


