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Parameters in Standard DP : 
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0 ε

0 δ 1
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Adversary

Problem

𝐻#: 𝑋	~	𝑀(𝐷)  or  𝐻$: 𝑋	~	𝑀(𝐷!)

Hypothesis Test

𝒈:	ℝ𝒅 → 𝟎, 𝟏

Type-I Error

𝜶𝒈 = 𝑷𝒓𝑿∼𝑴(𝑫) 𝒈 𝑿 = 𝟏

Type-II Error

𝜷𝒈 = 𝑷𝒓𝑿∼𝑴(𝑫!) 𝒈 𝑿 = 𝟎
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Adversary

Smallest Type-II Error at Level 𝜶

𝛽 = 𝑚𝑖𝑛 𝛽- ∶ 	 𝑔	𝑖𝑠	𝑎	𝑡𝑒𝑠𝑡	𝑤𝑖𝑡ℎ	𝛼- ≤ 𝛼

 Optimal Test: Likelihood Ratio (LR)

• Probability densities 

 𝐩	 ∼ 𝑴 𝑫   and  𝐪	 ∼ 𝑴 𝑫!

• Constants 𝜼	 ≥ 𝟎  and  𝝀	𝝐 𝟎, 𝟏

• Reject  𝐻#  if  q 𝑋 /𝑝 𝑋  > 	η

• Reject  𝐻#  if  q 𝑋 /𝑝 𝑋  = 	η  and a 

coin toss with  Pr 𝐻𝑒𝑎𝑑𝑠 = λ  

yields  Heads
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f-Differential Privacy (f-DP)

Mechanism	𝑀	is	𝑓-DP,	if	for	all	neighboring 

databases  𝐷,𝐷′		we	have

𝑇 α ≥ 𝑓 α 	 ∀	α	ϵ 0,1 ,

where 𝑇 is implied by  𝑝	~	𝑀(𝐷) and q	~	𝑀(𝐷′).  



𝑓-Differential Privacy

• comes with easily interpretable privacy guarantees.

• allows for lossless reasoning about composition.

•  is suitable for studying privacy amplification.

• is a popular framework for auditing private machine learning.

4



Overview

• 𝑓-Differential Privacy 

• Estimation

• Auditing

5



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation
Black-Box Setting

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation
Black-Box Setting

Auditor

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation

Auditor

Mechanism  𝑴 Output 𝐌(𝑫!)Neighboring
Database  𝑫′

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation

Auditor

Mechanism  𝑴 Output 𝐌(𝑫!)Neighboring
Database  𝑫′

𝑋$, … , 𝑋. ∼ 𝑴(𝑫)  
Y$, … , Y/ ∼ 𝑴(𝑫!)

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation

Auditor

Mechanism  𝑴 Output 𝐌(𝑫!)Neighboring
Database  𝑫′

𝑋$, … , 𝑋. ∼ 𝑴(𝑫)  
Y$, … , Y/ ∼ 𝑴(𝑫!)

Kernel Density Estimator

𝑝̂ 𝑡 =
1

𝑛	𝑏0 	 �12$

.
𝐾

𝑡	 − 𝑋1
𝑏

with bandwidth  𝒃 > 𝟎  and kernel

𝐾 𝑡 = $
(34)"/$ 	 𝑒

5 6 $/3.

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation

Auditor

Mechanism  𝑴 Output 𝐌(𝑫!)Neighboring
Database  𝑫′

𝑋$, … , 𝑋. ∼ 𝑴(𝑫)  
Y$, … , Y/ ∼ 𝑴(𝑫!)

Likelihood Ratio Test

• Reject  𝐻#  if  q 𝑋 /𝑝 𝑋  > 	η

• Reject  𝐻#  if  q 𝑋 /𝑝 𝑋  = 	η  and 

a coin toss with  Pr 𝐻𝑒𝑎𝑑𝑠 = λ  

yields  Heads

6



Database  𝑫 Mechanism  𝑴 Output  𝐌(𝑫)

Estimation

Auditor

Mechanism  𝑴 Output 𝐌(𝑫!)Neighboring
Database  𝑫′

𝑋$, … , 𝑋. ∼ 𝑴(𝑫)  
Y$, … , Y/ ∼ 𝑴(𝑫!)

Difficult to mimic in estimation!
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Perturbed Likelihood Ratio Test (PLRT)

Reject  𝐻#  if  q 𝑋 /𝑝 𝑋  ≥ 	η + 𝒉	𝑼

for random, uniformly distributed 

𝑈	𝜖 − $
3 	 ,

$
3   and small  ℎ	 > 0.
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3 	 ,
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Has trade-off function  𝑻𝒉  with

lim
9↓#

𝑠𝑢𝑝;∈ #,$ 𝑇 𝛼 − 𝑇9(𝛼) = 0.
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"# $!%,

!
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1
ℎ
+
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&𝑞

Uniform Convergence

Under certain regularity assumptions, we have 

for  𝑛	 → ∞  and  ℎ = ℎ. → 0  that

𝑠𝑢𝑝;∈ #,$ 𝑇 𝛼 − �𝑇9(𝛼) = 𝑜> 1 .
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Estimate  �𝑇9  with  𝑛 = 200 

Uniform Convergence

Under certain regularity assumptions, we have 

for  𝑛	 → ∞  and  ℎ = ℎ. → 0  that

𝑠𝑢𝑝;∈ #,$ 𝑇 𝛼 − �𝑇9(𝛼) = 𝑜> 1 .

Estimate  �𝑇9  with  𝑛 = 5000 
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ε.

Privacy Parameters in 𝑓-DP Privacy Parameters in Standard DP

ε%

𝜀3 < 𝜀$: more privacy

𝑇$

𝑇3

𝑇? 𝑇3 ≥ 𝑇$: more privacy

𝑇? = 1	 − 	α:  “maximum privacy"
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Goal: Detect violations of privacy and expose flawed mechanisms
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Auditing

Goal: Detect violations of privacy and expose flawed mechanisms

𝜀ε/

Privacy Claim  ε/ Actual Parameter 𝜀

Privacy Violation in Standard DPPrivacy Violation in 𝑓-DP

Claimed Curve  𝑇# 

Actual Curve  𝑇
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𝑇#
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Auditing

�𝑇9

𝑇#

For fixed  𝜼 > 𝟎  

• 𝛼 η   and β η   can be expressed as the Bayes 

risk of a special classification problem. 

• Let  �𝛼 η   and  �𝛽 η   be the estimates obtained 

via the empricial risk of the k-nearest neighbor 

classifier (k-NN).

Confidence Interval at  𝜼

For  𝛾	𝜖 0,1 	 and 𝑛	 ≥ 2  it holds with probability 

greater than  1	 − 	𝛾  that

𝑚𝑎𝑥 �𝛼 η 	− 	𝔼 �𝛼 η , �𝛽 η 	− 	𝔼 �𝛽 η 	≤ 𝑤 𝛾

where  𝑤 𝛾 = ln(4/𝛾) / 2𝑛.
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�𝑇9

𝑇# Construct Confidence Region

(1)  Compute  𝜂̂∗ where distance between  

�𝑇9( �𝛼9 𝜂 )  and  T#( �𝛼9 𝜂 ) is largest.

(2)  Compute 

□A = �𝛼 �η∗ 	− 𝑤(𝛾), �𝛼 �η∗ + 𝑤(𝛾) 	

	 × �β �η∗ 	− 𝑤(𝛾), �β �η∗ + 𝑤(𝛾) .
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�𝑇9

𝑇#

□0

Privacy Violation

𝔼 �𝛼 �η∗ , 𝔼 �𝛽 �η∗   should lie on or 

above 𝑇# and, with high probability, in  □A  

at the same time!
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Summary

• Estimation and Auditing of 𝑓-DP with Black-Box Access

•  Reliable Inference and Detection of Privacy Violations

• Theoretical Guarantees

Take a look at our paper for more details on

• Algorithms

•  Theory

• Experiments
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