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Hy:X ~M(D) or Hi: X ~M(D")
Hypothesis Test
g: R4 - {0,1}
Type-l Error
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ﬂnallest Type-ll Error at Level a \

B = min {,Bg 1 glisatestwithay, < a}
Optimal Test: Likelihood Ratio (LR)
* Probability densities
p ~M(D) and q ~ M(D")

 Constants § >0 and A€[0,1]
* Reject H, if q(X)/p(X) > 1
* Reject H, if q(X)/p(X) = n anda

coin toss with Pr(Heads) = A

\yields Heads /
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f-Differential Privacy (f-DP)
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* comes with easily interpretable privacy guarantees.

allows for lossless reasoning about composition.

Is suitable for studying privacy amplification.

* Is a popular framework for auditing private machine learning.
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Goal: Detect violations of privacy and expose flawed mechanisms
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Goal: Detect violations of privacy and expose flawed mechanisms
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Gaussian Mechanism
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For fixed n > 0

* a(n) and B(n) can be expressed as the Bayes
risk of a special classification problem.

« Let @(n) and B(n) be the estimates obtained
via the empricial risk of the k-nearest neighbor

classifier (k-NN).

Confidence Interval at 7
For y € (0,1) andn > 2 it holds with probability
greaterthan 1 — y that

max{la(m) — E[@m]l, |0 — E[FM]|} <w®)
where w(y) = /In(4/y) //2n.
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Privacy Violation

(E[@(B")], E[B(H*)]) should lie on or
above Ty and, with high probability, in O,

at the same time!
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Summary

* Estimation and Auditing of f-DP with Black-Box Access
* Reliable Inference and Detection of Privacy Violations

e Theoretical Guarantees

Take a look at our paper for more details on
* Algorithms
* Theory

* Experiments
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