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Hardware Side of Domains

Compartmentalized Logical View of
Program the Physical Memory
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But... Caches Still Leak
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Attacks Has Been Demonstrated (1)

 The attacker and the victim can execute on different hyperthreads (Brasser et al. [1])

/" Threads "\

Attacker Thread

probe:
1d1 Cache
1d2

time = rdtscp

Insecure Victim
Thread

encrypt();

= %
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[1]: Software Grand Exposure: SGX Cache Attacks Are Practical. In Proceedings
of the 11th USENIX Conference on Offensive Technologies, WOOT’17, page 11




Attacks Has Been Demonstrated (2)

 Browser engines can run malicious website clients (Shusterman et al. [2])
Browser \

Malicious
Third-Party
Website
cache_sweep:

Last-Level
Cache

occup_analysis:

Benign
Third-Party
Website
non_secure_proc:
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[2]: Robust website fingerprinting through the cache occupancy channel. In
USENIX Security Symposium, 2019.




Attacks Has Been Demonstrated (3)

* A shared library can be compromised to collide in the cache (Wang et al. [3])

/thsmal Compromised \

Code _
Segment Third-Party
IGraphics Library Last-Level
non_secure_proc: Cache
1nSt1 ...’.u‘-.'."‘.'.:::::::%ll n‘stl e
(nstzyar ) nstzJ

Attacker Code Victim Code
clflush &instl i|:
clflush &inst2

P e e e e e e e e e —
R el i i e i R il e

g E // keystrokes
~{non_secure_proc();

non_secure_proc();

\time = rdtscp(); j
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Attacks Has Been Demonstrated (4)

OS kernel can carry out cache attacks within a process (Hahnel et al. [4])
/  System =

Untrusted
OS Kernel

prime(); L1l Cache
single_stepn\int

probe() ;

T

2

::é::

Victim Program
work:
operation_0();
operation_1();
operation_2();

\& 2/

[4]: High-Resolution Side Channels for Untrusted Operating Systems. In 2017
USENIX Annual Technical Conference (USENIX ATC 17), pages 299-312, Santa
Clara, CA, July 2017. USENIX Association
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Response: Cache Partitioning

* A principled and deterministic approach to stop side-channels.

 However, there hasn’t been any effort in implementing partitioning tailored
compartmentalization.

Call or a Context Switch
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We Propose:
Secure Caches for Compartments

(SCC)
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Angle-1: Domain-Oriented
Partitioning
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The Problem With Code-Oriented
Partitioning

Secure
Application

Domain 2

A read-after-write interaction between two
compartments cause aliasing and coherence issues.
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Domain-Oriented Partitioning

 Cache partitions are organized around domains rather than compartments:
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Domain-Oriented Partitioning

 Cache partitions are organized around domains rather than compartments:
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Coherence Under Domain-Oriented
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Coherence Under Domain-Oriented
Partitioning

Secure
Application

Partition of D2 5 Domain 2

Domain-oriented partitioning prevents duplicate
instances of the same data from existing.
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Angle-2: Latency-Aware L1
Cache Partitioning
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Access to an Unoptimized Partitioned
Cache
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Access to an Unoptimized Partitioned
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How to Optimize L1 Cache Accesses?

Observation: Compartments tend to access the same domains for
extended periods of time.

SCC can utilize domain access locality to avoid DRT accesses.

00 L1l Instruction Cache ADR Hit Rate 100 L1 Data Cache ADR Hit Rate
X 90- X 90-
-~ 80 - ~ 80 -
g 10 [ [ g 10 |
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e 39 e 39: |
2 10 - 2 10 - R
oA LA b VA P bl VA P P P P B o JE N S N S N L L L O O
¢ O & 2N o2 IS E L& QY ¢ O & 2N o2 IS E & QYN
o o S& L2 S & o o & S& L8 S & R ~
FEFFCFT FEE9 FEFFEFT 2§68
vy & ¢ vy & ¢
O | | O
Benchmark —1 ADRHit [1 ADR Miss Benchmark

BINGHAMTON

UNIVERSITY

SSSSSSSSSSSSSSSS
AAAAAAAAAAA



How to Optimize L1 Cache Accesses?

Observation: Compartments tend to access the same domains for
extended periods of time.

SCC can utilize domain access locality to avoid DRT accesses.

L1 Instruction Cache ADR Hit Rate 100 - L1l Data Cache ADR Hit Rate

:122 L E T E |82 THUBHHB R E
We can essentlally “store” latest accessed DRT entry to
utilize this domain locality to avoid additional remapping

latency in L1 caches.
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Access to an Optimized Partitioned
Cache
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Access to an Optimized Partitioned
Cache
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Access to an Optimized Partitioned
Cache

Cache Set Hit
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Active Domain Register
Summary

 Unoptimized Access:

Remapplng TLB Access Cache Set Cache _Tag
Logic Access Matching

e ADR-Optimized Access:

Hit
Cache Set Cache Tag
Access ADR Matching
\ccess Remapping Cache Set Cache Tag
Logic Access Matching
Miss
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Angle-3: Mitigating Shared
Library-Based Attacks
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Shared Library Side-Channel Attacks

* Accesses to the shared libraries cause leakage:

Library
Compartment Last-Level Cache

non secure func()

{ Partition

insto0; - y
instl: of Library’s

Domain

Attacker Compartment Victim Compartment
clflush &instO;

clflush é&instl; .
/ /keystrokes..

timel = rdtscp() ;
non_secure func(); non_ secure func();
time2 = rdtscp() ;
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Shared Library Side-Channel Attacks

* Accesses to the shared libraries cause leakage:

Library

Compartment Last-Level Cache
non secure func()
{

Partition
of Library’s

inst0;
instl;

Attacker Compartment Victim Compartment
clflush &instO;
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/ /keystrokes..
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Horizontal Partitioning

* Accesses to the shared libraries cause leakage:
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Horizontal Partitioning

* Accesses to the shared libraries cause leakage:
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Horizontal Partitioning

* Accesses to the shared libraries cause leakage:
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Horizontal Partitioning

* Accesses to the shared libraries cause leakage:

Library

Compartment 0o Last-Level Cache
non secure func() = = =
{

Library
Partition
for

Library
Partition

inst0;
instl;

for Victim
Attacker

Attacker Compartment Victim Compartment
clflush &instO;

clflush &instl;

//keystrokes

Maintaining dedlcated cache states per library caller
effectively mitigates library-based side-channel attacks.
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Extending SCC to Multi-
Process Environments
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SCC’s Multi-Process Setup

 PRT: Process Remapping Table

e PLP: Process-Level Partition

Last Level Cache
PRTs PLP-0

(per core)

PLP-0 |/ |
Metadata Domain BO

PLP-1
Metadata

Domain CO

Domain DO

DRTs
! (per core)
: [
5 /g
5 b
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Methodology and Evaluation
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Implementation Detalls

 Implemented In cycle-accurate gem5 simulator.

 Used SOAAP tool to generate compartments for MiBench and SPEC17
benchmarks.

ﬁim’ lude < soaap .h > \ fgems enVIYOnment\
extern in_impl_d i "
etork t met | tonan clacel fy (" network_secret” SOAAP ( seudo- mstructlon)

s soaap_clearance( networ E(;é‘i ey o a@ Analyze )
\., main ( int argc , char * argv [] ) (I)) (CaChe mod|ﬁatons)
(soaap annotations) P —— “
Permission

include < gem5 / mSops .h > EXtraCtlon Run

void markBaskets ( LONG num_threads ) :
{ Permission Table
»m5_start_compart(2) ; . DO D1 D2 D3 D4 |s

. Compar. 0| 1 | 1 1 :

»m5_end_compart(2) ; .
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Performance Comparison Against
Cache Flushing

 FoCS: Flush on Compartment Switch

e FL10CS: Flush L1 on Compartment Switch (SCC is implemented on other caches)
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Performance Comparison Against
Cache Flushing

e FOoCS: Flush on Compartment Switch

Frequent compartment switches cause extreme performance loss (close to
0% of the baseline).
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Performance Comparison Against Other

Possible Partitioning Approaches

* Proportional: Domain partition sizes are proportional to their respective number of
allocated pages.

o Static-X: X number of partitions are preallocated and uniformly sized.
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Performance Comparison Against Other
Possible Partitioning Approaches

* Proportional: Domain partition sizes are proportional to their respective number of
allocated pages.

o Static-X: X number of partitions are preallocated and uniformly sized.
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Hardware and Power Overhead

e Hardware area estimations are done with the McPAT tool - a CACTI

extension.
Component Area (mm?) Peak Dynamic (W) RT Dynamic (W)
Baseline Core 16.242 (100%) 36.615 (100%) 36.615 (100%)
ADR <0.001 (<0.001%) <0.001 (<0.001%) <0.001 (+0.002%)
DRT (L11/d) <0.001 (+0.002%) 0.003 (+0.009%) 0.009 (+0.027%)
DRT (L2) 0.001 (+0.007%) 0.008 (+0.022%) 0.026 (+0.070%)
DRTs (Total) 0.002 (+0.011%) 0.015 (+0.039%) 0.046 (+0.124%)
Extra Tag Bits 0.101 (+0.62%) 0.212 (+0.29%) 0.113 (+0.33%)
Total 0.103 (+0.63%) 0.224 (+0.61%) 0.155 (+0.42%)
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Hardware and Power Overhead

e Hardware area estimations are done with the McPAT tool - a CACTI
extension.

Component Area (mm?”) | Peak Dynamic (W) RT Dynamic (W)
Baseline Core 16.242 (100%) 36.615 (100%) 36.615 (100%)
ADR <0.001 (<0.001%) | <0.001 (<0.001%) | <0.001 (+0.002%)
DRT (L1i/d) <0.001 (+0.002%) 0.003 (+0.009%) 0.009 (+0.027%)
DRT (L2) 0.001 (+0.007%) 0.008 (+0.022%) 0.026 (+0.070%)
DRTs (Total) 0.002 (+0.011%) 0.015 (+0.039%) 0.046 (+0.124%)
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Total 0.103 (+0.63%) 0.224 (+0.61%) 0.155 (+0.42%)
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Summary
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Summary

Compartmentalized software is critical to limit attack exposure.
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Summary

 Compartmentalized software is critical to limit attack exposure.
 Hardware caches can still leak information even with compartments
 Need new cache designs to address this leakage
 SCC is the first step in this direction:

* |Introduces Domain-Oriented Partitioning

 Implements latency-aware L1 caches

 Mitigates library-based side-channel attacks
 Evaluated SCC in gem5 simulator and McPAT:

* Incurs 7% performance loss and 0.63% area overhead
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Abstract

Compartmentalized software systems have been recently pro-
posed in response to security challenges with traditional
process-level isolation mechanisms. Compartments provide
logical isolation for mutually mistrusting software compo-
nents, even within the same address space. However, they do
not provide side-channel isolation, leaving them vulnerable to
side-channel attacks. In this paper, we take on the problem of
protecting compartmentalized software from hardware cache
side-channel attacks. We consider unique challenges that com-
partmentalized software poses in terms of securing caches,
which include performance implications, efficient and secure
data sharing, and avoiding leakage when shared libraries are
called by multiple callers. We propose SCC - a framework
that addresses these challenges by 1) multi-level cache par-
titioning including L1 caches with a series of optimizations
to minimize performance impact; 2) the concept of domain-
oriented partitioning where cache partitions are created per
memory domain, instead of per compartment; and 3) creating
a separate partition instance of a shared library code for each
caller. We formally prove the security of SCC using opera-
tional semantics and evaluate its performance using the gem5
simulator on a set of compartmentalized benchmarks.

1 Introduction

Modern programs are becoming increasingly complex soft-
ware systems that often integrate code developed by inde-
pendent and mutually untrusting parties. The interactions
between code components often take place using insecure in-
terfaces [7,16,26,34,50,53,63,65,72,75,82,84,85,90,97,104].
As an example, consider a browser that incorporates a just-
in-time compilation module that compiles and executes a
web application which is linked to a cryptographic library
storing secret keys. In this case, a malicious web applica-
tion can potentially compromise secrets held in the crypto-
graphic library, as well as the data of the compilation module
itself. Traditional process-centric isolation security models

are insufficient to protect systems and applications from such
vulnerabilities within the same address space.

In response to these emerging threats, several in-process
compartmentalization mechanisms have been developed to
provide intra-process memory isolation [2,4,19,39,40,42,
66, 70]. In the above browser example, in-process isola-
tion can prevent the web application code from accessing
memory regions of the cryptographic library or the com-
pilation engine, creating isolated compartments in memory
within a single process. In-process compartmentalization solu-
tions come in various forms, including secure enclaves (such
as Intel SGX [1, 19]), page-based memory access control
schemes [75], or capability-based systems [90]. Regardle
of the implementation and security principles behind
designs, current proposals are developed around pgg
memory accesses and ensuring computatiopg
fortunately, side-channel attacks throug
resources have remained outside th
tions consider. At the same time, side-
larly those exploiting shared caches, have bet
in diverse software environments that benefit from
compartmentalization, including browsers [30,64,77], C
services [71], virtual machines [32, 44, 102], and graph
frameworks [86].

In this paper, we propose new cache hierarchies that p
tect compartmentalized software from side-channel attacks;
to the best of our knowledge, this is the first paper that de-
fines and explores this problem. At a high level, our solu-
tion augments existing memory protection schemes with fine-
grain cache partitioning, where in-process compartments can
control the data that is isolated from other compartments in
the cache across multiple cache levels. Designing efficient
and secure partitioned caches supporting compartment isola-
tion requires solving several performance, functionality, and
security-related challenges, which we describe next.

First, applying fine-grain partitioning to L1 caches is expen-
sive because L1 caches are accessed frequently, have stringent
latency constraints, and are likely to be on the critical path of
execution. Previous work leverages flushing the L1 cache on a
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Abstract

Compartmentalized software systems have been recently pro-
posed in response to security challenges with traditional
process-level isolation mechanisms. Compartments provide
logical isolation for mutually mistrusting software compo-
nents, even within the same address space. However, they do
not provide side-channel isolation, leaving them vulnerable to
side-channel attacks. In this paper, we take on the problem of
protecting compartmentalized software from hardware cache
side-channel attacks. We consider unique challenges that com-
partmentalized software poses in terms of securing caches,
which include performance implications, efficient and secure
data sharing, and avoiding leakage when shared libraries are
called by multiple callers. We propose SCC - a framework
that addresses these challenges by 1) multi-level cache par-
titioning including L1 caches with a series of optimizations
to minimize performance impact; 2) the concept of domain-
oriented partitioning where cache partitions are created per
memory domain, instead of per compartment; and 3) creating
a separate partition instance of a shared library code for each
caller. We formally prove the security of SCC using opera-
tional semantics and evaluate its performance using the gem5
simulator on a set of compartmentalized benchmarks.

1 Introduction

Modern programs are becoming increasingly complex soft-
ware systems that often integrate code developed by inde-
pendent and mutually untrusting parties. The interactions
between code components often take place using insecure in-
terfaces [7,16,26,34,50,53,63,65,72,75,82,84,85,90,97,104].
As an example, consider a browser that incorporates a just-
in-time compilation module that compiles and executes a
web application which is linked to a cryptographic library
storing secret keys. In this case, a malicious web applica-
tion can potentially compromise secrets held in the crypto-
graphic library, as well as the data of the compilation module
itself. Traditional process-centric isolation security models

are insufficient to protect systems and applications from such
vulnerabilities within the same address space.

In response to these emerging threats, several in-process
compartmentalization mechanisms have been developed to
provide intra-process memory isolation [2,4,19,39,40,42,
66, 70]. In the above browser example, in-process isola-
tion can prevent the web application code from accessing
memory regions of the cryptographic library or the com-
pilation engine, creating isolated compartments in memory
within a single process. In-process compartmentalization solu-
tions come in various forms, including secure enclaves (such
as Intel SGX [1, 19]), page-based memory access control
schemes [75], or capability-based systems [90]. Regardle
of the implementation and security principles behind
designs, current proposals are developed around pgg
memory accesses and ensuring computatiopg
fortunately, side-channel attacks throug
resources have remained outside th
tions consider. At the same time, side-
larly those exploiting shared caches, have be?
in diverse software environments that benefit from
compartmentalization, including browsers [30,64,77], C
services [71], virtual machines [32, 44, 102], and graph
frameworks [86].

In this paper, we propose new cache hierarchies that p
tect compartmentalized software from side-channel attacks;
to the best of our knowledge, this is the first paper that de-
fines and explores this problem. At a high level, our solu-
tion augments existing memory protection schemes with fine-
grain cache partitioning, where in-process compartments can
control the data that is isolated from other compartments in
the cache across multiple cache levels. Designing efficient
and secure partitioned caches supporting compartment isola-
tion requires solving several performance, functionality, and
security-related challenges, which we describe next.

First, applying fine-grain partitioning to L1 caches is expen-
sive because L1 caches are accessed frequently, have stringent
latency constraints, and are likely to be on the critical path of
execution. Previous work leverages flushing the L1 cache ona
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Abstract

Compartmentalized software systems have been recently pro-
posed in response to security challenges with traditional
process-level isolation mechanisms. Compartments provide
logical isolation for mutually mistrusting software compo-
nents, even within the same address space. However, they do
not provide side-channel isolation, leaving them vulnerable to
side-channel attacks. In this paper, we take on the problem of
protecting compartmentalized software from hardware cache
side-channel attacks. We consider unique challenges that com-
partmentalized software poses in terms of securing caches,
which include performance implications, efficient and secure
data sharing, and avoiding leakage when shared libraries are
called by multiple callers. We propose SCC - a framework
that addresses these challenges by 1) multi-level cache par-
titioning including L1 caches with a series of optimizations
to minimize performance impact; 2) the concept of domain-
oriented partitioning where cache partitions are created per
memory domain, instead of per compartment; and 3) creating
a separate partition instance of a shared library code for each
caller. We formally prove the security of SCC using opera-
tional semantics and evaluate its performance using the gem5
simulator on a set of compartmentalized benchmarks.

1 Introduction

Modern programs are becoming increasingly complex soft-
ware systems that often integrate code developed by inde-
pendent and mutually untrusting parties. The interactions
between code components often take place using insecure in-
terfaces [7,16,26,34,50,53,63,65,72,75,82,84,85,90,97,104].
As an example, consider a browser that incorporates a just-
in-time compilation module that compiles and executes a
web application which is linked to a cryptographic library
storing secret keys. In this case, a malicious web applica-
tion can potentially compromise secrets held in the crypto-
graphic library, as well as the data of the compilation module
itself. Traditional process-centric isolation security models

are insufficient to protect systems and applications from such
vulnerabilities within the same address space.

In response to these emerging threats, several in-process
compartmentalization mechanisms have been developed to
provide intra-process memory isolation [2,4,19,39,40,42,
66, 70]. In the above browser example, in-process isola-
tion can prevent the web application code from accessing
memory regions of the cryptographic library or the com-
pilation engine, creating isolated compartments in memory
within a single process. In-process compartmentalization solu-
tions come in various forms, including secure enclaves (such
as Intel SGX [1, 19]), page-based memory access control
schemes [75], or capability-based systems [90]. Regardle
of the implementation and security principles behind
designs, current proposals are developed around pgg
memory accesses and ensuring computatiopg
fortunately, side-channel attacks throug
resources have remained outside th
tions consider. At the same time, side-
larly those exploiting shared caches, have b
in diverse software environments that benefit from
compartmentalization, including browsers [30,64,77], C
services [71], virtual machines [32, 44, 102], and graph
frameworks [86].

In this paper, we propose new cache hierarchies that p
tect compartmentalized software from side-channel attacks;
to the best of our knowledge, this is the first paper that de-
fines and explores this problem. At a high level, our solu-
tion augments existing memory protection schemes with fine-
grain cache partitioning, where in-process compartments can
control the data that is isolated from other compartments in
the cache across multiple cache levels. Designing efficient
and secure partitioned caches supporting compartment isola-
tion requires solving several performance, functionality, and
security-related challenges, which we describe next.

First, applying fine-grain partitioning to L1 caches is expen-
sive because L1 caches are accessed frequently, have stringent
latency constraints, and are likely to be on the critical path of
execution. Previous work leverages flushing the L1 cache ona
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