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Hardware Side of Domains
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Attacks Has Been Demonstrated (1)

• The attacker and the victim can execute on different hyperthreads (Brasser et al. [1])

[1]: Software Grand Exposure: SGX Cache Attacks Are Practical. In Proceedings 
of the 11th USENIX Conference on Offensive Technologies, WOOT’17, page 11



Attacks Has Been Demonstrated (2)

• Browser engines can run malicious website clients (Shusterman et al. [2])

[2]: Robust website fingerprinting through the cache occupancy channel. In 
USENIX Security Symposium, 2019.



Attacks Has Been Demonstrated (3)

• A shared library can be compromised to collide in the cache (Wang et al. [3])

[3]: Software Grand Exposure: SGX Cache Attacks Are Practical. In Proceedings 
of the 11th USENIX Conference on Offensive Technologies, WOOT’17, page 11



Attacks Has Been Demonstrated (4)

• OS kernel can carry out cache attacks within a process (Hähnel et al. [4])

[4]: High-Resolution Side Channels for Untrusted Operating Systems. In 2017 
USENIX Annual Technical Conference (USENIX ATC 17), pages 299–312, Santa 
Clara, CA, July 2017. USENIX Association



Response: Cache Partitioning

• A principled and deterministic approach to stop side-channels.


• However, there hasn’t been any effort in implementing partitioning tailored 
compartmentalization.

Code A Code B

Cache

Call or a Context Switch

TableTable



We Propose:

Secure Caches for Compartments


(SCC)
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Domain-oriented partitioning prevents duplicate 
instances of the same data from existing.



Angle-2: Latency-Aware L1 
Cache Partitioning
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• Observation: Compartments tend to access the same domains for 
extended periods of time.


• SCC can utilize domain access locality to avoid DRT accesses.



How to Optimize L1 Cache Accesses?

• Observation: Compartments tend to access the same domains for 
extended periods of time.


• SCC can utilize domain access locality to avoid DRT accesses.

We can essentially “store” latest accessed DRT entry to 
utilize this domain locality to avoid additional remapping 

latency in L1 caches.
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Access to an Optimized Partitioned 
Cache

Tag set index offset

Cache

TLB

Page Number D1
Translation Domain

Page Number D0

Page Number D2
…

Active Domain 
Register (ADR)

Dom.
D0

Base Set
5

Ways

Sets

Cache Set 
Access Cache Tag 

MatchingADR

Lookup

Hit

TLB Access Cache
Ways

Sets

Tag Matching



Active Domain Register 
Summary

• Unoptimized Access:

• ADR-Optimized Access:

Cache Set 
Access

Cache Tag 
MatchingADR


Access Remapping

Logic

Cache Set 
Access

Cache Tag 
Matching

Hit

Miss

Remapping

Logic

Cache Set 
Access

Cache Tag 
MatchingTLB Access



Angle-3: Mitigating Shared 
Library-Based Attacks
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Maintaining dedicated cache states per library caller 
effectively mitigates library-based side-channel attacks.



Extending SCC to Multi-
Process Environments



SCC’s Multi-Process Setup
• PRT: Process Remapping Table


• PLP: Process-Level Partition



Methodology and Evaluation



Implementation Details
• Implemented in cycle-accurate gem5 simulator. 


• Used SOAAP tool to generate compartments for MiBench and SPEC17 
benchmarks.
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Performance Comparison Against 
Cache Flushing

• FoCS: Flush on Compartment Switch


• FL1oCS: Flush L1 on Compartment Switch (SCC is implemented on other caches)
Frequent compartment switches cause extreme performance loss (close to 

0% of the baseline).

7%, 60%, and 32% performance loss for each 
configuration respectively.
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Performance Comparison Against Other 
Possible Partitioning Approaches

• Proportional: Domain partition sizes are proportional to their respective number of 
allocated pages.


• Static-X: X number of partitions are preallocated and uniformly sized.

SCC outperforms both Proportional and 
Static configurations.
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Hardware and Power Overhead

• Hardware area estimations are done with the McPAT tool - a CACTI 
extension.

SCC incurs modest area overhead and power 
consumption.
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Summary
• Compartmentalized software is critical to limit attack exposure.
• Hardware caches can still leak information even with compartments
• Need new cache designs to address this leakage
• SCC is the first step in this direction:

• Introduces Domain-Oriented Partitioning
• Implements latency-aware L1 caches
• Mitigates library-based side-channel attacks

• Evaluated SCC in gem5 simulator and McPAT:
• Incurs 7% performance loss and 0.63% area overhead
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• Formal security analysis
• Further implementation details


