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Authentication mechanisms and types

e Verifies user identity before allowing access to online account.
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Single-Factor Two-Factor Multi-Factor
Authentication Authentication Authentication
(SFA) (2FA) (MFA)
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Are these mechanisms secure?

e Cybercriminals are continuously introducing emerging attacks.

e To defend these attacks, researchers are introducing newer mechanisms.
Cybercriminal

Enter OTP

r email for the OTP

Ve
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Nao more remembering passwords

Login Terminal User Assisted Automatic Behavioural
Interaction Authentication Authentication Authentication
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Do these methods consider diverse users?

Like screen reader-assisted users (e.g., blind users)? 2N Dolphin
#/ScreenReader

2.2 billion people have vision related problem (1.2
billion incurable)

They use online accounts for professional tasks
across organizations.

Access to blind users' accounts within an organization
can expose sensitive organizational data and

compromise whole organization. World Health
Organization )

Data Breaches
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Authentication schemes dedicated to screen
reader assisted users

® Researchers developed authentication scheme dedicated for blind and visually impaired users.

-
N

Typing on Gesture Based Vibration Based Behavioural
Terminal Authentication Authentication Authentication

Special
Hardware Based
Authentication

Even if they are dedicated, are these schemes accessible and secure against emerging attacks targeting
screen reader-assisted blind users?
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Our contributions

Taxonomy and selection of authentication methods

We selected a total of 50 authentication methods of different types, consisting of 37 general-purpose
methods and 13 methods specifically designed for visually impaired users.

A framework for security and accessibility assessment

The Authentication Literature Evaluation for Security and Accessibility (ALESA) framework comprises 5
accessibility and 8 security metrics to evaluate the security and accessibility of proposed methods.

Systematic evaluation of authentication proposals using codebook against metrics

We evaluated the selected authentication methods using a codebook to assess their adherence,
non-adherence, or partial adherence to the framework’s security and accessibility metrics.
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Outline

Selection of authentication methods

ALESA Framework

> Selection of framework metrics

> Details of metrics
Application of metrics on authentication methods

Results
> Accessibility and vulnerability Issues
> Key takeaways

Insight for stakeholders

Limitation, Potential Mitigation and Future Works
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Web Search

Keywords: {“two-factor authentication” or
“multi-factor authentication” or
“authentication methods and systems”} for
general users

Initial Phase: Title & abstract
screening for relevance and
removing authentication
analysis study (e.g. review)

Keywords: {“authentication methods for blind
and visually impaired users” or “two-factor
authentication for blind and visually impaired
users” or “multi-factor authentication for blind
and visually impaired users”} for blind and
visually impaired users

v

Second Phase: In-depth
screening on abstract,
methodology, authentication
workflow, and full-text.

Workflow
implemented/
illustrated and
tested either
technically or

with
participants?

“Reputation of
the venue”, or
“citation count =>
10” or “relevance
(dedicated
schemes)”?

Authentication
scheme
selected

Removed Removed

Categorized based on
user interaction (e.g.,
typing on terminal,

automatic, gesture
based, or vibration
based authentication)

Process of selecting authentication methods
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Authentication
Schemes
Presented in
Literature

E

Screen
Reader/
Assistive
Technology
Perspective
for Relevant
Disabilities
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Reproducible and Expandable Accessibility Features

User Feedback on Accessibility After Testing
Authentication Timeout Management
Presence of Accessible Interface
Easy to Perform Authentication *
Screen Reader Compatibility

Accessibility Metrics

Security Metrics
Security Against Shoulder Surfing *
Security Against Malware *
Security Against Social Engineering Attack *
Security Against Physical Compromise (theft) of Authentication Devices *
Security Against Concurrency Attack
Security Against Fatigue Attack
Security Against Cross-service Attack
Security Against Downgrading Attack

Reproducible and Expandable Security Features

Overview of ALESA Framework

Ue

Accessibility
and Security
Findings
Resulted from
Comprehensive
Analysis and
Emulated
Attack

A

Recommendation
to Improve
Accessibility and
Security

* Indicate adopted from Bonneau et

al.
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Application of framework metrics

Definition | What We Looked For | Example Indicator in Paper

Codebook

A\ 4

Authentication Adgﬁrence, Non-
Methods a . erence, or
Partial adherence
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Accessibility evaluation of general methods

Category Login Terminal Interaction Schemes

User Assisted Verification Schemes

Automated Verification Schemes
Authors Name |Chenche Kaur | Aloul WebO Khan Cheng Trust TwoC|Mello |Papas| Li et /ALSal DAM|Mehe Alabd|Audio|Biatas| Mina | MP- | oPass | 2FIM |Image| 2FM | SV- |Devic| Blink [Sajjad Proxi |Sound| 2FA- WaterSoundLuo e Wi- |Listen|T2FA Quick|
v[36] | [68] |etal.| TP |etal | [37] | OTP | hain | et al. |pirou| al

eem | FA |rand| ulatif| uth |etal |kova Auth| [120]| [78] |OTP| A- | 2FA | e- [|to Get et al. | mity- -prooff PP |melon| Auth |al [80] auth | ing |[136] | Auth

oy | 511 | 170] [119]| [97] | [104] | et al | [75] | and | [93] [Amin| [S] | [46] | [23] | and | [87] [43] |Netba [47] |aware[ In |[106]|proof| [67] |[125]| 2FA |[128] [110] | Watc [137]
[98] Alsho! [89] Mans nk 2FA | [52] [54] [90] h
shan urov [101] [63] [113]
[11] 192]

Al. Screen

Reader O [ONNE) (ORNOCRNONNG® o0
Compatibility

A2. Easy to
Perform

Authentication

A3. Presence of
Accessible
Interface

A4,
Authentication
Timeout
Management
AS. User
Feedback on
Accessibility After,
Testing

e OO0l 0|0|0O|0O|0O

* Adhere @, not adhere O, partially adhere ©

General schemes demonstrate how they fail to meet the needs of diverse users.
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Accessibility evaluation of general methods

Category Login Terminal Interaction Schemes

User Assisted Verification Schemes Automated Verification Schemes
Authors Name |Chenche Kaur | Aloul WebO Khan Cheng Trust TwoC|Mello |Papas| Li et /ALSal DAM|Mehe Alabd|Audio|Biatas| Mina | MP- | oPass | 2FIM |Image| 2FM | SV- |Devic| Blink [Sajjad Proxi |Sound| 2FA- WaterSoundLuo e Wi- |Listen|T2FA Quick|
v[36] | [68] |etal.| TP |etal | [37] | OTP | hain |etal. pirou| al. | eem | FA |rand| ulatif| uth |etal. | kova | Auth|[120]| [78] |OTP| A- | 2FA | e- |to Get et al. | mity- -proof, PP |melon| Auth al [80] auth | ing |[136] | Auth
oy | 511 | 170] [119]| [97] | [104] | et al | [75] | and | [93] [Amin| [S] | [46] | [23] | and | [87] [43] |Netba [47] |aware[ In |[106]|proof| [67] |[125]| 2FA |[128] [110] | Watc [137]
[98] Alsho! [89] Mans nk 2FA | [52] [54] [90] h
shan urov [101] [63] [113]
[11] [92]
Al. Screen
Reader O [ONNE) (ORNOCRNONNG® o0
Compatibility

A2. Easy to
Perform

Authentication

A3. Presence of
Accessible
Interface

A4,
Authentication
Timeout
Management

AS. User
Feedback on
Accessibility After,
Testing

e OO0l 0|0|0O|0O|0O

* Adhere @, not adhere O, partially adhere ©
Automated schemes are easy to use and handle timeouts effectively, as they require little to no user interaction.
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Security evaluation of general methods

Category
Authors Name

Login Terminal Interaction Schemes

User Assisted Verification Schemes A
Chenche| Kaur | Aloul[WebO Khan [Cheng Trust TwoC|Mello | Papas| Li et ALSal DAM|Mehe |Alabd|Audio Bialas| Mina

d Verification Sch
MP- |oPass|2FIM Image| 2FM | SV- |Devic| Blink Sajjad Proxi Sound| 2FA- WaterSoundLuo et Wi- |Listen T2FA Quick|
v[36] | [68] |etal.| TP |etal | [37] | OTP | hain |etal. |pirou| al. | eem | FA |r and|ulatif| uth |etal. | kova | Auth|[120]| [78] | OTP| A- | 2FA | e- |to Get et al. | mity- -proof PP |melon| Auth jal [80] auth | ing |[136] | Auth
o] | 511 | 170] [119]| [97] | [104] | et al | [75] | and | [93] |Amin| [S] | [46] | [23] | and | [87] [43] |Netba| [47] |aware[ In |[106]|proof| [67] |[125]| 2FA | [128] [110] | Watc [137]
[98] Alsho! [89] Mans nk 2FA | [52] [54] [90] h
shan urov [101] [63] [113]
[11] 192]

S1. Security Against
Shoulder Surfing O ) o

S2. Security Against °
Malware

[ O [ I O O o

O O ® °
S3. Security Against Social
Engineering Attack

S4. Security Against Physical
Compromise (theft) of

Authentication Devices

S5. Security Against
Concurrency Attack

S6. Security Against Fatigue
Attack

S7. Security Against Cross-
service Attack

S8. Security Against
Downgrading Attack

* Adhere @, not adhere O, partially adhere O

Despite being inaccessible, it demonstrates resistance to many attacks, though some vulnerabilities still remain.
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Accessibility evaluation of dedicated methods

Typing on Vibration Based Behaviour stsf;:l_e
T?:-migna] Gesture Based Verification Schemes Verification Based

Schemes Scheme

Category

Authors Name Longhua [77] Banerjee | BlindLogin |Balayogi and| Caporusso | ARJUNA |BraillePassw| TouchIn VIBI [17] |Alsuhibany|OneButtonPI| Haque et |BendyPas
and Hasan 58] Kuppusamy 132] (18] ord [9] [121] [12] N [66] al. [55] s [29]
[20] [19]

Al. Screen Reader D O ° @) o [ ) [ ] @] @] [ O O

Compatibility

A2. E to Perfc
asy o Feriorm ° ° ° ° ° ° ° ° ° °

Authentication

A3. Presence of Accessible
Interface

A4. Authentication Timeout]
Management

AS. User Feedback on
Accessibility After Testing

* Adhere @, not adhere O, partially adhere

It shows comparatively better accessibility than general schemes but still lacks timeout handling and receives low user
feedback ratings.
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Typing on Vibration Based Behaviour Hzl:;fvl:lre
P g Gesture Based Verification Schemes Verification Based
Terminal Based
Schemes Scheme
Scheme
Authors Name Longhua [77] Banerjee | BlindLogin |Balayogi and| Caporusso | ARJUNA |BraillePassw| Touchln VIBI [17] |Alsuhibany|OneButtonPI| Haque et |BendyPas
and Hasan [58] Kuppusamy [32] 18] ord [9] [121] [12] N [66] al. [55] s [29]
[20] [19]

S1. Security Against o 0) @) O ) O @) () [ ] [ ) [ ) [ ] O

Shoulder Surfing

S2. Security Against 0O 0 e) e} @) O O [ ] [ ] O O L4 (@)

Malware

Category

S3. Security Against Social
Engineering Attack ©) o
S4. Security Against
Physical Compromise o
(theft) of Authentication
Devices
S5. Security Against °
Concurrency Attack
S6. Security Against ®
Fatigue Attack
S7. Security Against Cross- o
service Attack
S8. Security Against o o o

Downgrading Attack

* Adhere @, not adhere O, partially adhere

It is more accessible than general schemes but remains vulnerable to many attacks; however, some methods perform well.
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Broader takeaways and lesson learned
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) rOverlooked Diverse User Groups

X Despite a broad user focus, general authentication schemes often overlook diverse user groups.

~

-

Automated Schemes Easy but Vulnerable
) Automated schemes offer some accessibility (easiness and timeout management), but remain vulnerable to shoulder surfing,
Ldevice theft, and concurrency attacks.

J

Dedicated but Does Not Meet Metrics

Schemes designed for blind users often claimed resistance to shoulder surfing, yet most remained vulnerable and lacked
documented accessibility features, reflected in user study ratings, where only 4 out of 10 participants found them accessible. |
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Broader takeaways and lesson learned

) Accessibility—Security Imbalance

Dedicated schemes (e.g., gesture- and vibration-based) offer better accessibility but weak security, while general schemes
(user-assisted verification) provide stronger security but lack accessibility.

) [Authentication Risks Stemming from Screen Reader Use

Many vulnerabilities in these schemes arise from how users interact with authentication through screen readers.
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Limitation, Potential Mitigation, andd Future Work

Limitation

® Although screen readers are also used by other diverse users (e.g., those with ADHD, dyslexia), we specifically
designed the framework for blind users and did not consider other assistive technologies for them.

e However, we have noted how researchers or stakeholders can expand this framework to include other diverse
users and test it with additional assistive technologies.

Mitigation

® Integrate Al and OS-level support to detect phishing, flag malicious links, and identify concurrent authentication
prompts to mitigate accessibility-driven security risks.

® Use accessible on-screen drawing combined with behavioral traits (e.g., rhythm) and encrypt credentials with
bidirectional validation between terminal and 2FA device to prevent observation, theft, and social engineering.

Future Work

® Future research should validate findings on expanding accessibility—security analysis to other user groups
(e.g., cognitive or motor impairments) for a more inclusive framework.

e Future work should focus on integrating screen reader support, studying how updates affect blind users over
time, and creating schemes that resist attacks while remaining fully navigable via assistive technologies.
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Conclusion

) Current academic authentication schemes often fail blind and visually impaired users due to poor
accessibility and security design.

) The ALESA framework exposes these gaps, urging future work on real-world validation and inclusive,

secure authentication solutions.
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