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magic
/măj′ĭk/
noun
1. The exercise of sleight of hand or conjuring, as in 

making something seem to disappear, for 
entertainment.
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Magic
as metaphor.
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“Any sufficiently advanced technology 
is indistinguishable from magic.”

         - Arthur C. Clarke
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The Deceiver The Deception 
(or Trick)

The Deceived

Magic is deliberate deception.
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We know we’re being
deceived.
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And we like it.
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The spell is broken 
when we 

understand the trick.
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What about when deception is 
masked?

The Deceiver
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swindle
/swĭn′dl/

intransitive verb
1. To cheat or defraud of money or property.
2. To obtain by fraudulent means. 
3. To practice fraud as a means of obtaining money or 
property.
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Bacon (early 1920s)
American Tobacco Company 
(1928)

“Torches of Freedom”

Authored:
Crystallizing Public Opinion (1923)

Propaganda (1928)

“Manipulating Public Opinion: The Why and 
the How” (1928)

The Engineering of Consent (1955)

Edward 
Bernays
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“Our product is doubt.”
         - The tobacco industry 1953
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2006
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Industry “magic”. 
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Tobacco’s 
Product 

Safety 
Resistance 

Playbook 

Obfuscate, deny, and sow doubt
Discredit and weaponize science

Attack research

Personally attack researchers

Fund academic “experts” & research

Spread fear of loss of personal agency and socialism

Trade secrets

Deflect
User’s fault, “DIY Safety”

Control
Industry-funded standards

Influence of government / government capture

Unclear regulatory owner

Weaponize advertising

Foster addiction

17
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Recent 
Updates to 

the 
Playbook

Notice and consent (DIY 
Safety)
Fragmentation

“Privacy” and “Cybersecurity” (Unclear 
regulatory ownership)

“Unknowable” [Facebook 
architects 2022]
Secrecy in the name of 
customer privacy
Commercial surveillance

Digital / surveillance advertising

“Personalize your website visitor’s experience”

18

https://www.vice.com/en/article/akvmke/facebook-doesnt-know-what-it-does-with-your-data-or-where-it-goes
https://www.vice.com/en/article/akvmke/facebook-doesnt-know-what-it-does-with-your-data-or-where-it-goes
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The Deceiver The Deception 
(or Trick)

The Deceived

Product Safety: exposing the truth.
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What is
product safety?
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Harms
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Harms
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We want
reasonably safe 

products.
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Product safety 
is a process.
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Hazards & Harms

Measurement

Awareness

PreventionMitigation

Root Cause & 
Accountability
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Awareness

Photo by Nareeta Martin on Unsplash 

https://unsplash.com/@splashabout?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/text-ajz8X6Wtfmo?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Prevention
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Mitigation

Photo by Piotr Chrobot on Unsplash Photo by Matthew Waring on Unsplash 

https://unsplash.com/@chrumo?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/red-fire-extinguisher-on-green-wall-M0WbGFRTXqU?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@matthewwaring?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/round-life-buoy-MJAoiige14E?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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MitigationRoot Cause & 
Accountability

https://www.volvocars.com/us/safety/features/
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Root Cause 
of Harm

User / 
Consumer

Product

Manufacturer

Usage 
Environment

1

2

3

4

Root Cause & 
Accountability
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Product Safety Factors & Actors 
Automobiles

Driver Behavior

• Earliest days of “governance” 
and research focused on 

driver behavior.

• Police accident investigations 
didn’t look at potential 
vehicle contributions to 

accidents.

• Auto industry continues to 
focus on driver education.

Vehicle Behaviors

• First public call for vehicle 
accountability in 19351. Didn’t happen 

until the 60s/70s.

• Design scrutiny highly resisted by auto 
industry.

• Longer term trend (industry push) 
away from design standardization 

towards performance standardization.

Road Conditions

• Auto industry funded both 
research and road 

improvement projects

“--And Sudden Death”, J.C. Furnas, October 1935, Reader’s Digest 

Manufacturer Behaviors

• Corporate responsibility 
took the form of the 

funding driver safety and 
road safety efforts.

• Also creating professional 
organizations and self-

governance standards like 
the Society of Automotive 
Engineers, the Automobile 

Manufacturers 
Association, etc.
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Measurement
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Product safety
regulations emerge

50 years after 
mass production. 
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WordStar

Games & 
Printing

VISICALC

1st Killer PC 
App

Mosaic 
browser

Cellular 
Packet Data 

Networks

Government                     Enterprise                     Consumer                     

2004

1999

1993

1st Mobile 
App Stores

1983

1st WAP 
Browser

# Mobile Phones (cum. ww sales)

# Video Game Consoles (cum. ww sales)

# PCs (cum. ww sales)

2007

1st iPhone

Kenbak-1 1st 
Commercial PC

1971

1979

HISTORY OF CONSUMER DIGITAL PRODUCTS

1.04M 10.9M 169.6M 618.5M 1,372M 2,101M

0.87M 15.5M 194.0M 368.3M 578.8M 673.5M

0 0 14M 704.8M 3,134M 6,095M

Start
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Digital products
are

a new ballgame. 
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AI
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Software
Hardware substrate

Internet-connected 
Needs infrastructure

Interact with human users
Hardware-enabled

Digital 
Products

37
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Since software can 
behave, 

it can harm.
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Landscape of Digital Product Hazards & Harms

Programmatic Harms
Harms that happen to people just by using the 

technology as intended. 

Malicious Use Harms
Deliberate use of technology to harm/abuse 

others.

Programmatic Harms Cybercrime

Sustained Use Harms
Harms related to ongoing use of 

technology. 

Misuse Harms
Harms related to poorly 
handled misuse-cases.

Harmful Human BehaviorHazardous or Harmful Product 
Behavior
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When is she going 
to talk about

cybersecurity?
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Safety and security are
not

the same thing.
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“Risk”
for whom?
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Cybersecurity is 
harm risk management from the 

business’ 
point of view.
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1st Party / 
Developer

Cybersecurity 
ensures the 

product behaves 
as intended.
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Safety is 
harm risk management from the 

human’s
point of view.



Internet Safety Labs 2025

Product safety 
ensures that the 

intended product 
behavior isn’t 
unreasonably 

harmful.
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Security Safety

Risk minimization / orientation

Most focus on external threats.

Root cause analysis.

Threat modeling.

Most focus on intrinsic hazards of 
product.

Root cause analysis plus down-
stream effects of hazards.

Harm modeling.
Adversely impacted by software 
complexity.

Software behavior increasingly difficult to predict.
Deterministic but not predictable.

Control of third-party software 
behavior.

Mature security standards. Efficacy of 
standards and compliance?

Inadequate safety requirements and 
monitoring of compliance. 

Unique risks related to user 
identification.

Attack surfaces. Surveillance.

User interface/experience 
challenges.

Finding balance on right amount of friction.

Changing user ideas around friction. “Friction reduces risk.” 

Digital Product Safety and Security

RSA 2022 “Where Humane Technology and Secure Technology Meet” 
https://internetsafetylabs.org/resources/presentations/isl-rsaconference-2022-where-humane-technology-secure-technology-meet/
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Digital 
Products

1st Party / 
Developer

Consumer(s) / 
User(s)

Legend:

= 1st party  digital products
= 3rd party digital products

= Digital product and user interaction

= Server (cloud connected)

Digital Product Safety
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Insurance

Corporate Governance

Consumer Education

Product Engineers & Development Norms

Industry Standards / Voluntary Standards

Contract Law

Tort Law

Administrative Law

Product Safety Regulation

Mandatory standards: Design originally, now 

more performance related

Content & Information Labels

Warning Labels

Mandatory accident/incident disclosure

Bans

Recalls

General Criminal Law

Environmental or labor law

Boycotts

Awareness and Safety Demands

Markets

Judicial System - private law

Political System - public law

Consumer Action

49

Product Safety Mechanisms

Adapted from “Product safety regulation”, Luke Nottage, pg. 264, Handbook of Research on International Consumer Law, 2010.
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De-magic.
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https://appmicroscope.org/
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Digital 
Product 

Safety 
Playbook

“Ingredient” Labels
Include all 3rd party libraries/SDKs/APIs in 
app store labels.

Information Labels
Warning Labels (they’re 
coming) 
Machine-generated behavior 
reporting

Software Bill of Materials

Record of Processing Activities
Machine created / machine readable

Include 3rd party 

52
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Insurance

Corporate Governance

Consumer Education

Product Engineers & Development Norms

Industry Standards / Voluntary Standards

Contract Law

Tort Law

Administrative Law

Product Safety Regulation

Mandatory standards: Design originally, now 

more performance related

Content & Information Labels

Warning Labels

Mandatory accident/incident disclosure

Bans

Recalls

General Criminal Law

Environmental or labor law

Boycotts

Awareness and Safety Demands

Markets

Judicial System - private law

Political System - public law

Consumer Action

53

Product Safety Mechanisms
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Digital Product Safety Hazards & Harms

HAZARD / HARM HAZARD / HARM TYPE POTENTIAL INJURY LABEL TYPE(S)

Personal Information Leakage
• Product Behavior Risk
• Product Ingredient Risk

Information weaponization, with every 
kind of harm from financial to death; 
manipulation; coercion.

Warning, 
Ingredient

User Manipulation • Product Behavior Risk

Buying unwanted things; sharing too 
much information; coerced consent; 
psychological manipulation, 
potentially fatal.

Information, 
Warning

Unfair treatment of user • Product Behavior Risk
Unfair pricing; job loss; housing or 
credit loss.

Information, 
Warning

Cybercrime facilitation; facilitated 
predation, bullying, or other malicious  
behaviors.

• Product Behavior Risk
•  Usage Risk

Sexual exploitation, abduction, 
financial crimes, death.

Warning

Misinformation, Disinformation 
[creation and dissemination] 

• Information Risk
Varies from minor to catastrophic, 
fatal. 

Ingredient

Deepfakes (fabricated content) 
[creation and dissemination]

• Information Risk
Varies from minor to catastrophic, 
fatal. 

Ingredient

Product Information Errors • Product Misinformation
Varies from minor to catastrophic, 
fatal. 

Information

Risk of product addiction •  Usage Risk
Varies from minor to catastrophic, 
fatal. 

Warning

DIGITAL PRODUCT SAFETY HAZARDS AND HARMS
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Digital 
Product 

Safety 
Playbook

(cont’d)

Minimize risks of:
Personal information leakage

By the product behavior

By malicious external actors

Manipulation of user

Product addiction 

Unfair treatment of user by automated 
decision-making

Using product for criminal activity

Creation & propagation of:
Misinformation, disinformation, and deepfakes

Product labeling errors and omissions

55

Privacy

Security
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Technology is ongoing, 
cumulative innovationTechnology 

is NOT 
Magic

56
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Technology is ongoing, 
cumulative innovation
Transparency is the antidote.

Technology 
is NOT 
Magic

57
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Technology is ongoing, 
cumulative innovation
Transparency is the antidote.
Safety and security aren’t the 
same thing, but they are kin.

Technology 
is NOT 
Magic

58
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Technology is ongoing, 
cumulative innovation
Transparency is the antidote.
Safety and security aren’t the 
same thing, but they are kin.
Product safety is ongoing, 
cumulative measurement and 
innovation.

Technology 
is NOT 
Magic

59
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Technology is ongoing, 
cumulative innovation
Transparency is the antidote.
Safety and security aren’t the 
same thing, but they are kin.
Product safety is ongoing, 
cumulative measurement and 
innovation.
You have the power to build 
safer digital products

Technology 
is NOT 
Magic

60
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We can build a 
Digital Product Safety Playbook

together.
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Digital Product Safety: 
Rejecting Software as Magic

Thank You!
Lisa LeVasseur

Internet Safety Labs
lisa.levasseur@internetsafetylabs.org

August 13, 2025
USENIX Enigma 2025
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