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Abstract

Radio-frequency (RF) energy harvesting is a promising tech-
nology for Internet-of-Things (IoT) devices to power sensors
and prolong battery life. In this paper, we present a novel
side-channel attack that leverages RF energy harvesting sig-
nals to eavesdrop mobile app activities. To demonstrate this
novel attack, we propose AppListener, an automated attack
framework that recognizes fine-grained mobile app activities
from harvested RF energy. The RF energy is harvested from
a custom-built RF energy harvester which generates voltage
signals from ambient Wi-Fi transmissions, and app activities
are recognized from a three-tier classification algorithm. We
evaluate AppListener with four mobile devices running 40
common mobile apps (e.g., YouTube, Facebook, and What-
sApp) belonging to five categories (i.e., video, music, social
media, communication, and game); each category contains
five application-specific activities. Experiment results show
that AppListener achieves over 99% accuracy in differentiat-
ing four different mobile devices, over 98% accuracy in clas-
sifying 40 different apps, and 86.7% accuracy in recognizing
five sets of application-specific activities. Moreover, a com-
prehensive study is conducted to show AppListener is robust
to a number of impact factors, such as distance, environment,
and non-target connected devices. Practices of integrating Ap-
pListener into commercial IoT devices also demonstrate that
it is easy to deploy. Finally, countermeasures are presented
as the first step to defend against this novel attack.

1 Introduction
The last decade has witnessed a surge of Internet-of-Things
(IoT) devices ranging from personal wearable smart de-
vices to industrial smart lightening systems. Recently, radio-
frequency (RF) energy harvesting, which scavenges electro-
magnetic energy radiated by ambient Wi-Fi routers [1] and cel-
lular base stations [2] from the remote (e.g., 30 meters [3]) to
generate electrical energy, has become promising in daily IoT
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devices, such as RF-powered sensors [4] and LED lamps [5],
to prolong their battery lives. It also holds the promise to
bring us one step closer to Nikola Tesla’s vision of powering
every device through the air [6]. Specifically, RF energy har-
vesting captures ambient radio signals and converts them into
electrical power signals that can reveal the wireless data trans-
mission pattern. However, considering the data transmission
pattern can leak the activities performed by the mobile device
[7–10], it is unclear whether this emerging technique actu-
ally constitutes a new attack surface leaking mobile device
activities and user privacy due to the lack of investigation.

To take the first step toward filling this gap, this paper aims
to demonstrate the feasibility of leveraging this technique to
launch a side-channel attack on smartphones to violate user
privacy. While there is a line of similar prior researches, they
have either exploited different side-channel information, such
as embedded sensors [11–13], microphone [14, 15], wireless
traffic [9, 16–22], and electromagnetic emanation [7, 23, 24],
or studied energy side channels with a number of limitations.
For example, some of them assume a prior malicious app
injection (e.g., crack battery power profiles [8, 25]), some
require physical connection (e.g., USB power cable [10, 26]),
and some have to intercept network traces [9, 21].

Compared to the aforementioned side-channel attacks,
launching an RF energy harvesting-based side-channel at-
tack toward smartphones has fewer limitations. Since this
attack only depends on the RF energy between the victim
and the wireless transmitter (i.e., Wi-Fi router) that is entirely
captured in the air, the launch of this attack has (i) no need to
inject malicious apps, (ii) no requirement for locally physical
access to smartphones, and (iii) no intention to intercept net-
work traces. In addition, energy harvesters can also charge
themselves when harvesting RF energy, which makes them
have limited requirements on the power supply, to launch
much more stealthy attacks.

This paper, therefore, presents AppListener, the first auto-
mated system that demonstrates the feasibility of leveraging
RF energy harvesting as a side channel to compromise the pri-
vacy of a victim’s smartphone activities. In particular, AppLis-



tenercan recognize which device is running and which app
is performing which activity. Speci�cally, to further alleviate
the distance limitation and hide its presence,AppListenercan
recognize a victim device by harvesting RF energy patterns
from the Wi-Fi router to which such a device connects. To
this end, this paper designs and builds a custom RF energy
harvesting module thatAppListeneruses to capture the energy
patterns from the Wi-Fi router. Having harvested the energy
patterns, it is also non-trivial to recognize a victim's activities
in �ne-grained with high accuracy.AppListenerproposes
a three-tier classi�cation framework based on Random For-
est classi�ers to distinguish heterogeneous devices, different
apps, and various app activities, respectively.

AppListeneris trained over a dataset consisting of40;000
data samples and evaluated with40popular mobile apps (e.g.,
YouTube, Facebook, and WhatsApp). The training data sam-
ples are collected from four users using four different smart-
phones and four different Wi-Fi routers in four typical en-
vironments (i.e., home, of�ce, hallway, and cafe), and apps
used for evaluation belong to �ve categories (i.e., video, mu-
sic, social media, communication, and game), each of which
contains �ve application-speci�c activities and running in
four mobile devices of different brands. Experiment results
show a series of promising capabilities ofAppListener. First,
AppListenerachieves high accuracy in distinguishing four
mobile devices (99:8%). Second, it can recognize various
mobile apps (98:8% accuracy in recognizing40 apps). Third,
it can also identify a number of different application-speci�c
activities (86:7%accuracy on25activities). In addition, we
conducted a comprehensive study to analyze the practical im-
pact factors, such as different sample frequencies and power
consumption, noise levels in different environments, and dis-
tances between the router and attacker devices in multi-victim
scenarios. Our results show thatAppListenerwell balances
the effectiveness and energy consumption and is resilient to
many impact factors to a certain degree.
Ethical Consideration.We have taken ethical considerations
seriously in every step of our research with the highest priority.
In particular, this study has been approved by the Institutional
Review Board (IRB) allowing us to recruit volunteers to par-
ticipate in our experiment and collect their data for analysis.
Contributions. In short, our core contributions are summa-
rized as follows:

• Novel Side-channel Attack. This paper presents and
demonstrates the feasibility of a novel side-channel attack
that leverages RF energy harvesting signal from the Wi-Fi
router to which a victim's mobile connects to eavesdrop its
�ne-grained mobile app activities.

• Novel Techniques.This paper proposes a novel automated
system,AppListener, that analyzes the harvested voltage
signal to eavesdrop the �ne-grained mobile app activities
from a certain recognized mobile device using a novel three-
tier classi�cation framework.

Figure 1:Illustration of an RF energy harvesting system.

• Comprehensive Evaluation. AppListeneris evaluated
with 40 popular mobile apps, four smartphones, four Wi-Fi
routers in four different environments having multiple vic-
tims. It is also evaluated with a set of impact factors. Our
results show its high effectiveness and resilience to many
practical impact factors.

2 Motivation and Threat Model

2.1 Primer on RF Energy Harvesting
RF energy harvesting is the process that converts electromag-
netic energy, e.g., energy that is radiated by Wi-Fi routers [1]
and cellular base stations [2], into electrical energy, e.g., di-
rect current (DC) voltage, that can be used to power batteries
and electrical devices [27]. As an example, Figure 1 shows
the work�ow of a typical RF energy harvesting system. When
transmitting wireless signals, the wireless transmitter, e.g.,
the Wi-Fi router, radiates electromagnetic energy into the
ambient wireless channel [28]. The receiving antenna on the
RF energy harvester captures the RF signal and feeds it into a
matching network that maximizes the harvesting ef�ciency.
Then, an RF-to-DC circuit, which is made up of a recti�er
and a voltage multiplier, converts the RF signal into DC volt-
age that can be used to charge batteries or power electrical
devices. Theoretically, if we assume the transmitting power
of a wireless transmitter isPt , according to the Friis' trans-
mission equation [29], the received powerPr at the RF energy
harvester follows:

Pr = Pt
GrGt l 2

(4pd)2 jcos(q)j2 ; (1)

wherel is the signal wavelength,d is the distance between
transmitting antenna and receiving antenna,q is the angle
between the two antennas,Gt andGr represent the gain of
transmitting antenna and receiving antenna, respectively. We
can notice that the impact of different factors, such asPt , Gt ,
andGr , on the harvested powerPr is linear. Therefore, we
can use normalization to mitigate the impact of these factors
(details are discussed in §4.3).

2.2 A Motivating Example
Below, we present an example to motivate our work. We con-
sider the scenario where a user connects his/her smartphone to
a Wi-Fi network, and opens an app that requires service from
the server. We select a set of popular apps and build an RF
energy harvester (design details are shown in §3.4) to conduct



Figure 2:Harvested voltage signals of YouTube (video), Facebook
(social), and WhatsApp (communication).

a preliminary study. Using the harvested voltage signal, we
examine if it is possible to (i) classify the category of the app,
(ii) recognize apps that belong to the same category, and (iii)
classify different activities of a certain app.
(i) Classifying app category.First, we consider three cate-
gories of apps and examine their energy harvesting patterns.
We use an iPhone 11 to run YouTube, Facebook, and What-
sApp, which represents video, social, and communication
applications, respectively. More speci�cally, we run the three
apps separately: we play videos continuously on YouTube;
scroll and comment posts on Facebook; and type and send
chat messages on WhatsApp. Figure 2 shows the harvested
voltage signals of the three apps. The signals are distinct from
each other, which indicates thatthe newly discovered side
channel could be used to differentiate app categories.
(ii) Recognizing apps from the same category.We then se-
lect three popular apps, i.e., YouTube, Net�ix, and TikTok,
from the video category to investigate the feasibility to recog-
nize apps from the same category. We run the apps with three
common activities, i.e., playing video, fast forwarding, and
switching to next. Figure 3 shows the associated harvested
voltage signals when playing these three apps, respectively,
where we can observe their overall voltage patterns are sig-
ni�cantly different. This is because the three apps differ in
the characteristic of the media content, data streaming algo-
rithm used, and how the algorithm is implemented by the
service provider. Thus, as shown in Figure 3, YouTube has
the highest harvested voltage level among the three examined
apps.This observation demonstrates the feasibility of the side
channel to classify apps in the same category.
(iii) Classifying different activities of a certain app. Fi-
nally, Figure 3 also indicates that different activities of a
certain app have different voltage patterns, which can be used
to perform�ne-grained app activity recognition.
Key insight. Our key insight is that apps differ in their data
traf�c behaviors, i.e., what and how the multimedia content
is delivered from the content/service provider to the mobile
client, which further affects the down-link wireless transmis-
sion patterns of the Wi-Fi router and the energy harvested
by the RF energy harvester. For instance, video apps, such
as YouTube, Net�ix, and TikTok, employ the Adaptive Bi-
tRate (ABR) streaming for content delivery [30, 31]. The
ABR algorithm uses either concurrent TCP or QUIC/UDP
�ows to deliver multiple data chunks simultaneously. In the

Figure 3:The harvested voltage of three apps in the video category.

Figure 4:An eavesdropping attack example ofAppListener.

meantime, the mobile client uses a buffer to store the received
chunks [32]. When the buffer level is low, the client requests
data chunks as fast as the network can deliver to increase
the buffer level, and thus, lead to heavy data traf�c and fre-
quent wireless transmission from the Wi-Fi router. On the
contrary, video and communication apps, such as WhatsApp
and WeChat, generate light data traf�c to send text and image
messages between users, which lead to a modest wireless
transmission frequency. Similar principles are also applied in
different activities of a certain app.

2.3 Threat Model
Figure 4 illustrates a typical scenario of our proposed RF
energy harvesting-based eavesdropping attack. Speci�cally,
when a victim plays an app on his/her smartphone connecting
to a Wi-Fi router, an attacker can remotely eavesdrop his/her
mobile app activities by placing an RF energy harvesting-
equipped IoT device (e.g., smart power-switch) near the Wi-
Fi router in a close proximity (e.g.,1:5 m) and analyzing the
harvested voltage signals. This scenario is rational because,
considering the app activities are monitored from the cor-
responding energy radiation from Wi-Fi routers, (1) people
usually prefer Wi-Fi to cellular if a Wi-Fi network is available
in the ambient environment; (2) the vast majority of mobile
apps today require network interactions with the server during
operation; and (3) a small IoT device locating near the router
is highly likely to be neglected. In addition, we assume the
routers adopt �xed transmission power to transfer data.
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