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Background: Adversarial attack



ackground: Adversarial attack

Panda Gorilla

An imperceptible perturbation can cause misclassification
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* Randomized smoothing (Cohen, 2019): construct a new smoothed classifier g
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Theorem (simplified version):

Suppose that when the base classifier f classifies N (z,0°I) , the most probable
class c4 is returned with a lower bound probability P4 , then the smoothed classifier

g is robust around x within the radius :
R =00 (pa),

where &1 is the inverse of the standard Gaussian CDF.
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For every 5NN(O,U2I), Dg(x +¢) = x = -
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However, the certified accuracy under large
perturbation radii decreases quickly in practice... 0.0
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Theorem 1. Given a data distribution p € C? and Ex.,[||x||3] < oco. Let p; be the distribution
of x(t) generated by SDE and suppose V ; log p:(x) < %C for some constant C and V't € [0,T).
Let ~y(t) be the coefficient defined in SDE and oy = e~ Jo (s)ds Then given an adversarial sample
Trs = o + 0 with original instance xy and perturbation 0, solving reverse-SDE starting at time t*

and point Ty« = /0y s until time O will generate a reversed random variable X such that with a
probability of at least 1 — 1, we have
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where T(t) := fg’ 2v(s)ds, Cy == \/d +2,/dlog % + 2log %, and d is the dimension of x.
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BZ /-

where Xo,%X; are random variables generated by reverse-SDE, P (X9 = x|X; = z4») o« p(z) -

[Z0 — E[%o | %4 = ze-]|| <

- Uy (th*) (2)

-_ -_ * 2 — . . . . .
—L__exp “le—zell2 ) gpd 02 = =% j5 the variance of Gaussian noise added at time t
v/ (2wo2)" 20} Qg

in the diffusion process.
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We can expect the one-shot purified adversarial images are within a small bounded
neighborhood of the original clean image with high probability



Pipeline:

Label: giant panda

Clean input x
P PO
// “ \\
7’ | \\
&~ =TT >4 \
7 ,’ S i\
7 7 N \
o \
~ \
] i , N A
1 ! ’ \ \ \
{ I { ° ! 1 :
\ \ \ X ! 1
1
\ S 4 i
\ ’ 1
\ \ S~ 7 /
S ’
\
~ A ’
\ > - z
N =7 /
N .
Ny -
~ -
~ —

(a) Standard Smoothing



Pipeline:

Label: giant panda

-

~——-

(a) Standard Smoothing

Randomized Smoothing

with N(0,0)
N\ e
,/< >3
’ N o= X
’ = 28
7’ \
i 7 Y \
N 7 ,/ \‘
1 1 ’ q
| 1 1 q
1 \ \ h
\
‘\ \ S ]
\
\\ N ,’
\ ~
N ~

~a o

\N

—-_—-

4
. Recoveredrégion
— e

(b) Denoised Smoothing



Pipeline:

Label: giant panda

Mean
Confidence

Panda

«.. Gorilla

Panda!

Panda Panda
Clean input x Randomized Smoothing Purified Image Local Smoothing
: with N(0,0) (Misclassified as Gorilla) with N(0,0")
P em—=a TN
i [ S IS SN
,/ > \\\ /, S \‘
= = ~ \ 2 = ~ \
1/ ,’ s \\ \ ,/ // _ \ \\
] / , Y A \ 1 ’ , .
1 1 ’ \ N 1 1 1 ’ i
I I S P % Ny A
1 \ 1 x ’ ' 1 \ 1 \ )
\ \ \\ 7 ’ 1 \ \ \ 4
\ -, 1 N
\ » Vs ’ ’ \ \ /
\ N 2 & / \ N /
\ & o ’ \ Ve ’
< e 7 \\ S=— ’.
Mo b ~. Recoveredrégion
(a) Standard Smoothing (b) Denoised Smoothing

(c) Local Smoothing

(d) DiffSmooth



Pipeline:

Label: giant panda

Mean
Confidence

Panda

«.. Gorilla

Panda!

Panda Panda
Clean input x Randomized Smoothing Purified Image Local Smoothing
: with N(0,0) (Misclassified as Gorilla) with N(0,0")
P em—=a TN
i [ S IS SN
,/ > \\\ /, S \‘
= = ~ \ 2 = ~ \
1/ ,’ s \\ \ ,/ // _ \ \\
] / , Y A \ 1 ’ , .
1 1 ’ \ N 1 1 1 ’ i
I I S P % Ny A
1 \ 1 x ’ ' 1 \ 1 \ )
\ \ \\ 7 ’ 1 \ \ \ 4
\ -, 1 N
\ » Vs ’ ’ \ \ /
\ N 2 & / \ N /
\ & o ’ \ Ve ’
< e 7 \\ S=— ’.
Mo b ~. Recoveredrégion
(a) Standard Smoothing (b) Denoised Smoothing

(c) Local Smoothing (d) DiffSmooth



Pipeline:

Label: giant panda

Mean
Confidence

Panda!

Panda «.. Gorilla

Panda Panda
Clean input x Randomized Smoothing Purified Image Local Smoothing
with N (0,0) (Misclassified as Gorilla) with N (0,0")
=TT~ e e ‘C\\\\
P -~ ~ & P e ) ~ )
,'/ RS \\\ /, =TT \‘
= RN \ = RN \
I/ // > \\ : Il Il - h \\
! ’ , RS A i 1 ’ , q
1 1 ’ \ N 1 1 1 ’ i
R A % . i
l\ v ‘\ X o I' ! : ‘\ :
N \ P 1 o \ S 1
y S ’ ’ \ N /
\ M 4 7 N > /
\ & o ’ \ Ve ’
< e 7 \\ S=— ’.
Mo b ~. Recoveredrégion
(a) Standard Smoothing (b) Denoised Smoothing (c) Local Smoothing (d) DiffSmooth

Fora given € ~ N (0,0°1), fOx+¢€) = far(De(x +€) = fr (®)



Pipeline:

Mean
Confidence

Panda!

Panda Pand ]
Local Smoothing

Randomized Smoothing Purified Image

with N (0,0) (Misclassified as Gorilla) with N (0,0")
// P N ,’/ e \\\
I/ P ek N \\ II y e b
! A 5. SN ’ i - 3
1 1 ’ \ N 1 1 1 ’ i
! I ® 1 : I rot i
‘\ ‘\ \\ x/ 'l " I’ |‘ ‘\ Vs I,
\ » S~ ’ / \ \ /
N M 4 7 N N~ /7
\\ \‘__‘// ,/ \\ \\\__‘ //
- ol <. Recovered.région
(a) Standard Smoothing (b) Denoised Smoothing (c) Local Smoothing (d) DiffSmooth
] 2 _ _ ~
Fora given ¢ ~ N (0,0°I), fx+€) = fur(De(x +€)) = fruyr (2)

= f(x +¢) = argmax [E(Frobust(De(x +¢e)+ 8,)) = argmax IIEz(Frobust(J’C\ + 8,))/ e~ N (07 0',2[)7 o' <o

(in practice, we just use m fixed sampled €' for approximating the expectation here.)



Pipeline:

Mean
Confidence

Panda!

— . Panda Pand ]
Clean input x Randomized Smoothing Purified Image Local Smoothing
with N (0,0) (Misclassified as Gorilla) with N (0,0")
// P N ,’/ e \\\
I/ P ek N \\ II y e b
! A 5. SN ’ i - 3
1 1 ’ \ N 1 1 1 ’ i
w | @ % w A
‘\ “ s x, / l' 1’ |‘ ‘\ hN I,
y S ’ / \ N /
\ i S 4 / N S /7
\\ \‘__‘// ,/ \\ \\s__‘ //
- ol <. Recovered.région
(a) Standard Smoothing (b) Denoised Smoothing (c) Local Smoothing (d) DiffSmooth
. 2 _ _ A
Fora given ¢ ~ N (0,0°), fOc+¢€) = far(De(x + €) = frr (B)

= f(x + ¢) = argmax E(Fyropust (Do (x + €) + S,)) = argmax E(Fropuse (% + €')), e~ N (07 0,2[)7 o' <o

(in practice, we just use m fixed sampled €' for approximating the expectation here.)




Pipeline:

Clean input x

Randomized Smoothing

Purified Image

Panda
Local Smoothing

Mean
Confidence

Panda!

Panda

with N (0,0) (Misclassified as Gorilla) with N (0,0")
/l// ,”__s\\ \\\ l/,/ ,’—_~\\\ \\\
II /// il RN \\\ \‘ ll /II 7 ) \“ Higher Pa
1 1 ; \ N ‘l 1 1 ’ q A _1
AT b Yy ! [R= 00" (24)
¥y N P o AT ] ]
y S ’ ’ v N /
\ \\ 4 / N S /7
\\ \‘__’// ,/ \\ \\~__‘ //
Mo b ~. Recoveredrégion
(a) Standard Smoothing (b) Denoised Smoothing (c) Local Smoothing (d) DiffSmooth acchZJ eracé f/avr\)/i Il
Fora given € ~ N (0,0°1), fOc+¢€) = far(De(x + €) = frr (B) also be higher!

= f(x + €) = argmax IE(IFrobust‘

Dg(x +¢) + 8’)) = argmax E(F,opust

% +¢€)), € ~N(0,6%]), 0 <o

(in practice, we just use m fixed sampled &

for approximating the expectation here.)



CIFAR10:

Table 1: Certified accuracy of ResNet-110 on CIFAR-10 under different ¢, radii. The smoothed model used for our method DiffSmooth is
indicated inside the brackets, e.g., DiffSmooth(Gaussian) indicates the base smoothed model is trained with Gaussian.

Certified Accuracy (%) under ¢, Radius r

Method! Extra data
0.00 025 050 075 1.00 125 150 175 200 2.25
Gaussian [13] x 750 60.0 428 320 230 174 140 11.8 98 7.6
SmoothAdv [43] x 73.6 668 572 472 376 328 288 236 194 16.8
SmoothAdv [43] v 808 714 632 526 394 322 262 222 202 184
MACER [59] x 810 71.0 59.0 470 388 330 290 230 190 17.0
Consistency [26] x 77.8 688 58.1 485 378 339 299 252 195 173
SmoothMix [25] x 77.1 679 579 477 372 31.7 257 202 172 14.7
Boosting [24] x 834 706 604 524 388 344 304 250 198 16.6
DDS(Standard) [10]? x 790 620 458 326 250 176 11.0 62 42 22
DDS(Smoothed) [10]3 v 79.8 699 550 476 374 324 28.6 248 154 13.6
DiffSmooth(Gaussian) x 782 672 592 470 374 31.0 250 190 164 142
DiffSmooth(SmoothAdv) x 828 720 628 512 412 362 320 270 220 190
DiffSmooth(SmoothAdv) v 854 762 656 57.0 436 372 314 252 21.6 20.0

! We report the performance for Gaussian and SmoothAdv based on pretrained models.
2 We reimplement and report the results of DDS [17] on ResNet-110.
3 We use the same smoothed models as tested on DiffSmooth (i.e., Gaussian and SmoothAdv) for DDS and report the best results.
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ImageNet:

Table 2: Certified accuracy on ImageNet under different ¢, radii. The smoothed model used for our method DiffSmooth is indicated inside the
brackets, e.g., DiffSmooth(Gaussian) indicates the base smoothed model is trained with Gaussian.

Certified Accuracy (%) under ¢, Radius r

Architecture Method!

0.00 050 1.00 1.50 2.00 250 3.00
Gaussian [13] 664 486 370 254 184 138 104
SmoothAdv [43] 66.6 52,6 422 346 252 214 188
MACER [59] 68.0 57.0 430 370 27.0 25.0 20.0
Consistency [26] 57.0 500 440 340 240 21.0 170
SmoothMix [25] 55.0 500 43.0 380 260 240 20.0

ResNet-50 . 5
Boosting [24] 68.0 57.0 446 384 28.6 246 212

DDS(Standard) [10]* | 67.4 49.0 33.0 222 174 128 8.0
DDS(Smoothed) [10]* | 48.0 40.6 29.6 238 18.6 16.0 134
DiffSmooth(Gaussian) 66.2 578 442 368 286 250 198

DiffSmooth(SmoothAdv) | 66.2 59.2 482 39.6 31.0 254 224

Gaussian [13] 82.0 702 518 384 320 230 170
DDS(Standard) [10] 82.8 71.1 543 381 295 - 13.1
DDS(Smoothed) [10] 76.2 602 438 318 22.0 17.8 122
DiffSmooth(Gaussian) | 83.8 77.2 63.2 53.0 37.6 314 248

BEiT®

1 'We report the results for Gaussian and SmoothAdv based on pretrained models with the same number of smoothing noise for evaluating DiffSmooth
(N =10,000) for a fair comparison.

2 Boosting is an ensemble method with the base models trained under Gaussian, SmoothAdv, Consistency and MACER.

3 The authors use a pretrained BEiT large model [4] in the original paper, and we reimplement DDS on ResNet-50 here and report the results.

4 We use the same smoothed models (i.e., Gaussian and SmoothAdv) used in DiffSmooth for DDS and report the best results.
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0.00 050 1.00 1.50 2.00 250 3.00
Gaussian [13] 664 486 370 254 184 138 104
SmoothAdv [43] 66.6 52,6 422 346 252 214 188
MACER [59] 68.0 57.0 430 370 27.0 25.0 20.0
Consistency [26] 57.0 500 440 340 240 21.0 170
SmoothMix [25] 55.0 500 43.0 380 260 240 20.0

ResNet-50 . 5
Boosting [24] 68.0 57.0 446 384 28.6 246 212

DDS(Standard) [10]* | 67.4 49.0 33.0 222 174 128 8.0
DDS(Smoothed) [10]* | 48.0 40.6 29.6 238 18.6 16.0 134
DiffSmooth(Gaussian) 66.2 578 442 368 286 250 198

DiffSmooth(SmoothAdv) | 66.2 59.2 482 39.6 31.0 254 224

Gaussian [13] 82.0 702 518 384 320 230 170
DDS(Standard) [10] 82.8 71.1 543 381 295 - 13.1
DDS(Smoothed) [10] 76.2 602 438 318 22.0 17.8 122
DiffSmooth(Gaussian) || 83.8 77.2 63.2 53.0 37.6 314 248

BEiT®

1 'We report the results for Gaussian and SmoothAdv based on pretrained models with the same number of smoothing noise for evaluating DiffSmooth
(N =10,000) for a fair comparison.

2 Boosting is an ensemble method with the base models trained under Gaussian, SmoothAdv, Consistency and MACER.

3 The authors use a pretrained BEiT large model [4] in the original paper, and we reimplement DDS on ResNet-50 here and report the results.

4 We use the same smoothed models (i.e., Gaussian and SmoothAdv) used in DiffSmooth for DDS and report the best results.



Ablation study (the choice of m: #local smoothing noise):
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Ablation study (the choice of m: #local smoothing noise):
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Ablation study (the choice of m: #local smoothing noise):
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Ablation study (same computation cost)-CIFAR10:

Table 6: Certified accuracy of ResNet-110 on CIFAR-10 under different £, radii with the number of predictions as 100, 000.
Certified Accuracy (%) under ¢, Radius r

Method Setting
000 025 050 075 1.00 125 150 1.75 2.00
DDS(Standard) N = 100,000 79.0 620 458 326 250 176 110 62 42
DDS(Smoothed) N = 100,000 79.8 699 550 476 374 324 286 248 154

N=20,0000m=5 | 772 674 556 444 350 294 218 184 15.0
DiffSmooth(Gaussian) | N =10,000,m =10 | 76.8 66.0 56.6 42.8 360 29.0 23.6 182 16.6
N=5,000,m=20 | 77.2 668 582 438 36.6 294 220 180 15.0
N=20,0000m=5 | 822 716 628 492 39.8 352 298 240 224
DiffSmooth(SmoothAdv) | N =10,000,m =10 | 82.8 71.0 624 484 400 354 296 246 21.0
N=5,000,m=20 | 82.6 718 61.8 474 404 344 272 242 20.6
N=120,0000m=5 | 8.0 758 656 54.0 418 356 30.2 238 22.2
N=10,000,m=10 | 85.2 76.0 642 538 418 360 288 244 214
N=5,000,m=20 | 852 76.0 64.8 492 414 344 266 23.0 20.6

DiffSmooth(SmoothAdv)
with extra data




Ablation study (same computation cost)-CIFAR10:

Table 6: Certified accuracy of ResNet-110 on CIFAR-10 under different £, radii with the number of predictions as 100, 000.
Certified Accuracy (%) under ¢, Radius r

Method Setting
000 025 050 0.75 1.00 125 150 1.75 2.00
DDS(Standard) N =100,000 79.0 62.0 458 326 250 176 11.0 62 4.2
DDS(Smoothed) N = 100,000 79.8 699 550 47.6 374 324 28,6 248 154

N =20,0000m=5 |/77.2 674 556 444 350 294 218 184 15.0 [
DiffSmooth(Gaussian) | N =10,000,m =10 | 76.8 66.0 56.6 42.8 360 29.0 23.6 182 16.6
N=5,000,m=20 | 77.2 668 582 438 36.6 294 220 180 15.0
N=20,0000m=5 | 822 716 628 492 39.8 352 298 240 224
DiffSmooth(SmoothAdv) | N =10,000,m =10 | 82.8 71.0 624 484 400 354 296 246 21.0
N =5,000,m=20 | 82.6 71.8 61.8 474 404 344 272 242 20.6
N=120,0000m=5 | 8.0 758 656 54.0 418 356 30.2 238 22.2
N=10,000,m=10 | 85.2 76.0 642 538 418 360 288 244 214
N=5,000,m=20 | 852 76.0 64.8 492 414 344 266 23.0 20.6

DiffSmooth(SmoothAdv)
with extra data

We can still achieve much better performance even with the model simply
trained with Gaussian Augmentation.



Ablation study (same computation cost)-ImageNet:

Table 7: Certified accuracy on ImageNet under different ¢, radii with the number of predictions as 10, 000.

Certified Accuracy (%) under ¢, Radius r

Architecture Method Setting 000 050 100 150 200 2.50
DDS(Standard) N =10,000 674 49.0 33.0 222 174 128

DDS(Smoothed) N =10,000 48.0 406 29.6 238 18.6 16.0

N=2,000,m=5 | 654 548 424 302 268 210

DiffSmooth(Gaussian) | N =1,000,m=10 | 65.8 552 424 30.6 27.6 -

ResNet-50 N=500,m=20 | 654 538 418 30.6 254 -
N=20,000,m—=5 | 640 57.6 464 338 28.6 234

DiffSmooth(SmoothAdv) | N =1,000,m=10 | 64.6 572 460 328 278 -
N=500,m=20 |650 564 452 324 266 -

DDS(Standard) N—=10,000 | 828 711 543 381 295 -
DDS(Smoothed) N=10,000 | 762 602 438 318 220 17.8

BEiT N=2,000,m=5 ||830 756 600 40.1 349 257

DiffSmooth(Gaussian) | N=1,000,m=10 | 83.2 76.2 60.6 403 343 -
N=500,m=20 | 834 750 596 403 319 -

We can still achieve much better performance even with the model simply
trained with Gaussian Augmentation.



Summary

We prove that the purified adversarial instances of diffusion models are within the bounded
neighborhood of the original clean instance with high probability, and their distances to the

original instance depend on the adversarial perturbation magnitude and data density.

We propose an effective and certifiably robust pipeline for smoothed classifiers, DiffSmooth,

via denoising and local smoothing.

We show that naively combining diffusion models with smoothed models cannot effectively

improve their certifiable robustness (local smoothing is crucial here).

We achieve the SOTA certified accuracy on both CIFAR-10 and ImageNet.



Future work:
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Future work:
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