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Byzantine Fault Tolerance (BFT)
● Building block for blockchains
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Background
● Computational security

● The adversary is restr icted to probabi l isi tc polynomial- t ime

● Information-theoretic security

● The adversary is unbounded

● Typical ly assuming secure or authenticated channels

● Quantum security (no PKC)

● No publ ic key cryptography (PKC)



Asynchronous BFT Paradigms
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BKR (PODC 1994) -> PACE (CCS 2022)
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Significant performance gain compared 
to BKR
When f=30, the peak throughput of 
PACE-Pisa is 1.66x  that of Dumbo, 
3.6x that of BEAT (CCS 2018)



A Closer Look at PACE Paradigm
deliver n-f RBC instances 

RABA0

RABA1

RABA2

RABA3

RABA4

RBC0

RBC1

RBC2

RBC3

RBC4

RABA6

RABA5

● Challenges with RBC
● Bracha’s broadcast (PODC 1984)

● Informat ion-theoretic 
● carry message payload in every step
● O(Ln2)  communicat ion;  not communication-eff icient
● WaterBear

● CT RBC (SRDS 2015)
● Quantum-secure
● Uses hashes
● O(Ln+κn2 logn) communication
● WaterBear-QS

● Can use recent advancement as wel l ,  e.g. ,  EFBRB (PODC 
2022), CCBRB (PODC 2022)



A Closer Look at PACE Paradigm
deliver n-f RBC instances 

RABA0

RABA1

RABA2

RABA3

RABA4

RBC0

RBC1

RBC2

RBC3

RBC4

RABA6

RABA5

● Challenges with ABA

● Most pract ical  ABA rely on common coins

● Instantiated with threshold signatures or threhsold PRF

● Our solution

● Use ABA with local coins



ABA from Local Coins
● The only known ABA from local coins

● Bracha’s ABA (PODC 1984)

● 3 phases of  n paral lel RBC instances 

● O(n3)  message

● O(2n)  t ime complexity due to the use of  local coins

● Our goals

● Design more eff ic ient local coin based ABA

● Avoid querying coins as much as possible

● Coin-free fast path



Our Local Coin Based ABA

Bracha’s ABA 
O(n3) message

9 steps in the fast path

Cubic-ABA 
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Quadratic-ABA 
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4 steps in the fast path



Our ABAs
● By replacing local coins with weak common coins or comon coins, we obtain more 

efficient ABA protocols compared to exist ing state-of-the-art ABA



Our ABAs
Cubic-ABA Quadratic-ABA

Idea: Use all-to-all communication only

Any voted value needs to be ‘confirmed’  
by counting the number of votes from the 
previous step

Idea: Use all-to-all communication to 
replace parallel RBC as much as possible

Bracha’s ABA involves 3 phases of n 
parallel RBC



Local Coin Based RABA

Bracha’s ABA 
O(n3) message

9 steps in the fast path

Cubic-ABA 
O(n3) message
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Quadratic-RABA 
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4 steps in the fast path

● RABA (CCS 2022)

● if correct f+1 repl icas 
propose 1, al l  correct 
repl icas decide 1

● Coin-free fast  path



Our RABA
Quadratic-RABA

Idea: Use all-to-all communication only

Any voted value needs to be ‘confirmed’  
by counting the number of votes from the 
previous step



Evaluation

● Golang

● Evaluated 5 protocols in total

● 4 new ones (WaterBear family)

● BEAT (CCS 2018) 

● AWS m5.xlarge, 4 vCPU, 16GB memory

● up to 61 instances



Results
● All WaterBear-QS protcols outperform 

BEAT

● n=16, WaterBear-QS-Q has 1/8 latency 
and 1.23x throughput compared to BEAT

● Due to the use of PACE framework

● WaterBear-QS protocols consistently 
outperform WaterBear protocols

● Communicat ion is important!

● Building eff icient quantum-secure 
asynchronous BFT is possible
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● Quadratic-ABA and Cubic-ABA: Efficient local-coin based asynchronous binary 
agreement (ABA) protocols

● WaterBear Family: Efficient asynchronous Byzantine fault-tolerant (BFT) protocols 
with stronger security guarantees


