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Fuzzing

Continental-NTU Corporate Lab 2

Ø SUT should be an executable

Ø Fuzz drivers are the SUT for 
library APIs

Ø The quality of fuzz driver 
matters for fuzzing’s 
effectiveness
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Fuzz Driver Generation in Industrial
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Ø 7 years, 700+ 
contributors, 1,000+ 
drivers

Ø 8,900/28,000 
vulnerabilities/bugs 
(Feb 2023)

Automatic Generation Can Help ! 
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A Fuzz Driver Example for Library APIs
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PDFDoc ParsePDF(File pdfFile);

void main(…) {
pdf = ParsePDF(“fuzzed_input.pdf”);
while(pdf.hasNextPage()) {

page = pdf.getNextPage();
page.render();

}
}

API Function, Not Executable 😕

Fuzz Driver, Executable 😊
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A Paradigm for Existing Solutions
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Example
Codes

Usage
Models

Fuzz
Drivers

Learn Synthesize

- ”Learn and Synthesize” workflow
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Key Observation: The Missing of “Ctrl-Flow Dep”
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API Sequence Graph
Data Dep Tree

Object Life Cycle
…

Where are the “if{…}else{…}”, “while{…}” ?

Example
Codes

Usage
Models

Fuzz
Drivers

Learn Synthesize
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Automata for Representing “Ctrl-Flow Dep”
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API Function Events:

  A -> ret_A = new PDF(..)
 B -> ret_B = pdf.parse()
 C -> pdf.extractText()
 D -> pdf.close()

API Condition Events:

  y -> ret_B == true
 n -> ret_B == false

void main(…) {
pdf = new PDF(“input.pdf”);
if (pdf.parse())

pdf.extractText();
pdf.close();

} 

Works on sequences & branches.

1 2 3 4 65
A B y

n
C D

“AB(n|yC)D”
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Automata for Representing “Ctrl-Flow Dep” – Cont’d
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A:ret_A = pdf.hasNextPage(); 
B:ret_B = pdf.getNext(); 
t:ret_A == true; 
f:ret_A == false;

while (pdf.hasNextPage())
    pdf.getNext();

it = pdf.pageIterator(); 
while (it.hasNext())
    it.getNext();

A:ret_A = pdf.pageIterator(); 
I:ret_I = mock_I(ret_A); 
J:ret_J = mock_J(ret_A); 
t:ret_I == true; 
f:ret_I == false;

bool mock_I(Iterator it) 
{ return it.hasNext(); } 
PdfPage mock_J(Iterator it) 
{ return it.getNext(); }M
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    Loop Case I Loop Case II

n = pdf.getPageNum(); 
for (i = 0; i < n; i = i + 1) 
    pdf.getPage(i);

A:ret_A = pdf.getPageNum(); 
B:ret_B = pdf.getPage(ret_I); 
I:ret_I = mock_I(); 
J:ret_I = mock_J(ret_I); 
t:ret_I < ret_A; 
f:ret_I >= ret_A;

int mock_I()  
{ return 0; } 
int mock_J(int i) 
{ return i + 1; }
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Works on loops.

A(tBA)*f AI(tJI)*f AI(tBJ)*f
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Automata-Based Modeling X Fuzz Driver Generation
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Example
Codes

Usage
Models

Fuzz
Drivers

Learn Synthesize

Denoise
Deduplicate

API Usage
Automata Utilization

Extraction

Distillation

Example
Codes

Fuzz
Drivers
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Evaluation – Applying to Real-World Libraries
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Popular Java libraries
Ø From Apache, Github, …
Ø Popular in both PC & Android

Open-source consumer programs

Ø  Searched from Sourcegraph (Github, 
Gitlab, …)

Rubick can practically learn API usage from public code repositories
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Evaluation – Performance Assessment
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Most automata are distilled 
fast
Ø  < 14 seconds
Best lookahead values
Ø  2 to 3
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Evaluation – Comparison with SOTA
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Rubick has higher code coverage & found more bugs than SOTA
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Evaluation – Ablation Study
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The solution for 
each challenge 
contributes to the 
final performance!
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Evaluation – False Positive
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Rubick also faces FP 
issue, but it always has 
lowest FP rate.
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Evaluation – Real World Fuzzing
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Ø 3 months fuzzing

Ø 199 unique bugs with 4 CVEs

Ø Affected popular softwares in both PC & Android platforms

Ø Exploited 11 popular Android Apps (10,000,000+ download 
count)
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Thank you!

Cen Zhang
cen001@e.ntu.edu.sg
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