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Learning from Security Failures

Computer Security 
Incident Handling Guide 

Recommendations of the National Institute 
of Standards and Technology 

Paul Cichonski 
Tom Millar 
Tim Grance 
Karen Scarfone 

Special Publication 800-61 
Revision 2 

http://dx.doi.org/10.6028/NIST.SP.800-61r2

“One of the most important parts of incident re-
sponse [...]: learning and improving.”

NIST 800-61, p. 38

Ross Anderson
Rainer Böhme

Richard Clayton
Tyler Moore

“Insurers accumulate data [...] which they mine
to improve risk assessment and suggest best
practice mitigation strategies to their clients.”

Anderson et al. 2008 (ENISA), p. 40
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Learning from 
Cyber Incidents
Adapting Aviation Safety 
Models to Cybersecurity

Report on the Interdisciplinary Workshop on 
the Development of a National Capacity for 
the Investigation of Cyber Incidents

Rob Knake

Adam Shostack

Tarah Wheeler

“The IT industry does not have strong processes
for extracting lessons learned and publishing
them when incidents occur.”

Knake, Shostack & Wheeler 2021 (Harvard Belfer Center)
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Market Failure ?

! Insurers are not causing the issue. They are smart in dealing with the real problem.

DFIR: Digital Forensics / Incident Response
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Discovery and Privilege

Victim firm

BP

Victim firm’s
breach attorney

Privilege

DFIR provider

Work product immunity

From: Daniel Woods <daniel.woods@ed.ac.uk>

To: =?utf-8?B?UmFpbmVyIELDtmhtZQ==?= <rainer.boehme@uibk.ac.at>

Subject: =?utf-8?B?UmU6IFVTRU5JWCBMZXNzb25zIExvc3Qg4oCTIFRhbGsgcHJlcA==?=

Thread-Topic: =?utf-8?B?VVNFTklYIExlc3NvbnMgTG9zdCDigJMgVGFsayBwcmVw?=

Thread-Index: AQHZxVZd51TKSxnbxUeW7uloXUL9C6/YISwR

Date: Thu, 3 Aug 2023 07:31:47 +0000

Message-ID: <PR1PR05MB55939BDDB2710BBDD7E5C3D3

References: <F46DC31C-AF0D-42A0-85AD-C7B7C63DBF84@uibk.ac.at>

BP

Plaintiffs’ lawyer

relevantUS: “reasonably calculated to lead to the discovery of admissible evidence”
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Consequences

Reasons to keep cybersecurity efforts confidential
• Limit litigation risk
• Negative publicity
• Regulatory actions

BP

Measures taken
• Hire external counsel to coordinate all breach response
• “Hotline incident response”

Challenges for DFIR
• Onboard new provider during a crisis
• Mix of legal and non-legal goals
• Written reports: contents and distribution
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Hotline Incident Response

before incident seconds days weeks months

plan monitor detect contain / analyse learn & improve

Conventional incident response (e.g.NIST-800-61)

detection hire contain / analyse litigate

Hotline incident response

Woods, D.W. and Böhme, R. Incident Response as a Lawyers’ Service. IEEE Security & Privacy, 20, 2 (2022), 68–74.
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Role of Insurers

Victim firms hire post-breach providers from a list (“panel”) specified in the policy.

Number of ⌅ DFIR and ⌅ legal providers on insurers’ panels

AIG
Chubb
Beazley
Ascot
Axa XL
CFC
Corvus
Allianz

0 5 10 15 20 25 30 35 40

! Companies working together with pre-negotiated contracts can respond effectively.

Data source: authors’ desk research, 2022; excerpt of Fig. 2 in our paper.
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Qualitative Data
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Pre-breach activities

takes steps to establish confidentiality

discourage activities due to confidentiality

confident confidentiality protected

Post-breach response

confident confidentiality protected

contract forensics firm

prefer hiring new firm

attend daily/regular updates

efficiency loss working through law firm

direct comms sometimes necessary

Documentation

discourage formal reports
review drafts and suggest changes

write legal memos instead

Internal information sharing

limit sharing of report within firm

restrict involvement of IT staff

discourage recommendations in report

recommendations primarily orally

above means implementation unlikely

External information sharing

share report with insurers

share report with auditors

share report with regulators

do insurers request detailed info

sharing report waives AC privilege

oral comms with insurer

oral comms with regulator

“If you get on a scoping call with a client
and they don’t have MFA enabled, or their
password was passw0rd, [...], you never
comment, especially in writing, on how
good their data security is. Because if all

the emails get out in discovery then you’ve
set up your client for failure.”
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Turning Point: Capital One

• Early-adopter of public cloud strategy in the highly regulated financial industry
• Major breach in 2019, exposes 30 GB of credit application data
• Technical: SSRF + AWS EC2 weakness + ability to decrypt encrypted data
• Legal: court ruled that incident report is discoverable because it was
driven by business rather than legal considerations.

Khan, S., Kabanov, I., Hua, Y. and Madnick, S. E. A Systematic Analysis of the Capital One Data Breach: Critical Lessons Learned.
ACM Transactions on Privacy and Security, 26, 1 (2023), 3:1–3:29.
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Qualitative Data (cont’d)
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Pre-breach activities

takes steps to establish confidentiality

discourage activities due to confidentiality

confident confidentiality protected

Post-breach response

confident confidentiality protected

contract forensics firm

prefer hiring new firm

attend daily/regular updates

efficiency loss working through law firm

direct comms sometimes necessary

Documentation

discourage formal reports
review drafts and suggest changes

write legal memos instead

Internal information sharing

limit sharing of report within firm

restrict involvement of IT staff

discourage recommendations in report

recommendations primarily orally

above means implementation unlikely

External information sharing

share report with insurers

share report with auditors

share report with regulators

do insurers request detailed info

sharing report waives AC privilege

oral comms with insurer

oral comms with regulator

“I’ve started to advise
against written reports.
[...] I’d say 75 percent of the
time before Capital One we
had written reports, now in
75 percent plus we do not.”

“There’s just less reports
writtenthanthereusedtobe.
Only the most sophisticated
clients are asking for reports

these days and only for the most
complicated incidents.”
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Upshot

• Insurance improved IR planning, especially for SMEs.
• Technical best practices collide with the litigation system.
• Attorneys are not adversaries:
the net impact of lawyer-led IR is hard to evaluate.

• However, lawyer-led IR introduces barriers to how firms (and
the wider community) learn from security failures.

• Potential solutions are future work — see paper for avenues.

BP BP

Lessons
lost . . .

Got it !
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Notes on Methodology

• Multi-stage, multi-method inspired by grounded theory (“everything is data”)
• ⇠70 expert interviews covering the DFIR and breach attorney markets
• Twitch validation session with Chatham House rules during the pandemic
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Path Dependencies

Should insurers update procedures introduced to contain damage after data breaches ?

Major driver of cyber claims

Personal data breach Ransomware
early 2000s–2017 since 2018

Litigation risk high low

Legal costs high low

Wolff, J. and Lehr, B. Roles for Policymakers in Emerging Cyber insurance Industry Partnerships.
In TPRC 46: The 46th Research Conference on Communication, Information and Internet Policy. 2018.
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