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Runtime Performance Overhead

AES
Cipher�x-Fast

XS128+

Cipher�x-Base

Cipher�x-Enhanced

rdrand
2.4x
3.9x
5.1x

2.7x
4.0x
5.3x

16.8x
17.3x
17.5x

• Average performance overhead factor of multiple primitives
• Slowdown is restricted to few isolated code sections
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Cipherfix-Enhanced

11 22 33 44 59 f1 c0 49data

00mask
secrecy ff00 00 00 ff ff00 ff

00 1c 6d 48 d3 f3 0d

11 22 33 44 e0 41 6a 58

00

ff00 00 00 ff ff00 ff

00 1c 6d f1 63 3f 1c

plaintext 4411 22 33 11 2244 33 4411 22 33 11 2244 55

• Store secrecy information in separate secrecy buffer
• All 1 for secret data, all 0 for public data
• Enforce minimum size of memory writes
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