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A warm-up wargame

l Limited Attack Capability ‘,7 Defense Capabillity

x 1 artilleries X Blast Resistance
x 1 shell per minute per unit X < 5shells within 1 minute
1 shells Aat maxo within 1 min

if all artilleries fire at the same time

1 minute |

Mission Impossible?



Multiple Round Simultaneous Impact (MRSI)

xMRSlis when a single gun fires multiple shells so all arrive at the

same target simultaneously ,
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https://upload.wikimedia.org/wikipedia/commons/e/e3/MRSI_animation_SMIL.svg
https://en.wikipedia.org/wiki/Artillery#Multiple_round_simultaneous_impact
https://en.wikipedia.org/wiki/Artillery
https://www.edrmagazine.eu/krauss-maffei-wegmann-tube-indirect-fire-solutions

Advantages of MRSI

Efficiency Stealth
x Attacker x0 0! Usz- U B3aU Ba <SI
X just fire the shells slowly artilleries alone, the rate of fire is
x Victim pretty low

x receive all shells instantly xk SU QAQd&d - Baz< OL
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When World War | meets the Internet

DoS a target with a limited bandwidth?

high in-bound bandwidth

é low out-bound bandwidth ‘
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Previous Attack: Abusin@NS Infrastructure [1]

[ .
é DNS queries with @ 5|8 —
c A IP Source Spoofing RN ReflectedDNS responses -’

Attacker » Global Open DNS Servers > -/\/\-/\/\- > Target
Properties Value
Trajectories O T h o ucf @perndiBDNS
Flight time of payload O 700 millisec
Bandwidth Concentration Ratio a 1 4

[ 1] R. Rasti, M. Murt hy, N. Weaver, and V. PaxsoaiSe mvieeng oM2i5dEEE ST, s® ng and |

Symposium on Security and Privacy, May 2015, pp. 1871 198. doi: 10.1109/SP.2015.19.



Our Work: CDNConvex Lens Attack
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@ | 77p Requests to globallydistributed 1 &
6 . J Y N .% CDN-Forwarded HTTP Requests

4\ CDN edge Servers
Attacker - CDN Edge Servers —— -/\/\-/\/\- > Target
Trajectories O Mi | of CDN edge server
Flight time of payload 0O5,400,000milliseconds

Bandwidth Concentration Ratio O 1 00 0



What Is a Content Delivery Network (CDN)?

s Globally Distributed: a large volume of servers on Internet backbone

s Cache then Forward: act as the Reverse Proxy to the website

s Proximity Service: d&zUdz8 csU2 < <SU - ! WeBrest sedgerd - U <
s DDoS Protection: off -load traffic from botnet -based DDoS attack
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https://www.cloudflare.com/learning/cdn/what-is-a-cdn/

What I1s a Pulse Wave DDoS attack?

x Efficiency: Periodical Saturation of Bottleneck Resources
x Stealthy : High-rate, short -lived bursts
X Unusual on Internet
x Require a botnet
x Botnet Is preferably used to launch simple flooding attack
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Concept of CDNConvex Lens Attack
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Attack Steps

. CDN Node Harvest

|: Configure CDN to Point to the Victim
Step lll: Measure the flight time (latency)
Step IV: Bypass the cache mechanism

Step V. Send the requests on time
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Step I: CDN Node Harvest

X collect IP addresses of global CDN edge servers by
X Internet -wide scanning / fingerprinting
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CDN Edge Servers can be abused by the Attac

X Tons of edge servers can be abused by the attacker
X CDN edge servers are allowed to forward HTTP requests with a valid host header

R
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™S GET/HTTPLL \rin 1.2.3.4:8080
. . I Host:  a.com\r\n 7
\ _ ¢ ._"‘.7__ ~~~~~
User L EE L T T . =
Host Header Origin Server
a.com 1.2.3.4:8080 RN e ! origin - b.com
Jeom orom beom CDN Global Edge Servers

CDN Internal Forwarding Tables



Step II: Configure CDN to Point to the Victim

X Register CDN services, thenconfig the victim website as a origin server

Host Header Origin Server
u u
attacker.com 1.2.3.4:8080
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_______ \ * }
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CDN Lacks of Origin Ownership Verification

X CDNIlacks of ownership verification for the Origin Server
X CDN can be configured to fetch resource from any IP and any

port
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Step lll: Measure the flight time (latency)

X Measure latencies of CDN forwarding paths and filter stable ones
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Step 1V: Bypass CDN cache mechanism

X Craft request to bypass CDN cacheand saturate the bottleneck resources

____________________________ \
,{ POST /bottleneck.php? nonce HTTP/1.1 \r\n
I Host : wvictim.com \r\n

|
|
|

: Cache-control :no -cache\r\n -

Attacker | g Victim

CDN Global Edge Servers



Step V: Send the requests on time

X Send low rate of the HTTP requests in accord with path latencies
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The PulsingWave is Coming!

X Requests converged as a high-rate, short -lived pulse burst to saturate

S ——
L == > - - .
w - 3 .
-
| i R \
.y - R ~ .
\ \
| ~
_____ L () O\ E g
- - : 1 —
} —— 7w VT~ ~o -
. __ R
T === ~ I
' —
________ ' == == ]
______ \ e - -
B S \ — — —
------- » | - — == . /’
] - - ’/
] /] .
\ . ’Z'/
| ”
________ - = === - .

CDN Global Edge Servers



https://upload.wikimedia.org/wikipedia/commons/e/e3/MRSI_animation_SMIL.svg

Result of the Basic CDIConvex Attack

< < Q @ Bound bandwidth t 8 2 <iB-Bound bandwidth

- Tt - 000 \
! Core Concept |
| Use native path latency !
| toarrange all HTTP requests |
(- - - - -~ T-TmTmTmTmmT T T \
1  Max Bandwidth Concentration Ratio:
I

| ~6 I
S 7

Bandwidth Concentration Ratio 5.46 4.66 6.42 3.73 1.49



