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Passwords Are Not Dead

Passwords firmly remain the dominant 

mechanism for user access control on the Web.



Password strength meter (PSM)

Industrial

• A PSM provides real-time strength feedback 

upon user registration and password change. 

• PSMs encourage users toward secure

passwords.

Academic

• fuzzyPSM [DSN’16]
• MultiPSM [TIFS’17]
• PCFG-PSM [ACSAC’12]
• Markov-PSM [NDSS’ 12]
• RNN-PSM [Usenix SEC’16]
• LPSE [COSE’18]
• CNN-PSM [ESORICS’16]

• Zxcvbn
• KeePSM
• 12306-PSM
• Microsoft-PSM



Weak Medium Strong

Strength of  nankai2023



Our work

• A systematic evaluation framework, that

• composed of 4 different dimensioned criteria to rate PSM 

accuracy under 2 guessing scenarios (and 6 guessing strategies).

• Extensive evaluation.

• Our evaluation framework is utilized by rating 12 state-of-art 

PSMs, leveraging 14 real-world password datasets.

• Some insights. 

• 3 recommendations to help improve the accuracy of PSMs.



▶ Password (PW) guessing threats

▶ Online guessing

▶ Offline guessing

Guess number ≤ 104

Guess number ＞ 109

Password guessing scenarios

No single silver bullet metric. 

Accurately detect popular passwords.

Prevent easy-to-crack passwords (not limited to 
popular passwords) from registering as much as possible.



Knowledgeable online attacker

General online attacker

Guess number ≤ 104▶ Online guessing

Online guessing strategies

• Unaware of the target 

password distribution.

• Traverse common 

popular passwords. 

• Well-informed of the target 

password distribution.

• Prioritize trying the most 

popular passwords.



Strength Password
1 123456
2 password
3 123456789
9 12345678

19 qwerty
63 cookie

154 7777777

Ideal PSM

Strength Password
7 123456
3 password
1 123456789
2 12345678

82 qwerty
1309 cookie
430 7777777

Tested PSM

• Due to the limited attempts allowed in online 

guessing scenarios, a PSM should accurately 

detect popular passwords (also the preferred 

guessing passwords of attackers), especially 

the most popular passwords (e.g., 123456)

• The higher the frequency of a password, the 

lower its strength.

• Ideal PSM: 𝑴 𝒑𝒘 = 𝐏𝐫 𝒑𝒘 ,∀𝒑𝒘 ∈ 𝚪

• The accuracy of a PSM can be measured as its 

distance from the ideal PSM, by calculating the 

correlation between its evaluated strength rank 

list and the referred rank list of the ideal PSM.

Metrics for online guessing 



Rank Password

1 123456

2 password

3 123456789

9 12345678

19 qwerty

63 cookie

154 7777777

Ideal PSM
Rank Password

7 123456

3 password

1 123456789

2 12345678

82 qwerty

1309 cookie

430 7777777

Tested PSM

𝐒𝐩𝐞𝐚𝐫𝐦𝐚𝐧 𝐗, 𝐘

=
σ𝑖=1
𝑛 𝑥𝑖 − ҧ𝑥 𝑦𝑖 − ത𝑦

σ𝑖=1
𝑛 𝑥𝑖 − ҧ𝑥 2 σ𝑖=1

𝑛 𝑦𝑖 − ത𝑦 2

Rank Password

1 123456

2 password

3 123456789

9 12345678

19 qwerty

63 cookie

154 7777777

Ideal PSM
Rank Password

7 123456

3 password

1 123456789

2 12345678

82 qwerty

1309 cookie

430 7777777

Tested PSM

Frequency
176120

140630

106179

83289

19123

13076

8600

Weight

𝐖𝐒𝐩𝐞𝐚𝐫𝐦𝐚𝐧 𝐗, 𝐘

=
σ𝑖=1
𝑛 𝑤𝑖 𝑥𝑖 − ҧ𝑥 𝑦𝑖 − ത𝑦

σ𝑖=1
𝑛 𝑤𝑖 𝑥𝑖 − ҧ𝑥 2 σ𝑖=1

𝑛 𝑤𝑖 𝑦𝑖 − ത𝑦 2

Spearman v.s. Wspearman

Spearman Correlation Coefficient × Weighted Spearman Correlation Coefficient
[CCS’20] 

√



Evaluation results in online guessing

Overall conclusion

• FuzzyPSM performs the best, followed by Zxcvbn.

• Pattern-based and attack-algorithm-based PSMs need to be 

adapted for evaluating passwords in different languages.



Offline guessing strategies

Brute-force offline attacker
• Performs an exhaustive search over all 

possible passwords in a given search space.

Dictionary-based offline attacker
• Generates a guess list that contains several 

wordlists and candidate passwords extended 

by mangling rules.

Probability-based offline attacker
• Describe the target password distribution by 

parametric probability models (e.g., Markov), 

and produce guessing in the descending 

order of probability.

Combined offline attacker
• Try all these three guessing strategies to 

achieve higher cracking rates.

▶ Offline guessing Guess number ＞ 109



A good PSM shall give differentiated 

strength ratings between the cracked

and remaining (uncracked) passwords.

Cracked 
passwords

Remaining 
passwords

Metrics for offline guessing 

𝑲𝑳 𝑃 ∥ 𝑄

= σ𝑖 𝑃 𝑖 ⋅ log
𝑃 𝑖

𝑄 𝑖

• An attacker can perform large-scale (usually>109) guesses under offline 

guessing scenarios. 

• She does not care about whether any specific guess is hit or not, but pursues 

a higher cracking rate under the constraints of computing resources and time. 

KL-divergence



Metric: KL-divergence

• MultiPSM generally performs 

the best. 

• Markov-PSM and Zxcvbn are 

the most accurate PSMs under 

probability-based and 

dictionary-based guessing, 

respectively.

Evaluation results in offline guessing



𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 = 𝑊𝐿 ×
𝑁𝐶𝐿

𝑁𝑅𝐿 +𝑁𝐶𝐿
+𝑊𝐻 ×

𝑁𝑅𝐻
𝑁𝑅𝐻 + 𝑁𝐶𝐻

𝑊𝐿 =
𝑁𝑅𝐿 +𝑁𝐶𝐿

𝑁𝑅𝐿 + 𝑁𝐶𝐿 + 𝑁𝑅𝐻 + 𝑁𝐶𝐻
𝑊𝐻 =

𝑁𝑅𝐻 + 𝑁𝐶𝐻
𝑁𝑅𝐿 + 𝑁𝐶𝐿 + 𝑁𝑅𝐻 + 𝑁𝐶𝐻

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏𝑺𝒆𝒄𝒖𝒓𝒊𝒕𝒚

= β ×𝑊𝐿 ×
𝑁𝐶𝐿

𝑁𝑅𝐿 +𝑁𝐶𝐿
+ 1 − β ×𝑊𝐻 ×

𝑁𝑅𝐻
𝑁𝑅𝐻 + 𝑁𝐶𝐻

Coarse-grained strength feedback

e.g., [weak, medium, strong] ….

Fine-grained strength feedback

e.g., probabilities, guess number…

How will the accuracy of a PSM change?

weak→strong
strong→weak

𝑳: Passwords with the lowest score; 

𝑵𝑪𝑳 and 𝑵𝑹𝑳: The number of the cracked passwords and the remaining ones. 

𝑯: Passwords with the highest score;

𝑵𝑪𝑯 and 𝑵𝑹𝑯: The number of the cracked passwords and the remaining ones.



Evaluation results in offline guessing

Metric: Precision & PrecisionSecurity

• MultiPSM has the highest Precision and 

PrecisionSecurity under the combined 

guessing attacks. 

• Zxcvbn also shows its advantage under 

dictionary-based and probability-based 

guessing strategies.



Insights and suggestions

Adaptive score conversion methods can be used to

facilitate PSM application.

Coarse-grained strength feedback

e.g., [weak, medium, strong] ….

Fine-grained strength feedback

e.g., probabilities, guess number…



Insights and suggestions

PSMs can be effectively integrated to perform better.

𝐒𝐭𝐫𝐞𝐧𝐠𝐭𝒉𝐼𝑛𝑡𝑒𝑔𝑟𝑎𝑡𝑒𝑑
= 𝐒𝐭𝐫𝐞𝐧𝐠𝐭𝐡𝑀𝑢𝑙𝑡𝑖 − lg 𝐒𝐭𝐫𝐞𝐧𝐠𝐭𝐡𝑓𝑢𝑧𝑧𝑦



Insights and suggestions

PSMs need to be modified and adapted to 

accommodate different languages.
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