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FHE in Practice
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Developing and Deploying FHE Applications is 

Notoriously Hard



FHE Programming Paradigm
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Limited Expressiveness Noise Management SIMD BatchingApplication Dependent

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);

}
} 



void f(...)
{
mul_inp(a,b);
add_plain_inp(a,3)
square_inp(z,z);
sub_inp(a,z);
return a;
} 

void f(...)
{
mul_inp(a,b);
relin_inp(a);
add_plain_inp(a,3)
square_inp(z,z);
relin_inp(a);
sub_inp(a,z);
return a;
} 

Evolution of FHE Development
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void f(...)
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sub_inp(a,z);
return a;
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Evolution of FHE Development
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void f(...)
{
ctxt ab = a*b + 3;
return ab – z*z;
} 



void f(...)
{
mul_inp(a,b);
relin_inp(a);
add_plain_inp(a,3)
square_inp(z,z);
relin_inp(a);
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return a;
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void f(...)
{
ctxt ab = a*b + 3;
return ab – z*z;
} 

𝑎 𝑏

𝑧 𝑧
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Contributions

Architecture Address FHE development as an end-to-end problem

Optimizations Order-of-magnitude speedups via high-level transformations



End-to-End FHE Toolchain Architecture



End-to-End FHE Toolchain 
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FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt.

FHE Application

FHE Library

(e.g. Microsoft SEAL)



End-to-End FHE Toolchain 
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FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt.

Loss of Information

FHE Application

FHE Library

(e.g. Microsoft SEAL)



Prog Opt.

End-to-End FHE Toolchain 

15

FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt.

FHE Application

FHE Library

(e.g. Microsoft SEAL)



Prog Opt.

End-to-End FHE Toolchain 
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FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt.

Backend Targets

FHE
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Prog Opt.

End-to-End FHE Toolchain 
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FHE Compiler 

void hd(vector<sbool>u,           
vector<sbool>v)

{
sint sum = 0;
for(int i = 0;

i < v.size();
++i)

{
sum += (v[i]!=u[i]);
}

} 

Computer Program

Circuit Opt. Crypto Opt. Target Opt.

instr1 a, b
instr2 c, d
instr3 e, f
instr4 a, d
instr5 c, g

Backend Targets

FHE
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… other frontendsPython C-like DSL

HECO Architecture

heco::fhe
// custom MLIR Dialect

Types 
secret<T>      
batchedsecret<T>
Operations

+ - *

mlir::tensor
// builtin MLIR Dialect

Types 
tensor<V>
// e.g., V = secret<T>

Operations

add sub mul rot insert extract

mlir::arithmetic
// iadd, imul, ...

mlir::affine
// loops

mlir::func
// func_call

m
i
d
d
l
e
-
e
n
d

heco::bfv
// ops in bfv scheme

heco::bgv
// ops in bgv scheme

heco::ckks
// ops in ckks scheme S

I
R

H
I
R

FHE Libraries 
(e.g. SEAL)

C++

P
I
R

R
I
R

heco::poly
// ops in polynomial ring + number theoretic transform

heco::rns
// ops in residue number system representation

dprive::isa
// hardware ISA

mlir::llvm
// MLIR interface to LLVM IR
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SIMD Batching Optimization



shuffle

int[] foo(int[] x,int[] y){

int[] r;
for(i = 0; i < 6; ++i){

r[i] = x[i] * y[i]
}
return r;

}

Standard C++

int[] foo(int[] a,int[] b){

return a * b;

}

Batched FHE

SIMD-like Parallelism

SIMD Batching

rotate

Only cyclical rotationsNo efficient free permutation or scatter/gather
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[((x+i)*N+(y+j))%N]
img_out[(x*N+y)%N] = 2*img[(x*N+y)%N] – t

return img_out
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9N2 Homomorphic Multiplications
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0

t += w[0][0] * img[((x-1)*N+(y-1))%N]
t += w[1][0] * img[(x*N+(y-1))%N]
t += w[2][0] * img[((x+1)*N+(y-1))%N]
t += w[0][1] * img[((x-1)*N+y)%N]
t += w[1][1] * img[(x*N+y)%N]
t += w[2][1] * img[((x+1)*N+y)%N]
t += w[0][2] * img[((x-1)*N+(y+1))%N]
t += w[1][2] * img[(x*N+(y+1))%N]
t += w[2][2] * img[((x+1)*N+(y+1))%N]
img_out[(x*N+y)%N] = 2*img[(x*N+y)%N] – t

return img_out
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0

t += w * temp

img_out[(x*N+y)%N] = 2*img[(x*N+y)%N] – t
return img_out
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N2 Batched Homomorphic Multiplications?
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0

t += w * temp
img_out[(x*N+y)%N] = 2*img[(x*N+y)%N] – t

return img_out
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0

temp[0] = img[((x-1)*N+(y-1))%N]
temp[1] = img[(x*N+(y-1))%N]
temp[2] = img[((x+1)*N+(y-1))%N]
temp[3] = img[((x-1)*N+y)%N]
temp[4] = img[(x*N+y)%N]
temp[5] = img[((x+1)*N+y)%N]
temp[6] = img[((x-1)*N+(y+1))%N]
temp[7] = img[(x*N+(y+1))%N]
temp[8] = img[((x+1)*N+(y+1))%N]
t += w * temp
img_out[(x*N+y)%N] = 2*img[(x*N+y)%N] – t

return img_out
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N2 Homomorphic Multiplications + 9N2 Homomorphic Rotations 
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[((x+i)*n+(y+j))%N]
img_out[(x*n+y)%N] = 2*img[(x*n+y)%N] – t

return img_out
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[((x+i)*n+(y+j))%N]
img_out[(x*n+y)%N] = 2*img[(x*n+y)%N] – t

return img_out
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[((x+i)*n+(y+j))%N]
img_out[(x*n+y)%N] = 2*img[(x*n+y)%N] – t

return img_out
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* w[0][0]

* w[0][1]

* w[0][2]

* w[1][0]

* w[1][1]

* w[1][2]

* w[2][0]

* w[2][1]

* w[2][2]



Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = 0
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img_out = img.copy()
w = [[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
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for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
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Generalizing Batching



[CD+21] Cowan, M. et al. 2021. Porcupine: A Synthesizing Compilerfor Vectorized Homomorphic Encryption – PLDI 2021, 375–389.
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Comparing against “Naïve” (non-batched) implementation and “Optimal” synthesis-based solution [CD+21]
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Evaluation: Effect of Batching
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marbleHE/HECOThis work:

Future work:

arxiv.org/abs/2202.01649

• End-to-End FHE Toolchain Architecture

• High-Level Batching Optimization 

Ongoing FHE Abstraction Standardization Effort:

Limited Expressiveness Noise Management SIMD Batching

https://github.com/MarbleHE/HECO/tree/artifact
https://arxiv.org/abs/2202.01649
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