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IoT devices
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69%
of US households 
have at least one 

IoT device
[Martin 2019]
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Thermostat by Dan LeFebvre on Unsplash; lightbulb and AirTag by Unknown 
Author, licensed under CC BY-SA and CC BY-NC-ND

69%
of US households 
have at least one 

IoT device
[Martin 2019]

IoT devices are used in interpersonal abuse

[Cahn 2021]
[Bowles 2018]
[Jargon 2022]

“IoT abuse”
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researchers are investigating IoT abuse
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researchers are investigating IoT abuse

We need a better 
understanding of the 

problem we are 
trying to solve.



research questions

Which IoT devices can be involved in abuse, and 

in what ways are they misused?

Which properties of these devices enable abuse?

How can we better conceptualize this problem?

RQ1

RQ2

RQ3
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method: systematic survey of web content

method    /    characterizing IoT abuse    /    abuse vectors

spy on [agent] using [device]

search queries 
generated from 

templates

21,897
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method: systematic survey of web content

method    /    characterizing IoT abuse    /    abuse vectors

70,399
unique web pages 

collected using 
Google Search

25,000
search queries 

after snowballing

26,286
web pages remain 

after filtering

320
web pages 

qualitatively 
analyzed

21,897
search queries 

generated from 
templates
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overview of web pages

types targets IoT abuse
• News articles

• Forum posts

• How-to pages 
for potential 
abusers

• …

• Intimate partners

• Family members

• Roommates

• Neighbors

• …

• First-person accounts

• Third-person accounts 
(e.g., news stories)

• Potential for abuse
(e.g., how-to articles)



characterizing 
IoT abuse
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method /    characterizing IoT abuse    /    abuse vectors

many IoT devices can be used for abuse

shared use personal use

Home control

Smart appliances

Security systems

Vehicles

Tracking devices

Entertainment 
(e.g., AirPods)

Covert spy devices 
(e.g., hidden cameras)
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method /    characterizing IoT abuse    /    abuse vectors

abusers can spy with IoT devices

01

03

02

04

Audio surveillance Video surveillance

Location tracking Accessing private data
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method /    characterizing IoT abuse    /    abuse vectors

abusers can harass with IoT devices

01

03

02

04

Disrupting the 
home environment

Threatening 
physical safety

Manipulating 
private data

Psychological control
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the abuse vectors 
framework
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method / characterizing IoT abuse    / abuse vectors

Covert Spying

Unauthorized 
Access

Repurposing

Intended Use

Is the abuser a non-
owner of the device?

Is a secondary 
functionality used?

Is the device covert?

Photos by Unknown Author licensed under CC
BY-SA, CC BY-NC, CC BY-ND, CC BY

No

No

No

Yes

Yes

Yes
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method / characterizing IoT abuse    / abuse vectors

Covert Spying Unauth. Access Repurposing Intended Use

q Detecting
hidden devices

q Preventing sale 
of spy devices

q Announcement 
of dual-use 
devices

q Easier access 
revocation

q Providing 
more legal 
options

q Identifying 
dangerous 
secondary 
functionality

q Updating 
access control 
protocols

q Improving 
transparency
of IoT devices

q Increasing 
attestability

tailored solutions for each vector

11



[NY CPL 530.12]

leveraging the abuse vectors framework

researchers

Consider vectors during designmanufacturers

policymakers

Work towards addressing each vector

Focus on holistic solutions

Promote protective legislation 

Require action from vendors
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